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Introduction 3

1 Introduction

“ Welcome to the Passwordstate Browser Extension Manual.

The Browser Extension for Passwordstate allows automatic saving of web site logins into
Passwordstate, and then automatic form-filling of your login credentials when you next visit the
site.

Currently the Browser Extension is available for Chrome, Edge, Firefox and Internet Explorer
(Internet Explorer extension is no longer developed or supported).

The following table summarizes each of the key areas for configuring and using the Passwordstate
Browser Extension.

™ Note: The browser extensions do require you to have cookies enabled in your browser

Installation Explains how to install the Browser Extension, and configure for use

Browser Extension Settings Explains the various settings for the Browser Extension

Browser Extension Usage Provides instructions for basic usage of the Browser Extension for
Chrome and Firefox

Browser Extension Usage - Provides instructions for basic usage of the Browser Extension for

Legacy Safari, Edge and Internet Explorer
Detection Issues Provides some guidance as to issues you may come across with

certain web sites not prompting to save login credentials

2 Installation

Please follow these steps for installing and configuring the Browser Extension. Please note that
screenshots here are for Chrome, with Internet Explorer and Firefox looking similar.

™ Note 1: In order to use one of the Browser Extensions to save and auto-fill login credentials for
websites, you must have access to one or more Password Lists which are configured to use the
'URL' field.

™ Note 2: Currently our extensions only support websites with two login fields, which is
username and password
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™ Note 3: Due to major changes in the Safari extension, we no longer have an extension available
to download from the Apple store for that browser. We recommend using Chrome on Apple
MACs as a work around for this, if possible.

Chrome Installation

1. Visit the Google Chrome Web Store store URL of
https://chrome.google.com/webstore/category/extensions and search for the extension
name Passwordstate. Alternatively, download directly from
https://chrome.google.com/webstore/detail/passwordstate/appoijfilknpkghkebigcdkmopdfcj
him

2. Click the '+ Free' button to install the extension, and click the 'Add' button when prompted to
'Confirm New Extension'

3. Once installed, you should see the Passwordstate icon in the top toolbar

Developer mode

Edge Installation

You can download and install the Edge extension using the following screenshot instructions

™ please Note: These instructions apply to the new Chromium version of Microsoft Edge, which
was released on January 15th, 2020.

1. Open Settings -> Extensions
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(0 @ Edge | edge//extensions

% Bookmarks [T] Personal [] Supportlinks [ Browser Extension C( Clockify SE BE = € : ,\- Home Page ,“ Forums ,\‘ Doco ,\‘ Changelog °

Extensions Installed extensions

AR search installed extensions Want to enhance your browser experience? Try adding extensions from the Microsoft Store.

I &% Extensions

E3 Keyboard shortcuts

I Get extensions from Microsoft Store

3. Search for "Passwordstate" and click on the Passwordstate icon:

BS Microsoft | Microsoft Edge Addons ™

Showing 1 results for ‘passwordstate’

Search results

Q, passwordstate x
€ All extensions

Filter by category

Accessibility Passwordstate
Blogging

Communication

Developer Tools

Entertainment

News & Weather

Photos

Productivity

Search Tools

4, Select the Get button:
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B Microsoft | Microsoft Edge Addons ®™ All Microsoft ~  Sign in C}l_

Extensions Passwordstate Get
Click Studios Pty Ltd
Productivity
Q_ Search all extensions

| 3 Al extensions

[ Accessibility Description Report abuse
Blogging Passwordstate For Edge is a free form filler extension that obtains credentials from Passwordstate, Version
@ Communication 8862

K Developer Tools
Updated

Entertainment
January 23rd, 2020

&

& News 8 Weather
Photos Terms
S_Productivity Privacy Policy

5. Click the Add Extension button:
L
Add "Passwordstate” to Microsoft Edge?

The extension can:

= Read and change all your data on the websites you visit
» Display notifications
» Read and modify data you copy and paste

You should now have the extension installed and ready to configure
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Internet Explorer Installation

1. You can download the version of the |IE extension from here -
https://www.clickstudios.com.au/downloads/PasswordstatelEExtension.zip. When you unzip
this file, you can use the following syntax to install silently if required: Passwordstate.exe /S

2. When you start Internet Explorer next time, you may be prompted to Enable the Extension. If
you do not see this prompt, you can go to the 'Manage Add-ons' screen and enable it there - as
per the following screenshot

™ Note: There will be no further development work done on the IE Extension, for either feature
requests or bug fixes - It is recommended you instead use one of the other browsers. You can
continue to use the IE Extension if it works for your organization, but please do not log support
calls for any issues.

P

Manage Add-ons

Wiew and rmanage your Internet Explorer add-ons

Add-on Types Marne Publisher . Status
ff Taolbars and Extensions Click studios (SA) Pty Ltd

h e |+ Disabled

}-; Search Prowiders

[Eacceleratars

| _ Calurmns »

@Trackmg Protection Graup by b

W Spelling Correction Sort by ’
Copy

More infor mation

3. The Red icon should then show in the toolbar, and you can then continue on with the
instructions below to configure the extension

¥ [Bl) Passwordstate + I

Firefox - Installation

1. Visit the Mozilla Add-ons store URL of https://addons.mozilla.org/en-US/firefox/ and search for
the extension name Passwordstate. Alternatively, download directly from
https://addons.mozilla.org/en-US/firefox/addon/passwordstate-password-manager/

2. Click the Add button
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Installation 9

I Jf Passwordstate Password Manz

U a 33:‘- https://addons.mozilla.org/en-US/firefox/addon/

Browser Extel . Add P rdstate?

It requires your permission to:

* Access your data for all websites
® (et data from the clipboard
* |nput data to the clipboard

* Display notifications to you
* Access browser tabs

® Access browser activity

g navigation

Learn more about

Cancel

Once installed, you will see the Red icon in your toolbar

¥ IND @ @ =

Configuring Extension for First-Time Use

In order to use the Browser Extension, all you need to do is browse to your Passwordstate web
site, and the Browser Extension will be automatically configured for you. Once configured, the

icon will appear like this:
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* @ @ :

veveloper mode @)

Non-Trusted SSL Certificate Issue

With the default install of Passwordstate, a self-signed SSL Certificate is installed in Internet
Information Services (11S) and assigned to the Passwordstate web site. All self-signed SSL
certificates are non trusted by browsers, and this can cause issues with the Passwordstate
Browser Extension. To fix this you have two options:

1. Install your own trusted SSL certificate on your web server, and bind it to the Passwordstate
web site. This is the most secure option as the certificate is trusted by all browsers. You can
either purchase the certificate from one of the public certificate authorities, or if you have
your own internal certificate authority as part of Active Directory, you can assign a certificate
out of here

2. Ifit's not possible to use a trusted SSL certificate, then you will need to follow the instructions
below to tell Internet Explorer the Self Signed Certificate is trusted - doing these stepsin
Internet Explorer also fixes the issue other browsers.

Browse to the site in Internet Explorer, and click on ‘Certificate error’, and then follow the
screenshots below to trust the certificate.

£ ~ €3 Certificate error € Epasswurd
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@ Untrusted Certificate

The security certificate presented by this
website was not issued by a trusted
ertificate authority.

roblem might indicate an atternpt to
or intercept any data you send to

View certificates

General | Details | Certification Path

éa Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

o:  passwordstate7, halox. net

Install Certificate..

- | Issuer Statement

1"
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the m area where certificates are kept,

Store Location

() Current User
(®) Local Machine

To continue, dick Next.
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically sele certificate store, or you ca cify a location for
the certificate,

() Automatically s the certificate store based on the type of bertificate

(®) Place all certificates in the following store

Certificate store:
| | | Browse...
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(€) 2 Certificate Import Wizard

Certificate Store

Select the certificate store you want to u

re kept,

- | Personal I'd
B8l Trusted Root Certification Authorities
[ | Enterprise Trust
[ | Intermediate Certification Authorities
| Trusted Publishers

T lintrieted Certifirates / ©
>

you can specify a location for

the type of certificate

| | Browse...

[ ] show physical stores
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authaorities | | Browse...

15
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
] 1 (o= [ e = = mi=s e MR = Trusted Root Certification Authorities
Content Certificate

Secure Cookies, Internet Explorer, and FQDN URL for Passwordstate

If using Internet Explorer, this browser does require the use of a FQDN URL for cookie creation i.e.
https://passwordstate.domain.com instead of https://passwordstate

As Passwordstate's Browser Extensions do use secure cookies as part of their authentication
process, if you find your Browser Extension not auto-configuringi.e. Icon does not turn from Red
to White when you browse to your Passwordstate web site, then this may be caused by you not
using a FQDN URL. You can also check auditing data within the Administration area for any logging
of authentication issues.
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3 Browser Extension Settings

There are various settings within Passwordstate which governs how the Browser Extension can be
used. These settings can be per user based (Preferences screen) or System Wide (within the
Administration menu).

Per User Settings

In the Preferences Screen, under the 'Browser Extension' tab, you will find various settings for
automatically logging out of the extension, and also for ignoring certain URLs.

™ Note: The Extension Logout Settings do not currently work for the Internet Explorer.

& Preferences

To madify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the ‘Save® button.

home page miscellaneous color theme authentication options mobile access options browser extension remote session launcher

To configure your Passwordstate Browser Extension, please copy and paste the encrypted URL below into the Preferences screen for your extension.
Extension Logout Settings
Please specify settings below for automatically logging out of your Browser Extension.

Automatically log out of the Browser Extension when you close the browser:

Yes @ No

Automatically log out of the Browser Extension when the browser has been idle for (x) minutes:
0 (Setting to O disables this feature)

Ignored URLs
You can ignore certain URLs from prompting to save login credentials by adding them below.

Add
Enter the base URL here e.g. mypasswordstate.domain.com

Actions URL

[~] mypasswordstateurl.domain.com

Save Save & Close

System Wide Settings

When you navigate to the screen Administration -> Browser Extension Settings, you will see more
settings for automatically logging out the extension, URLs to ignore for all users, and which users
are allowed to use the extension and/or save no login credentials
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& Browser Extension Settings

Use each of the appropriate Tabs below to indicate TimeOut Settings, which URLs are ignored by the Browser Extension, which users are allow|

I extension logout settings ignored urls allowed to use the extension prevent users from saving logins

Please specify the settings below for automatically legging users out of their Browser Extension.

Automatically log the user out of their Browser Extension when they close the browser:

Dves ®No

Automatically log the user out of their Browser Extension when the browser has been idle for (x) minutes:
o |{Setting to 0 disables this feature)

Save

& Browser Extension Settings

Use each of the appropriate Tabs below to indicate TimeOut Settings, which URLs are ignored by the Browser Extension, which users are allows

extension logout settings ignored urls allowed to use the extension prevent users from saving logins

Add the URLs below which will be ignored when users try and save web site login credentials.

Add

Enter the base URL here e.g. mypasswordstate.domain.com

Actions | URL

v} clickstudios
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@ Browser Extension Settings

Use each of the appropriate Tabs below to indicate TimeOut Settings, which URLs are ignored by the Browser Extension, which users are allowed f

extension logout settings ignored urls allowed to use the extension prevent users from saving logins

Specify which users are allowed to use the Browser Extension. If users don't have permissions, the Browser Extension tab on their
Preferences screen will be hidden, and the extension will not be able to auto-configure itself for use.

Search : |* |Q ® User U Security Group

Search Results Applied Permissions
2.* All Users and Security Groups

2>

o
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& Browser Extension Settings

Use each of the appropriate Tabs below to indicate TimeOut Settings, which URLs are ignored by the Browser Extension, which users are allowe

extension logout settings ignored urls allowed to use the extension prevent users from saving logins -
You can prevent users from saving any new web site login credentials by adding their accounts below
Search: [* Ead @ User U Secunty Group

Search Results Applied Permissions

% * All Users and Security Groups

<L

Browser Extension Usage

This section of the manual applies to our Chrome, Firefox and Chromium Edge Browser Extensions
- these new versions of the extension are available in Build 8792 or above for Chrome, and Build
8835 or above for Firefox, or 8862 for Edge. For any other Chromium based browser, such as Brave,
itis possible to load in the extension directly from the Google Store.

Please refer to the next "Legacy" section of this documentation for the Internet Explorer usage
instructions.

Configuring the Browser Extension

When you first install your Browser Extension, its icon will be red, indicating that it is not currently
communicating to your Passwordstate vault:
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To configure your browser extension, you should browse to your Passwordstate website and log
in. Your extension icon will turn grey and it will now be able to save and auto-filling credentials
securely to and from your Passwordstate vault:

User Interface

When clicking on the browser extension icon, you'll be presented with a page which includes
several options which are explained below:
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g0 e
Passwordstate (puild 8600)
@ 0

Passwordstate Web Site

4 .
\. @ Generate Password »

6 — A, Preferences 4

e s @) Report Site Issue

/ 9 Help
o M Logout: Ashlee Sandford

. Browser Extension version.
. Search tool, which can be used to quickly find a password record in your vault for a specific

web site.

. Alink directly to your Passwordstate website.
. Generate Password Tool - Clicking this will take you to another page where you can generate

passwords with different complexities. This can be used when creating a new password for a
website for example.

. Personal Preferences - More about this explained below.
. Report aSite issue - If the browser extension is not form filling a website, or does not capture

the login credentials automatically for you, you can use this button to report it directly to Click
Studios. This will be tested and a Click Studios support person will be in touch on how to fix
this.

. Alink to open the Browser Extension Help Manual
. Log Out button, used to disconnect your extension from your Passwordstate vault.
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Preferences

On the personal Preferences screen you have five options:
— =

50 *
\1Eack

4, Preferences

9 -ﬁ. Enable Auto-Fill

Enable lcon Cverlay

9/ Default Password List

e

Browser Extension Testing 1 v
/ Default Password Generator
Browser Extension v

©

1. Aback button to return to the main page

2. A check box to toggle the auto-fill function on website. Disabling this option will ensure the
Browser Extension does not enter login credentials on any website you visit.

3. The Enable Icon Overlay check box disables the browser extension icon in the login fields on
all websites - More about this explained below

4. The Default Password List drop down allows you to set a Password List which all new login
credentials will be saved to.

5. The Default Password Generator allows you to set a password generator of your choice, which
will be used when creating new passwords for login forms.

Saving Log in Credentials

When logging into a website, you will be presented with a page that will ask you if you want to
save the credentials into Passwordstate. If you already have the credentials saved it will not ask
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you to save them a second time. On this screen you have the option to choose which Password
List to store the datainto, and the Username, Description and Password fields are editable prior
to saving if desired. Use the magnifying glass icon to toggle the visibility of the password.

Clicking the Close button will not save the credentials to your vault, and clicking the Ignore button
will prevent the browser extension from ever asking you to save credentials from that website

again. All Ignored URLs are saved under your own personal preferences in Passwordstate, and if
needed URLs can be removed, or added from there.

B Passwordstate
Add Site to Passwordstate?
IMBB wvw.imdb.com
—

Password List

wser Extension Testing 1 Y

Username

~liebetnidine anetralia @ern il o
1.| CESTUC 1..'.:.;.|q=||: Agmall.co

Description

LA
LA

L

Password
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Auto-Filling Login Credentials

When you visit a website that you have a credential already saved for, the browser extension will
display a numberin red. The value of this number indicates how many credentials for that
particular website you have saved in Passwordstate.

If you only have one saved login for the page, then the browser extension will automatically auto-
fill that username and password for you. If you have multiple credentials saved, then you should
click the browser extension icon, select "Show Matching Logins" and then choose the appropriate
login to auto-fill:
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|
=

I} Passwordstate (suild 2600

“username m Passwaol Q

& Passwordstate Web Site

B Generate Password »
&a Show Matching Logins (2) »
A, Preferences »
@ Report Site Issue

@ Help

‘s happening

. Logout: Ashlee Sandford
1 right now

You'll notice each login you have saved for the site shows the Username, the Password List where
itis stored, and also the Description. This will help you determine which credential you should
select:

© 2020 Click Studios (SA) Pty Ltd



Browser Extension Usage 27

= X

4 Back

username m Passwao|

«» Show Matching logins
Please select the credential to login with

twitter.com

clickstudios.australia@gmail.c...
, Second List
Login on Twitter

twitter.com

clickstudios.australia@gmail.c...
, My Private Password List
Twitter, It's what's happening...

‘s happening
1 right now

Using the Search Feature

Another way to use the browser extension is to search for a website you have previously saved.
When you find a credential via the search feature, you can either click directly on the credential
itself, which will open the website in a new tab, or you can click the "link" icon which will open
the password record for you directly in Passwordstate. This can be useful if you need to modify
the password record in any way.
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x By e o

s Passw ate (Build 2600
username ﬂ Passwo| Iwﬁﬁed
1
twitter.com
clickstudios.australia@gmail.c... &
Second List

Login on Twitter

twitter.com

clickstudios.australia@gmail.c...
My Private Password List
Twitter, It's what's happening...

‘s happening
1 right now

Icon Overlay

The Icon Overlay is displayed the username and password login fields on websites, and it behaves
in the same way the main browser extension menu does. Clicking on the icon overlay will allow
you to choose which credential you want to log in with, and it also has it's own search feature to
make finding saved credentials much easier:
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m Password = I Log in I

Login as

twitter.com
clickstudios.australiz@gmail.c...
Login on Twitter

twitter.com

clickstudios.australiz@gmail.c...
Twitter. It's what's happening...

Close ning in
the world right now

Join Twitter today.

' Log in '

Auditing

Using the Browser Extension also logs various audit activities into the Passwordstate database.
The detail recorded is:

e Login Attempt failed (this is the browser extension authenticating to the main Passwordstate
web site, not alogin into a generic web site)

e Login Attempt succeeded

e Password Added

e Password Retrieved
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Browser Extension Usage - Legacy

This section of the manual applies to the following browser extensions:

' Microsoft Internet Explorer

Saving New Login Credentials

When you login to a web site where your credentials have not been stored in Passwordstate, you
will see a popup type toolbar on the screen after you have logged in. By clicking on the 'Save
Password' button, it will give you the second screenshot below which allows you to pick which
Password List to store the password in.

ﬁj Passwordstate Do you want to save the password for this site? [0 Fasswordl Ignore Site I Close
— =
Ak reddlt hot | new rising controversial top gilded wiki promoted advertising MarkSandford (1) | | preferences | logout
| S We help you to create short videos for your facebook, Instagram and twitter { || Q |
e oL P TTTY L ot [NV, S NP MY 5

Passwordstate B4

Please select the appropriate Password List to save the new record into,

EE Password List: |Web Sites r |
4 Description:
&a UserName: MarkSandford

B FPassword:

Auto-Fill Web Site Logins

When a login credentials has been saved into a Password List, then next time you visit the site and
need to login, it will automatically auto-fill your credentials for you - like the screenshot below.
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want to join? login or register in seconds | English

search Q

Garesendiort > | i

|_| remember me reset password

Duplicate Logins

Itis possible there may be more than one login saved for a web site. If this is the case, the auto-
fill will not occur, instead the icon will turn Yellow allowing you to click on it and select the login
you wish to authenticate with.

W, B €
TF
|
o Multiple Logins Found
Please select the credential to login with.
UserMame : |5upp0rt v | Apply

And because Safari does not support colours in their Extensions, you will instead see the
following:

History Bookmarks Develop Window Help

N @ i reddit.com

- USERS | ASKREDDIT - WORLDNEWS - VIDEOS - WILEARMED - PICE - GAMING - MOVIES - NEWS - GIFS - MILDLYINTERE

ing controversial top gilded wiki

Browser Extension Main Menu
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After initially specifying the 'Preferences' for the Browser Extension, you will see a screen similar
to the screenshot below when clicking on the icon in the toolbar. From here, each of the menus
do the following:

e My Passwordstate - opens up a new browser tab to your Passwordstate web site

e Generate Password - allows you to generate a new random password, based on your Password
Generator settings in Passwordstate

e Show Site in Passwordstate - if the site you're visiting has it's credentials stored in
Passwordstate, you will see this menu. By clicking on this menu item, it will take you to the
Passwordstate web site, and open this record ready for editing

e Help - shows you the Browser Extension Manual

e Logout - clears the Preference settings for the extension (Note: on your Preferences screenin
Passwordstate, you can specify various settings for automatically logging out of the browser
extension. Your Passwordstate Security Administrator(s) can also specify these settings for all
users)

<7 P
I ) - - N4
P4] Passwordstate (Extension Build 7185)

€5 Passwordstate Web Site

f Generate Password b

|
[— =

o Show Site in Passwordstate

'ﬂ Help

Logout 'LTJ

.--""Eu. L 1Al 1al Ll

Auditing

Using the Browser Extension also logs various audit activities into the Passwordstate database.
The detail recorded is:

e Login Attempt failed (this is the browser extension authenticating to the Passwordstate API, not
alogininto a web site)

e Login Attempt succeeded

e Password Added

e Password Retrieved
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6 Detection Issues

Due to the nature of the World Wide Web, it's nearly impossible to have 100% accuracy when
trying to detect and save web site login credentials, due to the vast amount of different
technologies and coding techniques used. As our Browser Extension matures, we will improve the
detection rate though.

If when logging into a web site, and you don't experience the popup asking you to save your
credentials into Passwordstate, then the Browser Extension is having issues detecting the form
fields correctly, or possibly it's a timing issue when the page redirects occur.

If this is the case, it may still be possible to manually add the required details into Passwordstate,
so that the auto-filling of credentials works. The following instructions should help you with this.

¢ You need to determine what the 'names' are for the form fields for your Username and
Password on the site. This can be done by either looking at the source code of the page, or there
are several Chrome Extensions available like 'Web Developer' which highlights the form
elements for you. Using the 'Web Developer' extension, you will see a menu item called
'Display Form Details'. When you select this, you will see the highlight form names like the
screenshot below. Document the two field names which are highlighted in this screenshot -
obviously they will be named differently for every web site.

want to join? login or register in seconds | English

<form action="http://www.reddit.com/search

=

MarkSandford <input name="passwd™
—

<input id="rem-login-main" name="rem"

ype="checkbox™ wvalue="on"»

remember me reset passwora

login
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e Now create a new record within Passwordstate, specifying the appropriate details on the
'Password Details' tab. Once done, click on the 'Browser Form Fields' tab, and enter the name of
the two form fields documented above, and save the record

e Now you need to close your browser (all tabs) and reopen it, so the extension can update data
from the Passwordstate web site - this happens automatically when saving records from the
Extension to Passwordstate, but is required if manually creating the records directly within

Passwordstate

-]

B4 Add New Password

Add new password to "Web Sites' Password List (Tree Path =1).

password details
Title *
UserName
Description
URL
Expiry Date
Password Export
Password Reset
Password *

Confirm Password *

Password Strength L & & & i Compliance Strength e W W W
Strength Status: 1 symbol characters
[E compliance Mandatory B Prevent Bad Password Usage

notes browser form fields

|reddit.com

|
|Nark5andford |
| |

|

|Htp:{;‘W'.-.'w.reda it.com

¥l Allow this Password to be Exported
Password Enabled for Resets &

Save Save & Add Another Cancel
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o ]
B4 Edit Password

Please edit the password below, stored within the "Web Sites’ Password List (Tree Path = \Infrastructure).

password details___notes___securty IS UUREES ]

The Browser Extension for Passwordstate stores the ‘names” of the HTML Login elements for a web site. If
you need to manually change these for any reason, you can do so by meodifying the values below.

UserMame Field 10: |user |

Password Field ID: |passwd |

Save Cancel
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