\
s Click Studios

Password Reset Portal

Installation Instructions

This document and the information controlled therein is the property of Click Studios. It must not be reproduced in whole/part, or
otherwise disclosed, without prior consent in writing from Click Studios.




Click Studios

O 00 N o »un Ao W N =

Table of Contents

SYSTEM REQUIREMENTS - GENERAL ........cooiiiiiiiiii e 3
ARCHITECTURAL OVERVIEW ..ottt e e e s 4
INSTALLING PASSWORD RESET PORTAL ... 5
RESET PORTAL URLS ...t e e e e e e e e e e rrnn s 9
SSL CERTIFICATE CONSIDERATIONS ..o 10
ACTIVE DIRECTORY CERTIFICATE AUTHORITY ... 12
CERTIFICATE CONSIDERATIONS ...t e e e e e e e e e e e e 13
OPEN PORT CONSIDERATIONS ...ttt e e e e e e e enr e e e e 21
WINDOWS CREDENTIAL PROVIDER INFORMATION ........ooiiiiiiiii e 22



Click Studios

1 System Requirements - General

Passwordstate’s Password Reset Portal has the following system requirements:

Password Reset Portal Server

The server which will host the Password Reset Portal web site can be any of the following Operating System
versions, with required components:

Microsoft Windows Server 2008 R2 & 1IS 7.5

Microsoft Windows Server 2012 & 11S 8.0

Microsoft Windows Server 2012 R2 & 1IS 8.5

Microsoft Windows Server 2016 & 11S 10.0

Microsoft Windows Server 2019 & 1IS 10.0

Windows 7 & 1IS 7.5

Windows 8 & IIS 8.0

Windows 10 & 11S 10.0

Microsoft .NET Framework 4.5 or above, and PowerShell 4.0 or above must also be installed on
your Reset Portal server.

A separate install of Passwordstate, preferably configured using a trusted SSL Certificate, as the
Password Reset Portal communicates with Passwordstate’s API

Your domain must be at 2008R2 functional level or higher, and support LDAP over SSL on port 636
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2 Architectural Overview

The Password Reset Portal is an additional module available for Passwordstate, which is installed as its own
stand-alone web site. The web site can be installed in your DMZ if required, and made accessible to users
from their Mobile Phones when outside of your internal network.

The Password Reset Portal website communicates securely back to your main Passwordstate website, with
all traffic encrypted within the SSL tunnel. All business logic like authentication, verification, resetting
passwords etc, is performed by the APl in your main Passwordstate site install.

From your Password Reset Portal Server, you must have appropriate ports open back to your

Passwordstate web server i.e. generally Port 443, unless you are using a non-standard port by default for
HTTPS.

You must also have a Domain Certificate Authority installed, so that Passwordstate can communicate via
LDAP over SSL — instructions are provided in this document as well on how to install a CA.
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3 Installing Password Reset Portal

The Password Reset Portal installer is included with the Passwordstate download, and can also be accessed
from the screen Administration -> Password Reset Portal Administration within Passwordstate.

1. Asan Administrator on your server, run ‘PasswordResetPortal.exe’

2. Atthe ‘Password Reset Portal’ screen, click on the ‘Next’ button

P Passwordstate Password Reset Portal - InstallAware Wizard —

Welcome to the InstallAware Wizard for
Passwordstate Password Reset Portal

The Installaware Wizard will install Passwordstate Password
Reset Portal on your computer.,

WARMIMG: This program is protected by copyright law and
international treaties,

To continue, dick Mext.

<gack [ nNext> | | cancel
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3. Accept the Licence Agreement and click ‘Next’

FA] Passwordstate Password Reset Portal - Install&ware Wizard —

License Agreement
Please carefully read the following license agreement,

END-USER SOFTWARE LICENSE AGREEMENT )

PLEASE READ THIS END-USER LICENSE AGREEMENT ("EULA") CAREFULLY. BY
INSTALLING OR USING THE SOFTVWARE THAT ACCOMPANIES THIS EULA

(" SOFTWARE"), YOU AGREE T@THE TERMS OF THIS EULA. IF YOU DO NOT
AGREE, DO NOT USE THE ARE AND, IF APPLICABLE, RETURN IT TO THE
PLACE OF PURCHASE A FULL REFUND.

W

I accept the terms of the license agreement!

Installaware

<gack [ Next> | = Cancel

4. Accept the default installation path, and click ‘Next’

FA] Passwordstate Password Reset Portal - Install&ware Wizard —

Destination Folder
Select folder where setup will install files,

Install Passwordstate Password Reset Portal to:
C:\inetpub\PasswordstateResetPortal | | Change...

Destination Folder
Required Disk Space: 25,801 KB
Remaining Disk Space: 19,112 MB

Instzllaware
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5. Next you will need to specify a URL for your Password Reset Portal website, and also the URL of
your existing Passwordstate website. By default, the installer will choose your server name as the
URL, but it is possible to change this to any value you like. If any changes are made to this URL, a
matching DNS record will need to be created, and a matching SSL certificate must be assigned.

It is also possible to change the port number, but choosing ports other than ‘443’, will require your
users to append the port number to the end of your URL.

P4 Passwordstate Password Reset Portal - InstallAware Wizard —

Specify Web Site URL and Port Number

Please specify the web site URL you would like to use for the Reset Portal:
htu:us:ﬂ|'|.f'.n'IN2KlGIN5T.ﬁ.LL5 | Port Number 9113

Please specify the the URL for your Passwordstate web site, and Port Mumber:

htuzus:ﬂ|sandl:u:|x.halux.neﬂ | Port Mumber

Add a Windows Firewall Exception for the Port Above

Hote:

A self-signed 551 certificate will be assigned to the Passwordstate Reset Portal web site, If
you prefer to use your own certificate, you can modify the site's bindings in IIS once the
installation is complete,

6. To begin the installation, click ‘Next’
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P4 Passwordstate Password Reset Portal - InstallAware Wizard —

Completing the InstallAware Wizard for
Passwordstate Password Reset Portal

The InstallAware Wizard is now ready to configure
Passwordstate Password Reset Portal on this computer,

- Click Mext to beqin configuration
- Click Back to change settings
- Click Cancel to exit

7. Tofinalize the installation, click ‘Finish’

F?] Passwordstate Password Reset Portal - Install&ware Wizard -

Completing the InstallAware Wizard for
Passwordstate Password Reset Portal

You have successfully completed the InstallAware Wizard for
Passwordstate Password Reset Portal.

You can now open the browser on your desktop computer, and

access the Password Reset Portal via the URL
hitps: fWIN2K 16IMSTALLS: 9119

To dose this wizard, dick Finish.

<gack [ Fnmsh | cancel
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4 Reset Portal URLs

Once you have finished installing the Password Reset Portal, your users can access it via the URL you
specified in the previous installer screens.

Prior to resetting or unlocking their account, they must first enroll to use this feature. From within the
Administration area of Passwordstate, you must specify the URL of your Reset Portal web site, as per the
screenshot below. Then when you start sending enrollments emails from within Passwordstate, the correct
URL will be specified for them.

You can access your enrollment URL by appending /enroll to the end of your portal URL.

Q& System Settings

To modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the *Save’ button.

active directory options branding error customizations miscellaneous password expiry reminder template syslog server

Please select various Miscellaneous settings below as appropriate.

Miscellaneous Settings

ecify the URL for the Password Reset Portal, which will be use within the body of appropriate emails:

tps://passwordresetportal.haloxnet

Query Domain Controller event logs for account lockout events every: 15 ~ Minutes

(The querying of event log data will only return the past (x) minutes of data, the same as the time-frame selected above)

With the Password Reset Portal, protect against brute force dictionary authentication attempts on the inital Identification screen by
locking out an active session after the following number of failed login attempts:

3

Save Save & Close
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5 SSL Certificate Considerations

The installer for Password Reset Portal installs a self-signed SSL certificate on your web server, and binds it
to the Password Reset Portal web site.

**Note** It is highly recommended to use a purchased an SSL certificate from an online trusted certificate
authority, which will ensure a more secure and user-friendly experience for your users, on all types of
devices.

If you have your own SSL certificate installed on the web server you’d prefer to use, you can modify the
bindings for the site in IIS, and select the appropriate certificate.

If you wish to continue using the self-signed SSL certificate, then you may want to instruct your users to
“Install” the certificate on their computer, so the various Internet browsers don’t display errors about the
certificate not being issued by a trusted authority. This is difficult to do on mobile phones though, which is
why we recommend using trusted SSL certificates.

To install the certificate, you can follow these steps:
1. Using Internet Explorer, browser to the Password Reset Portal web site

2. When you see the following screen, click on the ‘Continue to this website’ link

g] There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do no ntinue to this website.
®@ Click here to close this webpage.
'55' Continue to this website (not recommended).

= More information

3. Now click on the ‘Certificate error’ link at the top of your screen

P ~ & Cerificate eror & || 4] 1

4. The click on ‘View Certificates’, then on the ‘Install Certificate...” button
5. Select the ‘Local Machine’ Store Location, then click on the ‘Next’ button

6. Select ‘Place all certificates in the following store’ option, click on the ‘Browse’ button, and select
‘Trusted Root Certification Authorities’ as per the next screenshot
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@ £ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows ca Select the certificate store you want to use,

the certificat]
O uto ~{ | Personal
(@) Place 2 Bl Trusted Root Certification Authorities
Certifi ,:| Enterprise Trust
| Intermediate Certification Authorities
- [ Trusted Publishers

-7 1 Intrnsted Certifiratea

<

[ | show physical stores

Learn more about certificate stores

| Mext || Cancel

7. Now click on the ‘OK’ button, then the ‘Next’ and ‘Finish’ buttons

After the certificate is installed, you can close and re-open your browser to the Password Reset Portal web
site, and it should no longer see any errors about an untrusted certificate.
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6 Active Directory Certificate Authority

To use the Password Reset Portal module, you must have installed/configured a Certificate Authority in
each of the domains where you wish to reset or unlock user’s domain accounts. This is required so LDAP
over SSL can be used, which will honor any Domain Password Policies, or Fine-Grained Password Policies.

Please follow these step by step instructions to set up a Certificate Authority:
https://www.clickstudios.com.au/community/index.php?/topic/2934-how-to-set-up-a-internal-certificate-

authority/



https://www.clickstudios.com.au/community/index.php?/topic/2934-how-to-set-up-a-internal-certificate-authority/
https://www.clickstudios.com.au/community/index.php?/topic/2934-how-to-set-up-a-internal-certificate-authority/
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7 Certificate Considerations

If you intend to use additional domains that your Passwordstate Web Server is not a member of, then you
will need to export the CA certificate from these domains, and import them onto your Passwordstate web
server. This is required so the APl can securely communicate with these other domains. If this is a
requirement for you, you can follow these steps:

Export the Domain CA Certificate

1. Onvyour server that has the CA installed, Click Start > Control Panel -> System and Security ->
Administrative Tools > Certificate Authority to open the CA Microsoft Management Console (MMC)
GUI

2. Right-click the CA server and select Properties

__ﬂJ certsry - [Certification Autherity (Local)] — O b
File Action View Help
@z H > =

i3 Certification Authority (Local) || Narne Description
& Fabrikam-WIN2K16AD-C*

All Tasks , KIBAD-CA Certification Authaority

\ Refresh
Properties

Help

Opens the properties dialog box for the current selection,
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3. From the General Menu, click View Certificate

Fabrikam-WIN2K18AD-CA Properties ? >
Extensions Storage Cerificate Managers
Enrollment Agerts Awuditing Recovery Agents Security
General Folicy Module Bxit Module
Cerification authority [CA)
Name: Fabrikam-WINZK16AD-CA
CA cerificates:
Certificate #0

View Certficate

Cryptographic settings
Provider: Microsoft Software Key Storage Provider

Hash algorithm: SHAZRE

ox [ e

4. On the Details tab, click Copy to File
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r Certificate
General Details  Certification Path
Shiow: | <all= e
Field Value &3
B'u'ersinn V3
=] serial number 7a 68 Be 97 a6 f1 24 9b 4410 ...
DSignature algorithm sha256R5A
BSignamre hash algorithm sha25e
=] 1ssuer Fabrikam-WIN2K 16A0-CA, Fa...
El\n'alid from Friday, 14 July 2017 2:00:29 PM
B'u'alid to Thursday, 14 July 2022 2:10:...
’-_]Ql hiert Fahrikam AT K 1AANSTA Fa N
Edit Properties. .. Copy to File...
Click Next

L% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept,

To continue, dick Mext.

Mext

I | Cancel

6. Choose Base-64 encoded X.509(.CER) and click Next
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€ &# Certificate Export Wizard

Export File Format
Certificates can be exparted in a variety of file formats.

Select the format you want to use:
(C) DER encoded binary X, 503 {,CER)
(®) Base-64 encoded ¥, 5093 (\CER)

() Cryptographic Message Syntax Standard - FKCS #7 Certificates {,P7E)
Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 [ FFX)
Include all certificates in the certification path if possible

Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store {(55T)

\l Mesxt || Cancel |

7. Save the certificate to your desktop, or somewhere local and click Next

X

& ¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:\WsersYsand\Desktop\DomainCertificate. cer | E Browse. .. 1

Mesxt | | Cancel

8. Click Finish
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€ &# Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\UsersYsand\Desktop\DomainCertifig
Export Keys Mo
Include all certificates in the certification path Mo
File Format Baset4 Encoded X. 509 (*.cer)
£ >

9. Transfer the certificate to your Passwordstate web server and close all windows.

Importing the Certificate into your Passwordstate web server

1.

On your Passwordstate web server, open Certificate Manager for Local computer by typing
certlm.msc into your Run command bar

Expand Trusted Root Certificate Authorities -> Certificates

Right Click Certificates and select All Tasks -> Import
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File Action View Help

' A=

EINEE

IGH Certificates - Local Computer
k7] Personal
4 || Trusted Root Certification Au
ﬁ (" ertifiratec

Iszued To -

=] AddTrust External CA Root

galien

== L LT

b [ Ent] Al Tasks v

| | Import...

L Int

View 3

B T
b [ Un
B Th

Refresh
Export List...

Sl DigiCert Assured |D Root CA
I DigiCert Global Root CA

S

Hel
b [ Cli -

IDST Root CA X3

r | Remote Desktop

B 7] Certificate Enrellment Reque:
B -] Smart Card Trusted Roots

B 7] Trusted Devices

B Web Hosting

<|

“olEntrust Root Certification Auth...
S Equifax Secure Certificate Auth...

] GeoTrust Global CA

[l GeoTrust Primary Certification ..

] GlobalSign
[ GlobalSign Root CA

l Copyright (c) 1997 Microsoft C...

& DigiCert High Assurance EV Ro...

Issued By
AddTru

n
Baltimore CyberTrust Root

ernal C4 Root

. Class 3 Public Primary Certificatio...

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured D Root CA
DigiCert Global Root CA

DigiCert High Assurance EV Root ...
DST Root CA X3

Entrust Root Certification Authority
Equifax Secure Certificate Authority
GeoTrust Global CA

GeoTrust Primary Certification Au...
GlobalSign

GlobalSign Root CA

Contains actions that can be performed on the itemn.

4. Click Next

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

(® Local Machine

To continue, dick Mext.

5. Browse to the certificate and click Next
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File to Import
Specify the file you want to impart.

File name: /

C:Wserssand\Desktop\DomainCertificate. cer | | Browse, .. |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.F12)
Cryptographic Messaae Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store {L55T)

6. Click Next

- ;E*' Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities ‘ | Browse...

7. Click Finish and then OK
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.,

You have specified the following settings:

0=l w= =i s e sy BUEEE - Trusted Root Certification Authorities
Content Certificate

File Name C:\sersYsand\Desktop\DomainCertificate. cer

8. This ends the import process, and your domains should now be able to securely communicate using
LDAP over SSL
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8 Open Port Considerations

To ensure the Password Reset Portal functions correctly, there are various ports which need to be open on
your network for both the Password Reset Portal web site itself, but also for your Passwordstate API so it
can communicate with Active Directory Domains, and Event Logs on Domain Controllers as well. Below is a
summary of these ports.

Password Reset Portal Ports
e The Password Reset Portal only needs to communicate back to your Passwordstate API, so generally

Port 443 is required to be open. If you are using a different port for your Passwordstate web site, then
this port will instead need to be open

Passwordstate Web Site and API

o Port 636 - this is required for LDAP over SSL, so the Passwordstate Ul and APl can communicate with
Active Directory to reset and unlock accounts

e Ports 135 and 49153 - this is required for the Passwordstate Ul and Windows Service to query Event
Logs on Domain Controllers for bad login attempts and account lockouts

If you are unsure if the ports above are open, or if you believe you are having some issues because of
blocked ports, you can use the following PowerShell command from your Passwordstate web server to
confirm if the ports are open or not (replace win2k16ad.fabrikam.com as appropriate for your Domain
Controller):

test-netconnection -Computername win2kl16ad.fabrikam.com -Port 636
test-netconnection -Computername win2kl16ad.fabrikam.com -Port 135

test-netconnection -Computername win2kl16ad.fabrikam.com -Port 49153
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9 Windows Credential Provider Information

A Windows Credential Provider is also available, to be installed on your Windows Desktops to provide a link
where users can reset their account’s passwords from the Windows Logon screens. Please see instructions
below for installing the credential provider, as well as recommendations for further securing your
environment for its usage.

Installation Instructions
The Windows Credential Provider must be installed in silent mode, as run as an Administrator. This can
either be done from a command prompt, or a software deployment solution, using the syntax below.

PasswordstateCredentialProvider.exe /s Text="Reset Password/Unlock Account"
Url="https://resetportal.yourdomain.com"

"Text" is the title of the link you want to display on your login screens, and "Url" is the URL of your
Password Reset Portal web site.

Security Recommendations
When the users clicks on the link "Reset Password/Unlock Account" from the Windows login screen,
Internet Explorer will launch in Kiosk mode and navigate to your Password Reset Portal URL.

As there is no user profile loaded a at the Windows Login screen, it is recommended you apply a group
policy setting to all desktops to prevent the usage of the Developer Tools in Internet Explorer.

The policy setting to enable is ‘Turn off Developer Tools’ and can be found in the policy section of
Computer Configuration\Policies\Administrative Templates\Windows Components\Internet
Explorer\Toolbars.

Below is a screenshot of this setting, and following is also further recommendations from Microsoft to
further secure your environment if your security team deems appropriate - https://docs.microsoft.com/en-
us/dynamics365/unified-operations/retail/dev-itpro/secure-retail-cloud-pos



https://docs.microsoft.com/en-us/dynamics365/unified-operations/retail/dev-itpro/secure-retail-cloud-pos
https://docs.microsoft.com/en-us/dynamics365/unified-operations/retail/dev-itpro/secure-retail-cloud-pos
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=l Group Policy Management Editor

File Action

View Help

e nE = HElT

w

w

~ | Internet Explorer

w

| Edge Ul "
| Event Forwarding

[7] Event Log Service

] Event Logging

[ Ewvent Viewer

| File Explorer

7] File History

| Find My Device

] Handwriting

| HomeGroup

] Accelerators
» [ Application Compatibili

[ Browser menus

1 Compatibility View
» | Corporate Settin

» [ Security Features
| Toolbars
[ Internet Information Services
| Location and Sensors
] Maintenance Scheduler
] Maps
1 MDM
] Messaging
] Microsoft account
7| Microsoft Secondary &uthentication Factc ¥
>

Setting

|| Turn off toolbar upgrade tool
|| Hide the Command bar

Hide the status bar

|iz] Lock all toolbars

1iz] Leck location of Stop and Refresh buttons
|iz| Display tabs on a separate row

|iz] Customize command labels

|i£] Use large icons for command buttons

Comment

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Net configured

Extended )\Standard /‘




