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1 Overview

This document will provide instructions for configuring SQL Server Always On Availability Groups for High
Availability of the Passwordstate Database.

These instructions are created using SQL Server 2017 Enterprise edition and are intended as a guide only. If
you have any technical issues with SQL Server, please contact Microsoft for support.
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2 Prerequisites

Following are some pre-requisites to installing and configuring SQL Server for Basic Availability Groups:

e  You will need to have SQL Server 2012 (or above) Enterprise installed on two separate servers with the
default instance set, and the default Port of 1433 configured. Neither of the machines that host SQL
can be a domain controller.

e You'll also need one domain service account with “domain users” permissions on your network

e Passwordstate should be installed and communicating to a database on one of your SQL servers you
have set up for this exercise

o A network share that Always On technology requires for database backups

Below is some information about a test environment used to document this process, to help you
understand our instructions easier:

SQLDB1.halox.net - 10.0.0.146
e  Microsoft Windows 2016 Server with SQL 2017 Standard installed
e Also hosts Passwordstate database

SQLDB2.halox.net —10.0.0.147
e  Microsoft Windows 2016 Server with SQL 2017 Standard installed

Win2k16installs.halox.net - 10.0.0.120
e Passwordstate web server

Domain privileged account:
e halox\sqlservice

Passwordstate SQL account:
e passwordstate_user

Network Share:
e \\SQLDB1\Backups
e halox\sqlservice has full permissions to this share



file://///SQLDB1/Backups
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3 Configure SQL Services

Confirm you have set your SQL Server service on both SQLDB1 and SQLDB2 to run under your domain

account:

e Open SQL Server Configuration Manager and edit the properties of the SQL Server service, setting
your domain account under the Log On tab.

3ql Server Configuration Manager - O x
File  Action View Help
e |z H
@ S0L Server Configuration Manager (Local) Mame State Start Mode Log On &s Process D
5| got ge“’”ze“““‘k o et i F50L Server Browser Stopped Other (Boot, Syste..  NTAUTHORTWLD.. 0
% sgL Ne':” CT_“"‘:'H 0°g 'gf“_”atm:( (3; B S0L Server (MSSOLSERVER)  Running Automatic HALOXsqlservice 4640
= ative Client 11.0 Configuration .
SaL S Agent (MSSQALSE.. St d ] | NT 5 SOLSER.. O
E S0L Server Metwork Configuration ED 0L server Agent (WSSO oppe anua erdcenst
% S0L Mative Client 11,0 Configuration
< || < >
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4 Install Windows Failover Cluster Role

On both SQLDB1 and SQLDB?2, install the Failover Cluster role by following this process:

e Open Server Manager

o Select Add Roles and Features
o At the Before you Begin Page, select Next

= Add Roles and Features Wizard

Before you begin

Installation Type

Server Selection

- O X

DESTINATION SERVER
sgldbl haloxnet

This wizard helps you in%all roles, role services, or features. You determine which roles, role services, or
features to install based on the computing nesds of your organizaticn, such as sharing decuments, or
haosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the following tasks have baen completed:

* The Administrater account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Mext.

[[] Skip this page by default

e Select Role-based or feature-based installation and click Next

Before You Begin

Installation Type

Server Selection

= Add Roles and Features Wfizard — a b
. e DESTINATICON SERVER
Select installation type saldb.loxnet

Select the installation type. You can install rales and features on a runnin
machine, or on an offline virtual hard disk (VHD).

Computer or virtual

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features,

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or sessicn-based desktop deployment.

< Previous | | Next » Install




Click Studios

Select your server and click Next
-ﬁ Add Roles and Features Wizard

Select de%ination server

Select a server or a virtual hard disk on which to install roles and feat

Before You Begin

DESTIMNATION SERVER
sgldb1 haloxnet

ures.

Installation Type ® Select a server from the server pool
Server Selecti () Select a virtual hard disk
Server Roles Sarver Pool
Features
Filter:
MName IP Address Operating System

— gldbl.halox.net 10.0.0.146 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Wi
and that have been added by using the Add Servers command in Server Manager,
newly-added servers frem which data collection is still incomplete are not shoye

| < Previous || MNext > |

| Install || Cancel

Leave the defaults and click Next
-h Add R’l@es and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

ekl O .
5 [] Active Directory Domain Services

[ Active Directory Federation Senvices

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services

[] Device Health Attestation

] DHCP Server

[C] DNS Server

[] Fax Server
I [M] File and Storage Services (2 of 12 installed)

[] Host Guardian Service

[] Hyper-v

[ MultiPoint Services

[ Metwork Policy and Access Services

] Print and Document Services

[] Remote Access

] Remote Desktop Services

[] Valume Activation Services

] Web Server (lIS)

] Windows Deplayment Services w

Features

- O

DESTIMATION SERVER
zgldb1. halownet

Description

Active Directory Certificate Services
(AD C5) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

X

< Previous | | Mext »

| | Install | | Cancel
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e Tick Failover Clustering, Select Include Management Tools, Click Add Features and then click Next

M Add Roles and Features Wizard — O X
DESTIMATION SERVER
Select features .
X
Select one or more features to install on the selected server,
Features Description
| 'NET Framewark 3.5 Features Failover Clustering allows multiple
I [W NET Framewark 4.6 Features (2 of 7 installed) servers to work together to provide
) . I Background Intelligent Transfer Service (BITS) high availability of server roles.
Features BitLacker Drive Encryption Failover Clustering is often used for
BitLocker Network Unloc| Bz, Add Rales and Features Wizard x
BranchCache
Client for NFS . . .
Containers Add features that are required for Failover Clustering?
Data Center Bridging
Direct Play The following tools are required to manage this feature, but do not
\ Enhanced Storage have to be installed on the same server.
M EM@‘
Group Policy Manageme 4 Remote Server Administration Tools
10 Quality of Service 4 Feature Administration Tools
II5 Hostable Web Core 4 Failover Clustering Tools
Internet Printing Client [Tools] Failover Cluster Management Toals
IP Address Management [Tools] Failover Cluster Module for Windows PowerShe
iSNS Server service
LPR Port Monitor
€ >

Include management tools (if applicable)

‘Add Feature-s‘ ‘ Cancel ‘

e Click Install
2 Add Rales and Features Wizard — O x

" . . . DESTIMATIOMN SERVER
Conﬂrtgn installation selections saldb.aloxnat
Before You Begin Ta install the following roles, role services, or features on selected server, click Install,
Installation Type [] Restart the destination server automatically if required
server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes,

Features

Confirmation Failover Clustering

Remate Server Administration Taols
Feature Administration Tools
Failover Clustering Tools

Failover Cluster Management Taols

Failover Cluster Module for Windows PowerShell

Export configuration settings
Specify an alternate source path

< Previous | | Mext » | | Install | | Cancel
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e When the installation has finished, reboot the server
e Ensure you repeat this process on both servers
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5 Set up the Failover Cluster (WSFC)

Set up a Windows Server Failover Cluster which includes both SQLDB1 and SQLDB2. To do this:

e OnSQLDB1, open Server Manager
e Go to Tools -> Failover Cluster Manager
e Right click Failover Cluster Manager and select Create Cluster:
-3_’25, Failower Cluster bManager
File  Action  iew Help
&= = H

-3_?2-3 Failower = ) : )
Walidate Configuration...

Create Cluster... Tallover clusters, validate

% e for potential failover clusters,
Connect to Clustert orm configuration changes to
over clusters.
Wiy b
Refrezh new
. er iz & set of independent
Properties twork together to increasze the

erver roles. The clustered
Help nades) are connected by
porep o weeeed and by software. If one of the
nodes fails, another node begins to provide
senvices. This process is known as fallover.

(~) Clusters

MName

Mo Fems found

Actions
Failowver Cluster Manager
ﬁ Walidate Configurati
5531 Create Cluster...
55151 Caonnectto Cluster..,
Wiewy
| Refresh
G Properties
[

Help

o Select Next
['\\égl Create Cluster Wizard

?%.i Before You Begin

Thiz wizard creates a cluster, which is 3 st of zervers that work together ta increaze the awailability of

Select Servers clustered roles. IF one of the servers failz, another server begins hosting the clustered roles [a process

known az failover).
Walidation ‘' arning

Access Point for
Adminiztering the
Cluster

Befare pou run this wizard, we strongly recommend that you run the Walidate a Configuration Wizard ta
enzure that your hardware and hardware zettings are compatible with failover clustering.

ticrozoft supports & cluster solution only if the complete configuration (zervers, netwark, and storage] can

Canfimation pags all tests in the Validate a Configuration Wizard, In addition, all hardware components in the cluster

zolution must be "Certified for Windows Server 2018
Creating Mew Cluster

o must be a local administrator on each of the servers that you want to include in the cluster,

Surnmary
To continue, click Mest.

More about Microsoft support of cluster solutions that have pazzed walidation tests

] Da not show this page again
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e Add SQLDB1 and SQLDB2 and click Next

s.ig’ Create Cluster Wizard

J#j Select Servers

Before You Begin Add the names of all the servers that you wart to have in the cluster. You must add at least one server.

Walidation ‘' arming

Access Point far Enter server name: || Browse...
Adrniniztering the
Cluster Selected servers: zgidbl halax. net

Confirnation zqldbZ halos. net

Creating Mew Cluster

Surnmary

< Previous Cancel

e C(Click No to running the validation tests and click Next

3331 Create Cluster Wizard

J#j Validation Warning

Before You Begin For the servers vou selected for this cluster, the reports from cluster configuration validation tests

Sl Servems L appear to be mizzing or incomplete. Microsoft supportz a cluster solution only if the complete
“ configuration [servers, network and storage) can pass all the tests in the Walidate a Configuration
' alidati £ lallyls wizard.

Access Point for
Adminiztering the
Cluster

Do pou want otk configuration validation tests before continuing?

Confirnation

Creati e Cluster

0O Tez. When | click Mest, un configuration validation tests, and then return to the process of creating

Summary the cluster,

® Ma. | do not require suppart fram Micraozaft far this cluster, and therefore da nat want to rn the
validation tests. When | click MNext, continue creating the cluster.

More about cluster validation tests

< Previous Cancel
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Add in the name of your cluster and the static IP Address it will be assigned. This will create a
virtual computer object in Active Directory and a Host entry for this object in DNS.

Ed Create Cluster Wizard x

#i A[;:c:e 5 Point for Administering the Cluster
4 ¥

Befare ‘rou Begin e pou want ko uze when administering the cluster.

Select Servers
Clazter Mame: puzclugster

Walidation Y arming

_ The NetBIOS name is limited ko 15 characters, ©ne or more IPvd addresses could not be configured
'@' autoratically, Faor each network to be used, make sure the network is selected, and then tvpe an

address.,

Confirmati
ormEten Metworks Address
Creating Mew Clister

! 10.0.0.0/24 w00 . e |
Summary

< Previous Cancel

Click Next

555] Create Cluster Wizard

ﬁi Confirmation
L ks

Before rou Begin Y'ou are ready to create a cluster.

Select Servers The wizard will create vour cluster with the following settings:

Walidation YW arning

Access Point for Cluster .
Administering the prsciuster
Iuser | Node
LConfirmation sqidb2 halas. net
Creating Mew Cluzter sqldbl halos.net
Summary Cluster registration
DMS and Active Directary Domain Services v

Add all eligible storage to the cluster,

To continue, click Mext.

I,} < Previous Cancel
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e Click Finish
-%! Create Cluster Wizard

Summary

Befare ou Begin

Select Servers

You have successfully completed the Create Cluster “Wizard.

Y alidation ‘W arming
) Mode s
Access Point for
& drriristering the sldbZ halox net
Cluster zqldb1_halow.net
Confirmation Cluster
Creating Mew Cluster prsciuster
Summary Quorum
Mode k ajority
IP Address
1000149
Wy'arnings >

To wiew the report created by the wizard, click Wiew Repart.
To cloze thiz wizard, click Finizh.

\

[

“iew Repaort...

This process will automatically create the cluster on SQLDB2, so if you log into any of your database
servers now, you will see the cluster has been created, and both nodes are Up:

%Failwer Cluster Manager
Fi Artion  Wiew  Help

e nm HE

E Failower Cluster Manager

K Nedes (2) Actions
7 %?gsg'ﬁ“e”'himy | Queries >[I v [ v/ | Hodes
= Roles -
[ Nodes ame tatus falyl ote ment Vote ite
"5 Nod N S Assignzd Vi Currert Vi S ' Add Node
> % Storage £ =aldb ®up 1 1 View
5 Metworks B
Cluster Bvents j" saldb2 @ e ! v @ Refresh
ﬂ Help
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6 Enable Always On Availability Groups

To enable Always On High Availability Groups in SQL, perform the following steps on both SQLDB1
and SQLDB2

e Open SQL Server Configuration Manager, go to the properties of the SQL Server service, and tick
the Enable AlwaysOn Availability Groups option. Click OK to the warning about the services
needing to be restarted.

File  Action View Help
€| z|EHO®O®
H8 S0 Server Configuration Manager (Local) || Mame /State Start Mode Log On &s Pracess ID
g zot z‘we’ rs\le“’"“k Comiaton gy | B SCL Server (MSSOLSERVER) Running Automatic HELOX\sglservice 2096
-‘ O Server Metwork Configuration (2bi%)| g ooy <o ot Browser Running Autormatic NT AUTHORITYALO.., 1330
.‘ S0L Mative Client 11.0 Configuration (32 FosoL s Agent (M 450
erver Agen
ﬂ S0L Server Network Configuration & SOL Server (MSSOLIERWER) Properties T x
& 50L Native Client 11,0 Configuration
Log On Service FILESTREAM
AlwaysOn High Availsbility Startup Parameters advanced
“windows Failover cluster name:
pwscluster
¥ Enable AlwaysOn Availabilty Groups
this instance of SQL Server to use availability groups For high
availability and disaster recovery.
Cancel Apply Help
< >« >

e Restart the SQL Service service on both servers after making this change
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7 Set up a High Availability Group

We will now create a High Availability Group which will automatically failover to a working database in the
event one of them become unavailable. This process will create the Availability Group on both SQL servers,
and it will synchronize your Passwordstate database between them.

It will also create a Listener, which is a virtual computer object in Active Directory. This will be used in
Passwordstate to ensure your web site is always available.

e On SQLDB1 open SQL Management Studio Tools
e Right click Always On High Availability and launch the New Availability Group Wizard

I_.g,; Microsoft S0OL Server Managerment Studio
File  Edit  ‘fiew  Debug  Tools Window — Help

- |'ﬁ3~r -2 HH|J:§‘|NEWQUEV}" Ehﬁnu: xﬁ DAY
Object Explarer v X

Connect~ ¥ *Ff ¢ .

= a SOLDEBT 300 Server 1407000169 - HAL OxM sand)
Databases

Security
Server Ohjects

Feplication
PolyBase

m Mewy Mvailabiliby Group Wizard..,

Fanagerr

HEEHEEBHBBE

Integratio Show Dashboard
= S0L Serve
@ soLDB2sQL  heport

(2]

Refresh
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e Click Next

) Mew Syvailability Group - O X
L
-
Introduction

@ Help

Specify Options

Create a new availability group.
Select Databases

Specify Replicas An availability group defines a set of user databases that fail over as a single unit,

Select Data Synchronization To create an availability group, you will need to:

= Specify an availability group name and other options,

= Select one or more user databases on this instance of SOL Server,

= Specify one or more instances of SOL Server to host secondary availability replicas,
= Specify your availability group listener preference,

Beadls = Selectyour initial data synchronization preference.

= Check the validation results of availability group creation,

= Review your selections,

Walidation

Summary

(a7
(I

)
7

To begin creating an availability group, click Mext,

[ Do not show this page again,
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Type in a name of the Availability Group as Passwordstate, select the Cluster Type as Windows
Server Failover Cluster, and tick the option for Database Level Health Detection. Click Next.
71 Mew Availability Graup - m} bt

T
2

Specify Availability Group Options

Introduction @ Help

Specify availability group options

Select Databases

Awailability group name: |Passwordstate

Specify Replicas

Select Data Synchronization Cluster type: Windowes Server Failover Cluster
Validation L‘\’ Database Level Health Detection
Surmrmary [] Per Database OTC Support

Results

< Previous Cancel
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Tick the Passwordstate database and click Next:

5 New Byvailability Group

o
J l Select Databases

Introduction

Specify Options

Specify Replicas

Select Data Synchronization
Walidation

Summary

Results

!

Select user databases for the availability group.

User databases on this instance of 30L Server:

@ Help

MName Size Status Passward

< Previous | | Text =

| | Cancel |
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e Under the Relicas tab, click the Add Replica button, connect to your second SQL Server, which in

t_his case is SQLDB2, and then click Connect

! i Mew Buailability Group

oy
-

Specify Replicas

Introduction
| Specify Options

| Select Datahases

Replicas  Endpoints

Availability Replicas:

Select Data Synchronization

o Initial
Walidation Server Instance Role
Summary Primary
Results

Backup Preferences

Listener

Automatic
Failower (Up to
bl

|

nce of SQL Server to host a secondary replica.

@ Help

Synchronous
Commit{Upto  Readable Secondary
3

O Mo

<

Add Replica..,

Summary for the replica hostec
Replica mode: Asynchronous con
This replica will uze asynchronous-c
accur during failaver.

Readable secondary: Mo
Ini the secondary rols, this availabﬂj.ta

Required sync secondany replica

=F Cannect to Server

Server name:

Authentication:

SQL Server

Database E

‘windows Authentication

HALOH zand

Options »>

Cancel Help
< Previous Cancel
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e Select the Automatic Failover option, Synchronous Commit, and Yes as the Readable Secondary

for both databases.

° Mewr Awailability Group

Specify Replicas

Introduction

Specify Options

Select Databases

Select Data Synchronization

Yalidation
Surmrnary

Results

@ Help

Specify an instance of SQL Server to host a secondary replica.

Endpoints  Backup Preferences Listener

Autarnatic Syhchronous
Fallover Up t Comr‘nlt {Up to # Readable Seconda

Ly Awailability Replicas:

Initial

Server Instance
Role

SQLDB1 Prirmary 1 v
SOLDEZ Secandary s B
Add Replica... Rernove Replica

Summary for the replica hosted by SQLDE2

Replica mode: Synchronous commit with autamatic Failover
Thig replica will uze synchronoug-commit availability mode and will support both automatic failover and manual
failover.

Readable secondary: ez
In the secondary role, this availability replica will allow all connections for read access, including connections mnning
with older clients.

Required sync secondary replicas to commit |0 -

< Previous

Mext = Cancel
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e Under the Listener tab, enable the Create an availability group listener option and enter a DNS
name of a server which will provide a client connection point.

This will create a virtual computer object in Active Directory and will also create a Host DNS record
for this Active Directory object. Enter the port as 1433 and enter a static IP Address that will be set.

i) Mew Awvailability Graup — O X
-
2=
Specify Replicas
@ Help

Intraduction
Specify Options
Specify an instance of SOL Server to host a secondary replica.

Select Databases
Replicas Endpaoints Backup Preferences Listener

fy Replicas

Specify your preference for an availability group listener that will provide a client connection paoint:

Select Data Synchronization
() Do not create an availability group listener now

Validation You can create the listener later using the Add Availability Group Listener dialog,
Summary (@) iCreate an availability group listener
Results Specify your listener preferences for this availability group.
Listener DMS Marme: |pws|istener |
Part (1433 |
Metwark Maode: Static [P >
Subnet IF Address

10.0.0.0/24 1000148

Remuowe

< Previous Cancel
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e Enable the Full database and log backup option and set the value of the share on your primary SQL
server
) Mew Availability Group — m} x

Ny [y

Select Initial Data Synchronization

Introduction @ Help

Specify Options

Select your data synchronization preference.
Select Databases

(O Automatic seeding

Specify Replicas

S0L Server automatically creates databases for every selected secondary replica, Automatic seeding
requires that the data and log file paths are the sarme on every SOL Server instance participating in the
availability group,

Walidation

(® Full database and log backup
SUGARETRS Starts data synchronization by performing full database and log backups for each selected database,
Results These databases are restored to each secondary and joined to the availability group, Make sure the file

share is accessible to all replicas and is mounted to the same directory on all Linus replicas,

Specify the file share path in Windows format:

|\\SQLDB1\Backup| Browuse. ..

Specify the file share location in Linux format:

(O Join only
Starts data synchronization where you have already restored database and log backups to each
secondary server, The selected databases are joined to the availability group on each secondary.
(O Skip initial data synchronization

Choose this option if you want to perform your own database and log backups of each primary
database,
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e Ensure all of the tests have succeeded, and click Next

i | Mew Swailability Group - O *
o

J Validation %

Introduction @ Help

Specify Options — o
Results of availability group validation.

Select Databases

) ) Mame Result
Specify Replicas @ Checking for free disk space on the server instance that hosts secondany replica SOLDB2 Success
Select Data Synchronization @ Checking if the selected databases already exist on the server instance that hosts second.., | Success

@ Checking for the existerice of the database files on the server instance that hosts seconda.., | Success
@ Checking whether the endpoint is encrypted using a compatible algorithm Success
surnrary @ Checking shared network location Success
Fesults @ Checking replica availability mode Success
@ Checking the listener configuration / Success

Re-run Walidation

< Previous Cancel
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e Review the summary, and click Finish

7 Mew Auailability Group

r_‘_«i_
b Summary
Introduction
Specify Options

Select Databases

Specify Replicas

Select Data Synchronization
Validation

Results

Yerify the choices made in this wizard.

Click Finish to perform the fallowing actions:

&) Help

[=1- Awailability group: Passwordstate
Prirnary replica: SOLDEBT
- Cluster type: Windows Sercer Failover Cluster
- &vailability group listener: puslistener
- Automated backup preference: Secondany
- Database health trigger: True
- Required synchronized secondaries to commit: 0
- Per database DTC support enabled: False
= Databases
passuvordstate (8.0 MB)
- Initial data synchronization: Full database and log backup
- Backup location in Windows format: W\WSOLDBT Backup
[=- Replicas
|_=_| Server instance name: SOLDB1

Role: Primary
Replica mode: Synchronous commit with automatic failowver

Readable secondary: Yes
- Endpaint: Hadr_endpoint
: -URL: TCP:/fsqldb1.halox net:5022
-Encrypted: Yes
i e Service account: HALOX\sglservice
- Autamated backup priority: 50
= Server instance name: SOLDB2
Fole: Secondary

< Previous

Script

Cancel

-
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e You should now see a successfully completed wizard

i Mew Auailahility Group

>

“ | Results

Introduction

Specify Options

Select Databases

Specify Replicas

Select Data Synchronization

‘Walidation

Surnmary

@ The wizard completed successfully.

@ Help

Summary:

Marne Result
@ Configuring endpoints, Success
@ Starting the *AhwaysOn_health' extended events session on "SQLDET" Success
@ Configuring endpoints, Success
@ Starting the *AhwaysOn_health' extended events session on "SOLDBEZ" Success
@ Creating availability group 'Paswordstate’, Success
@ “faiting for availability group 'Paswordstate’ to corne online, Success
@ Creating Awailability Group Listener 'ag-listener?’, Success
@ Joining secondaries to availability group 'Paswordstate’. Success
@ Yalidating Windous Failower Cluster quorum wote configuration. Success
@ Creating a full backup for 'passwordstate’, Success
@ Restoring 'passwordstate’ on "SQLDE2 Success
@ Backing up log for "passwordstate’, Success
@ Restoring 'passwordstate’ log on 'SOLDEB2' Success
@ Joining ‘passwordstate’ to availability group 'Paswordstate' on "SQLDEZ" Success

% Previous

Mext =

Close
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e If you now connect to your secondary server, you will now see the Passwordstate database has

been added, and it is synchronizing

I_ﬁx: Microsoft SOL Server Managernent Studio

File  Edit  Miew  Debug  Tools  Méindow
- | 0.2

e | J2 Mew Query J2

Help

(5
HLK

h@ OHY DAL

Ohject Explorer
Caonnect = ? x.*

(VI

- 1 X

B @ SOLDET (50L Server 14.0.1000.169 - HALOXsand)

Databases

Security

Server Objects

Replication

PolyBase

Ahways On High Awvailability
Avsailability Groups

P8 Paswordstate (Primany)

kanagement

ODEHEEHBB

Integration Services Catalogs
SOL Server Agent (Agent XPs disabled)
r 14,0.1000

Databases
Systern Databases
Database Snhapshots
W passwordstate (Synchronized)
Security
Server Objects

B ®

Replication

&3]

PolyBase
Sharays On High Awailability
Managernent

BHEHBBE

Integration Services Catalogs
B 50L Server Agent (Agent XPs disabled)

e If you run open the Always On Dashboard, you will also see information about this new Group

including its health and the current primary database etc.

L&: Passwordstate:SOLDET - Microsoft SOL Server Managerment Studio

File Edit  View Debug Tools  Window  Help

OB - N Brevoey S8R5 |2-¢-18]| Generic Debugger - 5
Object Explorer >~ 1 x LDB1 + X
Connect~ ¥ *§ [

Always On High Availability
hanagement
Integration Services Catalogs

= @ SOLDET(30L Server 14.0.1000.162 - HALOX\sand)

35 50L Server Agent (Sgent XPs dissbled)

"0" Passwordstate: hosted by SQLDET (Replica role: Primary)

Quick Launch

Databases —
Security Auailability group state: (@) Healthy
Server Objects Primary instance: SOLDET
Replication Failover made: Autamatic
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8 Configuring Passwordstate to work with Always On Group

The passwordstate_user account is used to connect the Passwordstate website to the database. To ensure
Passwordstate can connect correctly, we need to ensure the passwordstate_user account has the same SID

on both database servers. This process below will need to be completed to ensure if the databases

failover, then the Passwordstate website will still be accessible.

When connected to your SQLDB1 server, run the following query in SQL Management Studio
Tools:

SELECT SUSER_SID ('passwordstate_user')

Take note of the output and copy it into clipboard

L;); SOLQueryl.sql - SOLDBT.master (HALOX\Isand (65))* - Microsoft SOL Server Management Studio Quick Launch {Cirl+0) P - O x

File  Edit  View  Query  Project ug  Tools  Window  Help
B Q- | 7 - s o | =] Mew Query N ] nﬁa| Y oa ‘ 9 - - g| Generic Debugger = ;
g \'flmaster ‘/g-glg'ﬂg'gi’m‘u%ﬁmrjl'

Object Explorer SOLQuenyl.sql - SQ.. (HALOXYsand (6E)* = X [ SQLDB1
SELECT SUSER_SID ('passwordstate_user'

- | P Execute Debug

Properties - 1x

[VIES

Current connection parameters -

Connect= Y x'

ib“ﬂ"t

= i@ SOLDBT (SOL Server 14.0.1000.169 - H =0 | &
Databases E Aggregate Status -
Secutity

Connection failures

Server Objects Elapsed time 00:00:00.156

Replicat;

pe|p ‘E“ o Finish tirme 25/05/2018 11:18:56 &
alyBase

Alarays On High Availability Mame SOLDET

Management Rowes returned 1

EEEBEEEEB

Start tirne 25/05/2018 11:18:56 2
State Open
El Connection
Connection name  SOLDE1 (HALOX\sar
0% El Connection Details
Connection elapsed 00:00:00.156
B Resuls B8 Messages Connection encrypt Mot encryphed

[Na column name) Connection finish i 25/05/2018 11:18:56 &
1§ DWIE1DBG47E500E 34EBE21BGANE FER0OTF |

Integration Services Catalogs
22 50L Server Agent
2 SOLDB2 (S0L Server 14.0.1000.163 - H

Connection rows ret 1
25/05/2018 111856 2

Connection state Open

Connection start tire

Display name SOLDET
Login harne HAL O sand
Server name SOLDET
Serverversion 14.0.1000

Session Tracing [D

Mame

The narne of the connection,

0 Cuery executed succe., | SOLDB1 (14.0RTh)  HALOXsand (68)  master | 00:00:00 1 rows
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On your Passwordstate web server open Notepad “As Administrator”, open the
c:\inetpub\Passwordstate\web.config file, and take note of the password being used in the
connection string

web.confia - Natepad
File Edit Format View Help
<ixml version="1.8" encoding="UTF-8"?>
ceonfiguration>
<configsections>
<sectionGroup name="telerik.web.ui">
csection name="radSchedular® type="Telerik.Web.UI.RadSchedularConfigurationSection® sllowDafinition="MachineTodpplication” requirsPermission="false" />
¢section name="radCompression® type="Telerik.kieb.UI.RadCompressionConfigurationsection® allouDefinition="MachineTofpplication® requirePermission="false® />
</sectionGroup>
<fconfigsactionss
<connectionStrings>

<add name="PasswordststeConnactionString™ connectionString="Data Source=sqldbl;Initial Catalog=passwordstate;User ID=passwordstate_user;Password=helcome@l” providerNames"System.Data.SqlClient™ />

<fconnectionStrings>

<appSettings>
<add key="SatupStage" value="Setup Complete™ 73
<add key="PassiveNode" value="False® />




Click Studios

e Next connect to SQLDB2 and run the following command in SQL Management Studio Tools, which
will create the passwordstate_user account on this server with the same SID. Ensure you insert the
correct SID into this statement that you discovered above. Also ensure the password is set
correctly:

USE [master]
GO

CREATE LOGIN passwordstate_user WITH PASSWORD=N'Welcome01',
SID=0x161D86476500E34EB821B6A0E766B89F, DEFAULT_DATABASE=passwordstate,
DEFAULT_LANGUAGE=[us_english], CHECK_EXPIRATION=0OFF, CHECK_POLICY=0OFF

GO

e Back on your Passwordstate webserver, change the Data Source to be your new listener instead of
SQLDB1

File Edit Format ‘iew Help

<?xml wersion="1.8" encoding="UTF-8"?>
<configurations>
<configSections>
<sectionGroup name="telerik.web.ui">
<section name="radScheduler" type="Telerik.Web.UI.Rad5chedulerConfigurationSectio allowDefini
<section name="radCompression" type="Telerik.keb.UI.RadCompressionConfigurationSgction” allowDe
<fsectionGroup>
<fconfigSections>
<connectionStrings>» I
<add name="FasswordstateConnectionString" connectionString="Data Source=pwslistener;Initial Catal
</connection5tringsﬂ
<appSettings»
<add key="SetupStage" wvalue="Setup Complet=" />
<add key="PassiveMode" walue="False" />
<add key="Secretl" walue="641-1-5c8d87c44fbfde769a49f25fb5462f3fB496e1d32e862e82d9dbEfO7514614dE
<add key="Secret2" walue="dd1-1-fd28819156481cabl3cf1cBc331daf25152c@ata7?2bBd24887715b21144ddachs

e If your database servers are located on different subnets, you will also need to insert
;MultiSubnetFailover=Yes into your connection string as per below screenshot:

edulerConfigurationsection™ allowDefinition="MachineTolpplication™ requirePermission="false" />

ompressionConflgurationSection" allowDefinition="MachineTodpplication" requirePermission="false" /> /

="Data Source=pwslistener;Initial Catalog=passwordstate;User ID=passwordstate_user;Password=kelcome®l;MultisubnetFallover=Yes" provideriName=

4623fB496e1d3228202282d9dbE975140F4d03006a9da725a755117d4c222a33cdad1392998 e56b528 f7bevnlbsbagsodad” />
1def25152c0afa72b8d248677F5b2F144ddac59484b3c511e85584a0aab8ba3338b926024550c13231578030b3c8628cb77adcl” /3]
aa" />

e Save your web.config file and the install is now complete

If your Primary SQL Server is unavailable for any reason, then it will automatically failover to the second
server. The time it takes to failover will depend on network bandwidth and database sizes, but for a small
database it is only a few seconds.



