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1 System Requirements - General
Passwordstate has the following system requirements:
Web Server

Your web server which will host the Passwordstate web site can be any of the following Operating System
versions, with required components:

e  Microsoft Windows Server 2016, 2019, 2022, 2025 or Windows 11

e Internet Information Services (installed as part of Passwordstate installation)

e Microsoft SQL Server 2012 Native Client (installed as part of Passwordstate installation)
e .NET Framework 4.7.2. or Higher (comes preinstalled with OS)

e PowerShell 5.0 or above (comes preinstalled with OS)

™ Note: It is not recommended or supported to install Passwordstate on a Domain Controller WSUS
Server, or SharePoint Server.

Database Server

You will need to have one of the following supported SQL Server versions installed prior to installing
Passwordstate. SQL Server can be installed either on the same server as Passwordstate, or on any other
Windows Server in your environment.

Any versions of SQL Server can be used i.e. Express, Standard, Enterprise.

e Microsoft SQL Server 2016
e Microsoft SQL Server 2017
e Microsoft SQL Server 2019
e Microsoft SQL Server 2022

Alternatively, Passwordstate supports Azure SQL or Amazon RDS for SQL Server databases.
Important: SQL Server must be configured for mixed-mode authentication, so the Passwordstate web site

can connect to SQL Server using a local SQL Account. Active Directory Accounts cannot be used to connect
to the database.

If you are unsure of how to install SQL Server, the Passwordstate.zip file contains some instructions for
installing SQL Server Express edition.

Email Server
If you would like to receive emails generated from Passwordstate, you must also have an email server
which is capable of sending anonymous SMTP emails, or emails from an authenticated mailbox.

Passwordstate also supports Microsoft Exchange online to send out emails, if you are licensed for that in
Azure.
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2 What Information is required for the Initial Setup

Prior to installing Passwordstate and running through the initial Setup Wizard, you will require the

following information:

Let Passwordstate Create its Own Database

e Alocal SQL Account (not an Active Directory account) with sufficient permissions to create the

database — at a minimum the ‘dbcreator’ and ‘securityadmin’ SQL Server roles are required (The
‘sa’ account has these privileges, although some DBA’s do not like to use this account due to its
elevated privileges. Please note these account credentials are never used again, and not stored
anywhere post installation of Passwordstate).

During the initial setup, the following will occur:
a. The Passwordstate database will be created and populated with some base data
b. ASQL Account called ‘passwordstate_user’ will be created, and will be given db_owner
rights to the Passwordstate database only

Create Your Own Database, and Let Passwordstate Connect to it
e You will need to have created the empty database, and an SQL Account for Passwordstate to
connect to this empty database. The SQL Account requires db_owner rights to the Passwordstate
database only. It's recommended to call this database “passwordstate” and the SQL account
should be called “passwordstate_user” to ensure easier troubleshooting at a later date, if
required)

Additional Setup Information (these options below can be configured after you have installed
Passwordstate, or during the initial set up wizard)
e Your Registration Key details for Passwordstate

e Host Name and Port Number of an email server capable of sending anonymous SMTP mail, or
from an authenticated mailbox

e SMTP Address from which Passwordstate will send the emails from

e Proxy Server Details — Passwordstate can periodically check for the updates, and if your
organization requires all internet access to go through a proxy server, you will need to specify the
proxy host name and port number during the installation (this feature can also be disabled once
you’re using Passwordstate if required).
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3 SQL Server Express, and SQL Port Number Considerations

If you intend to use SQL Server Express to host your Passwordstate database, please consider the following
before installing Passwordstate:

1. If you're using SQL Server Express on a different server to where you installed Passwordstate, you may
need to check if the TCP/IP Protocol is enabled (use SQL Server Configuration Manager -> SQL Server
Network Configuration), and also the Windows Service 'SQL Server Browser' is set to 'Automatic’
Startup Type, and has been started.

2. By default, SQL Server Express installs with an ‘instance’ name of SQLExpress. When you’re configuring
Passwordstate for first time use, specifically the ‘Database Settings’ page, please ensure you have
specified the name of the instance correctly i.e. fill out both the Database Server Name and Instance
Name fields

3. If youintend to also install the High Availability instance of Passwordstate, SQL Server Express can only
be used as the Subscriber for data replication, not the Publisher or Distribution database, which means
you cannot use it for your primary Passwordstate server.

If you are running SQL Server on a non-standard port number, you will need to append the port number to
the end of the Database Server Name during ‘9. Configuring Passwordstate for First Time Use’ in the
following way: ServerHostName,PortNumber i.e. sqlserver1,8484
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4 Creating an Appropriate DNS Record

During the installation of Passwordstate, you have the option of using a URL which has the host name of
the web server in it, or you can specify your own custom URL e.g. https://passwordstate

If you want to use your own custom URL, you will need to create a CNAME DNS entry as per the following
instructions (please do not use host files for name resolution, as they do not work with Windows
Authentication in 1IS):

1. Onyour server hosting DNS, start ‘DNS Manager’
2. Right click on the appropriate domain, and select ‘New Alias (CNAME)’

3. As per the following screenshot, specify the name of your web server host name in the ‘Fully qualified
domain name (FQDN) for target host’ text box, then click on the ‘OK’ button

Mew Resource Record
Alias (CNAME) |

Alias name (uses parent domain if left blank):
I passwordstate

Fully qualified domain name (FQDM):

I passwordstate, halox. net.

Fully qualified domain name (FQDM) for target host:

I webzerver 1,halox.net| Browse... |

[~ Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

Ok I Cancel
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5 Installing Passwordstate

To install Passwordstate, run ‘Passwordstate.exe’ and follow these instructions:

1. Atthe ‘Passwordstate Installation Wizard’ screen, click on the ‘Next’ button

Passwordstate - InstallAware Wizard — 4

3

Welcome to the InstallAware Wizard for
Passwordstate

The Installaware Wizard will install Passwordstate on your
computer,

WARNIMG: This program is protected by copyright law and
international treaties.

To continue, dick Mext.

< Back Next> | = Cancel

2. Atthe ‘License Agreement’ screen, tick the option ‘l accept the terms in the License Agreement’,
then click on the ‘Next’ button

Passwordstate - InstallAware Wizard —

License Agreement
Please carefully read the following license agreement.

[~
Lo’

Click Studios Software End User License Agreement

Effective Date: April 1, 2020

This Click Studios End User Software Licenses Agreement (the “Agreement”)

is between you and Click Studios (5A) Pty Ltd (ABM 88 352 128 352) ("Click
Studios™). If you are agreeing to this Agreement not as an individual but on
behalf of your company, government, or other entity for which you are acting
then “Customer” or “you" means your entity and you are binding your entity

to this Agreement. Click Studios may modify this Agreement from time to time,
subject to the terms in Section 17, Changes to this Agreement, below. <

I accept the terms of the license agreement

InstallAware

<Back || MNext> | | Cancel
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3. At the ‘Destination Folder’ screen, you can either accept the default path or change to a different
location, then click on the ‘Next’ button

Passwordstate - InstallAware Wizard — h-d

Destination Folder
Select folder where setup will install files.

.
L

Install Passwordstate to:
|c:‘n,ine1q:uub‘nPasswords1ate| Change...

Destination Folder
Required Disk Space: 408,075 KB
Remaining Disk Space: 21,521 MB

4. At the ‘Specify Web Site URL’ screen, specify the URL you would like to use, then click on the ‘Next’
button

Passwordstate - Installfware Wizard — »

Specify Web Site URL

Please select your preferred web site URL option below:

htn:s:,.f,.f|

Add a Windows Firewall Exception for Port 443 for URL above

Mote 1:

If you would like to use a different URL other than your server's Host Name, you will need to
create a CMAME DS entry to match whatever vou type after the https://

Hote 2:

A self-signed 551 certificate will be assigned to the Passwordstate web site. If you prefer to
use your own certificate, you can modify the site's bindings in IIS once the installation is
complete.
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5. At the ‘Completing the InstallAware Wizard for Passwordstate’ screen, click on the ‘Next’ button

Passwordstate - InstallAware Wizard — pod

x

Completing the InstallAware Wizard for
Passwordstate

The InstallAware Wizard is now ready to configure
Passwordstate on this computer,

- Click Next to begin configuration

- Click Back to change settings

- Click Cancel to exit

6. Once installed, click on the ‘Finish’ button
7. If you have a Firewall enabled on your web server, you may need to open up the port number you
specified during the install (default is 443), so that users are able to access the web site
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6 Configuring Passwordstate for First Time Use

Introduction - Now that Passwordstate is installed, you can direct your browser to the URL you specified during the initial install, and follow the initial Setup
Wizard — this wizard will guide you through a series of questions for configuring Passwordstate for use.

[METE _ O X
E Passwordstate x
<« (& ﬂ' | @ Secure | https://passwordstate. halox.net/setup/ Ir | E
Passwordstate
Navigation - Setup Introduction
F
B4 welcome ¥ Welcome to Passwordstate

= Introduction

- . Before you can begin to use Passwordstate you must run through a Setup Wizard to specify information which will help create and initialize the database.
== Database Settings - -’ = N
¢ System Settings Please select which instance of Passwordstate you would like to use for this installation

: ; '® Primary Instance ' High Availability Instance
_;If Create Admin Account ) gn A Y

& setup Complete
There are four main steps to the Setup Wizard for configuring the Primary Instance of Passwordstate:

Database Settings Specify settings allowing the creation of the Passwordstate database, and an SQL Account for
Passwordstate to function, or to use an existing blank database

System Settings Customize Passwordstate's usage by specifying various system settings

Create Admin Account Allows you to create the first ‘Security Administrator’ account within Passwordstate

To begin the setup of Passwordstate, click the 'Begin’ button below.

Begin
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Database Settings — Create New Database - On this screen you will need to specify database settings for creating the Passwordstate database. Please use the
onscreen instructions if you have any issues connecting to the database.

Please Note: Creating the database, and populating the tables with data, could take up to a minute to complete.

[METS _ O %
E Passwordstate x
& (v ﬂ' | & Secure | https://passwordstate.halox.net/setup/ w | :
Passwordstate
Navigation - Setup Database Settings
A .
B4 welcome = Database Settings
% Introduction
= Ep— In order to create the Passwordstate database, the following conditions must be met:
£} system Settings Condition 1: Your SQL Server must be configured for mixed-mode authentication
Condition 2: You must supply an SQL Account (below) with sufficient privileges to create the Passwordstate database - at a minimum the ‘dbcreator’ and

8% Create Admin Account , . .
securityadmin’ SQL Server roles

& setup Complete
If you are having preblems connecting to the database, click here for help - | Possible Connection Failure Reasons.

Please Note: Creating the database, and populating the tables with data, can take up to a minute to complete.

I create new database connect to blank database database creation log

To create a new database, please specify details below as appropriate.

Database Server Name * |

SQL Server Instance Name |

SQL Login Name * |sa | =

Specify an SQL Account login here - not a Windows Domain account,
F Note: This account will no longer be used after the initial setup is complete,

Password * | |

Status: Not tested Test Connection Next

Page 11 of 32



Click Studios

Passwordstate Installation Instructions

Database Settings — Connect to Blank Database - If you prefer to create the blank Passwordstate database yourself prior to tables being created and populated
with data, you can do so by clicking on the ‘Connect to Blank Database’ tab first.

Please Note: You must first create a blank database to connect to, and an appropriate SQL Account which has db_owner rights to this database. If connecting to a
Microsoft Azure or Amazon AWS database, please refer to their documentation for how to create the database and SQL Account.

[ Passwordstate X

[V

& C 0 | @ Secure | https;//passwordstate halox.net/setup/

Passwordstate

Navigation - Setup

4 B4 welcome
% Introduction
= [
£} System Settings
&% Create Admin Account

& setup Complete

Database Settings

= Database Settings
In order to create the Passwordstate database, the following conditions must be met:

Condition 1: Your SQL Server must be configured for mixed-mode authentication

Condition 2: You must supply an SQL Account (below) with sufficient privileges to create the Passwordstate database - at a minimum the 'dbereator' and

‘securityadmin’ SQL Server roles
If you are having problems connecting to the database, click here for help - | Possible Connection Failure Reasons.

Please Note: Creating the database, and populating the tables with data, can take up to a minute to complete.
create new database connect to blank database database creation log

To connect to a blank database you have manually created yourself, please specify details below as appropriate

. pate: You must have also created the SQL Login Name below yourself, and this account requires db_owner rights to the
asswordstate database only.

Database Location *

@ Internal @ Microsoft Azure & Amazon RDS
Database Server Name * | |®
5QL Server Instance Name | | =
Database Name * |passwordslate | ]

5QL Login Name * |passwordslate_user
Specify an SQL Account login here - not a Windows Domain account.

Password = | |

Status: Not tested Test Cennection
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System Settings — On this screen you specify various system wide settings for Passwordstate usage. Please take note of fields with a red * as these are required
fields.

E Passwordstate x
&« c 0 | B Secure | https://passwordstate.halox.net/setup, ‘ﬁ| :
Passwordstate
Navigation - Setup System Settings
4 [ welcome

3 System Settings
¥ Introduction
Please specify the appropriate System Settings below, then click on the 'Next' button.

system settings

&= Database Settings

8% Create Admin Account

Authentication Method Emergency Access Account

& Setup Complete o . ) . )
Passwordstate has two authentication options for logging into the web site. Please specify a Password for the Emergency Access account, and the URL for
Please choose if you would like AD Integrated Authentication, or Forms Based this login is *https://passwordstate.halox.net/emergency’

Authentication using a separate Login ID and Password.

Password; * | |

® Active Directory Integrated © Forms Based Authentication X
Confirm Password: ~ | |

Active Directory Domain

Please confirm the Active Directory settings are correct for your domain. Email Settings

Please specify the appropriate email details so Passwordstate can send emails
AD Domain NetBIOS Name * : |ha|ox ‘ (This can be configured later).
eg. clickstudios
LDAP Query String ™ : |dt=ha|ox,dt=net

Email Server Host Name

Email Server Port Number

e.g. de=clickstudios,dc=com,dc=au ‘ |25 |

send From Email Address  : | |
Active Directory Domain Read Privileges Use Mailbox to Send ®ves O No
Specify account with Read access to query AD Users and Security Groups: Send Mail via TLS : @ves ®No

UserMame: * |ha|ox\ |

User Name : | |
Domain\UserlD
Password : * | |(§| Password : | |
Domain Name : | |
FIPS Support
If your environment needs to support FIPS compliance (Federal Information Proxy Server Settings

Processing standards), please click the "Yes* aption belaw. If required, specify proxy settings for checking for new builds (This can be

Mote: FIPS support is generally not required, unless mandated by the US configured later).

government for your organization. Once the FIPS supported encryption

method is being used, it cannot be turned off.
O ves ® No Format is "ServerName:PortNumber”
User Name :

Proxy Server : |

Password :
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Create Admin Account — On this screen you specify details for the first user account to be created in Passwordstate. This account will be granted Security
Administrator privileges, and assign all of the Security Administrator roles

- o X
E Pazswordstate b
&« c O ‘ @ Secure | httpsy//passwordstate.halox.net/setup/ W ‘ :
Passwordstate
Mavigation - Setup Create Admin Account
“ B8 welcome 2 Create Admin Account

% Introduction

&= Database Settings Before you can begin to use Passwordstate, you must first create an account which will be given the

'Security Administrator’ role ("Secunty Administrators' can manage all features within Passwordstate).
L} System Settings

o T — Please verify the details below are correct, then click on the 'Next’ button.

& setup Complete

UserlD * | DomairiUserliD

First Mame *

Surname

Email Address

MNext
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Setup Complete — The installation is now complete and you can begin using Passwordstate. Prior to granting access, or informing users of the new version, you

may wish to review some of the system wide settings found under the ‘Administration’ area of Passwordstate.

Export Encryption Keys — It is very important you export your encryption keys for safe storage outside of Passwordstate. If you were to lose your web.config file in
a disaster, Click Studios would not be able to help you rebuild your Passwordstate environment. The split encryptions keys are stored in the web.config file, and
within the database.

Passwordstate

Navigation - Setup

“ We\come
% Introduction
&= Database Sattings
0 System Settings
#® Registration Details

&% Create Admin Account

[y Setup Complete

Setup Complete

& Setup Complete

You have successfully finished the initial setup, and Passwordstate is now ready for use.
Frior to allowing users to use the new version of Passwordstate, there are a few customizations you may wish to consider within the 'Administration’ area of Passwordstate:

Customizations

1. System Settings - there are many site wide settings here you should consider prior to making Passwordstate available to all users
2. Email Templates

3. Backup Settings - required before any upgrades can take place

Backup Encryption Keys
Prior to using P: ate, you need to export your encryption keys to a pa
and web.config file), you will no longer be able to use Passwordstate as encry]

word protected zip file. If you were to lose these 4 encryption keys (which are stored in the database
n/decryption will not be possible.

Export Encryption Keys
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7 Encrypting/Decrypting the Web.config file

It is highly recommended to encrypt the connectionStrings and appSettings section in the web.config file,
so any sensitive information such as your database connection string, or secret encryption keys are
unreadable in the file.

To encrypt this file, follow this complete guide:
https://www.clickstudios.com.au/downloads/version9/Encrypt Passwordstate Config Files.pdf
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8 SSL Certificate Considerations

By default, Passwordstate comes installed with a Self-Signed Certificate as this is the only type of certificate
Click Studios can supply during the install.

Typically, you would change your certificate to something more secure such as one issued from your
Internal Certificate Authority, or a purchased one from an online provider.

If you have your own SSL certificate installed on the web server you’d prefer to use, you can modify the
bindings for the site in IIS, and select the appropriate certificate.

If you wish to continue using the self-signed SSL certificate, then you may want to instruct your users to
“Install” the certificate on their computer, so the various Internet browsers don’t complain about the
certificate not being issued by a trusted authority.

To install the certificate, you can follow these steps below. You will effectively be exporting the certificate
and reimporting it into your Trusted Root store on your machine. The example below uses Google Chrome
as the browser, but you can achieve the same thing in other browsers.

Using Chrome, browse to your Passwordstate web site and you should see a screenshot with an error
saying NET:ERR_CERT_AUTHORITY_INVALID

Privacy error X =+

“— C | A Notsecure | kttps)/fdemoserver01 2 Y » 0 2

[k

A

Your connection is not private

Attackers might be trying to steal your information from demoserver01 (for example,

passwords, messages or credit cards), Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Advanced Back to safety
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Click on the Not Secure button, and then click on the Show Certificate button:

Privacy error

x +
< C A Notsecure W

demoserver(1 x

A

&

& @

Your connection to this site is not secure
You should not enter any sensitive information
an this site (for example, passwords or credit
cards) because it could be stolen by attackers,

Learn more

Certificate is not valid 2
Cookies Oinuse [4

Site settings |ty

lon is hot private

to steal your informati

It cards). Learn mor

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security,

Under the Details tab, click Copy to File...

b Certificate

General Details  Certification Path

Show: | <All= v
Field Yalue A
Yersion W3
Serial number 1ba340eac8b413ad49985789. ..
Signature algorithm shazSeRSA
Signature hash algorithm shazS6
D Issuer demoserver0l
mValid fram Thursday, 31 December 2020 ...
D Yalid to Wednesday, 31 December 20...
=l s hiact Aernncarearil

Edit Properties. .. Copy to File...
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Run through the Certificate Export Wizard, leaving all default options. During the process, set a name for
your certificate (which can be anything), and save it to disk.

Now go to Start -> Run and type in certim.msc and hit enter. This opens up the Local Computer Certificate
Store on your computer.

Expand out Trusted Root Certificate Authorities and right click Certificates, and choose All Tasks -> Import:

’E certlm - [Certificates - Local Cornputer\Trusted Root Certification Authorities\Certifi.., - O X
File Action Wiew Help
e 2@ 0/6= HM
¥ Certificates - Local Computer A || |ssued To . Issued By A
J Personal - ] AAA Certificate Services ABA, Certific
Yo Tr_u sted _R_ODt Certification “glBaltimore CyberTrust Root yberTrust Root
_| Certificatas Class 3 Public Pri Certificati
| Enterprise " All Tasks > Import... . Llass 3 Public Pnimary Certificatio...
_- . (LSRR L) VLIYIVUVVI%—V Elltkdemo-DEMODCULC.ﬂ.
| Intermedia Vi s L ) ) )
" Trusted Pul 1ew right (c) 1997 Microsoft C...  Copyright () 1997 Microsoft Corp,
: Untrusted ( Refresh ert &ssured |D Root CA D?g?Cert Assured ID Root CA,
“ Third-Part Export List.. ett Global Root CA D!g!Cert Global Root CA
| Trusted Pec ert Global Root G2 DigiCert Global Root G2
| Client Auth Help ert High Assurance EV Ro... DigiCert High Assurance BV Root ..,
| Preview Build Roots —glUigiCert Trusted Root G4 DigiCert Trusted Root G4
| Test Roots —glDST Root CA X3 DST Root CA X3
| Local MonRemowvable Cer 2l GlobalSign GlobalSign
_ MSIEHistorylournal “glGlobalSign GlobalSign
| Remote Desktop gl GlobalSign Root CA, GlobalSign Root CA
| Certificate Enrollment Rec || []]1Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au...
| Cemark Card Tenickad Rands ~ Timm = = v - "o -
< > < >
Add a certificate to a store

Now run through the import process, using all default options, and browse to the certificate you saved disk
in the step above. Once this completes, you will see a Successful Import message.

You can now restart your browser and try browsing to your Passwordstate URL again, and you will no
longer see the Browser Warning about the certificate.

Note 1: For an in-depth explanation of the different types of certificates you can use on your Passwordstate
website, please see this forum post: https://forums.clickstudios.com.au/topic/2978-passwordstate-
certificates-explained/
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9 Single Sign-On with Active Directory Accounts

If you choose the ‘Active Directory Integrated’ version of Passwordstate, it is also possible to configure
Internet Information Services to allow single sign on for authentication.

To do this, simply disable ‘Anonymous Authentication’ for the site in IIS, like in the screenshot below.
Please note that when doing this, it may cause issues authentication from Mac and Linux desktops.

@ Authentication

Group by: Mo Grouping =

hlaem - Status Response Type
Anonymous Authentication Disabled

ASP.MET lmpersonation Disabled

Formes Authentication Dizahled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge

If after enabling single-sign on your browser prompts you for your domain credentials, then below is the

most common cause of this.

If using Internet Explorer or Chrome, check the Passwordstate web site is being detected in the 'Local
Intranet' security zone in Internet Explorer, and the option for 'User Authentication' is set to 'Automatic

logon only in Intranet zone'.

You may need to add the URL of the site to a group policy which forces Internet Explorer to detect the site
is in the intranet zone. Alternatively, each user can add this manually in Internet Explorer via the Internet
Options -> Security Tab. Below is a screenshot of this setting.

This zone is for all websites that are
found on your intranet.

Security level for this zone
Allowed levels for this zone: Al
Medium-low
- Appropriate for websites on your local network

(intranet)
- - Most content will be run without prompting you

- Same as Medium level without prompts

Cancel

.ﬁ- Some settings are managed by your system administrator.

Internet Options ? X
General Security Privacy Content Connections Programs Advanced
Select & zo view or change setyrity settings.
Inten Trugied sites  Restricted
sites
Local intranet
Sites

- Unsigned ActiveX controls will not be downloaded

[JEnable Protected Mode {requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

Apply
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e If using Firefox, it does this by design. To fix this, you can install a Firefox extension
called "Integrated Authentication for Firefox™. Now in your Firefox browser click Tools -
> Integrated Authentication Sites -> Enter in your passwordstate URL - ensure there is no backslash
on the end - eg https://passwordstate.yourdomain.com
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10 Configure Passwordstate to use a Managed Service Account (MSA) to
connect to the database

As of Build 7301, it is possible to configure Passwordstate to use a Managed Service Account to
communicate with the database server, instead of a SQL Login Account. Below are the following steps
required in order to configure support for this.

™ Note 1: If you are wanting to do Password Resets and Account Heartbeat validations across non-
trusted domains, then you cannot use a MSA account for database connectivity — the Application Pools
in 1IS and the Passwordstate Windows Service executes the PowerShell scripts for these features,
initiating connections to the remote hosts. If there are no domain trusts in place, this will cause issues
as the MSA account makes the connection to the remote host.

Create a Managed Service Account (MSA)

e On your domain controller, open PowerShell console as an Admin, and execute the following
commands — Please note you will be prompted for a password, to which you can enter any
password of your choice:

New-ADServiceAccount -Name <MSAAccountName> -RestrictToSingleComputer -AccountPassword
(Read-Host -AsSecureString) -Path "cn=<MyCN>,dc=<MyDC>,dc=<MyDC>" (replace the variables in
<> as appropriate)

Add-ADComputerServiceAccount -ldentity "<MyWebServerName>" -ServiceAccount
"<MSAAccountName> " (The Web Server Name is where the MSA Account will be used)

e On your Passwordstate Web Server, open PowerShell console as Admin, and execute the following
commands:

o Add-WindowsFeature RSAT-AD-PowerShell (this role may already be installed)
o Import-Module ActiveDirectory

o Install-ADServiceAccount -Identity <MSAAccountName>
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MSA Account and SQL Server

You now need to add a new Windows login within your SQL Server using SQL Management Studio Tools,
and you can use the screenshots below as a guide — in our example, the MSA account is called passmsa,

and whenever referencing an MSA account you must append the $ symbol to the end.

1. Create the MSA Login Account

é“ User Mapping
A Securables
2P Status

Connechion
Server:
winZk 12web1
Connection
HALOX\msand
3] View connection propertiss

Progress
Ready

55 Seript [ Help

Login name:

—
G;m;assmsas )
——

® Windows authentication
() 5QL Server authentication

Password:

Confirm password:

[] Specify old password

Old password:

Enforce password policy
Enforce password expiration
User must change password at next login

(") Mapped to certficate

() Mapped to asymmetric key

[[] Map to Credential
Mapped Crederntials

Default database:

Default language:

Credertial Provider

( passwordstate7_dev S w

‘Connection

Server:
win2k12web 1

Connection:
HALOX\msand

_!Q View conngction properties

Progress
Ready

55 Sciipt + I Help

Users mapped to this login:

Map Datsbase
master
modsl
msdb

passwordstate

passwordstate5_dev
passwordstatet_dev
pasewordstate7_dev

Default Schema

passwordreset1_dev

[[] Guest accourt enabled for: passwordstate7_dev

Database role membership for: passwordstate7_dev

] db_accessadmin
[] db_backupoperatar
[] db_datareader

[] db_datawriter

[[] db_ddladmin

[[] db_denydatareader

]
secul

[+] public
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Configure Passwordstate 1IS Application Pools

You need to open Internet Information Services Manager, and modify the “Identity” for all of the
Passwordstate Application Pools so it uses the MSA Account. When specifying the MSA Account to use, you
leave the password fields blank, as per the screenshot below.

Advanced Settings ?
4 (General) o)
NET CLR Version v
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
MName Passwordstate
Cueue Length 1000
Start Mode OnDemand
4 CPU
Limit (percent) 0
Limit Aq Application Pool Identity ?
Limit I
E:Zz:z O Built-in Set Credentials ?
Process
4 Process o c User name:
. Generat i i halox\passmsa$ |
Identity halox Password:
Idle Tirr
Idle Tirr
Load Us Confirm password:
Maxime
Ping En
Ping Maxirnurm respun
Ping Period (seconds) e
Shutdown Time Limit (g
Startup Time Limit (seconds) 30

4 Process Orphaning

Identity

[identityType, username, password] Configures the application pool to run as built-in account, i.e.
Application Pool Identity (recommended), Metwork Service, Local System, Local Service, or as a specific us...

oK Cancel

Modify the Passwordstate web.config file

¢ Open the web.config file in the root of the Passwordstate folder (open as Admin with notepad or
equivalent)

e Change the line:

<add name="PasswordstateConnectionString" connectionString="Data Source=<ServerName>;Initial
Catalog=passwordstate;User ID=passwordstate user;Password=<MyPassword>"
providerName="System.Data.SqlClient" />

to read like:

<add name="PasswordstateConnectionString" connectionString="Data Source=<ServerName>;Initial
Catalog=passwordstate;Integrated Security=SSPI;" providerName="System.Data.SqlClient" />

Now save the file and exit notepad.
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Configure Passwordstate Windows Service

We now need to change the ‘Log On As’ property for the Passwordstate Windows Service to use the MSA
Account.

When doing so, you may need to select the ‘Service Accounts’ Object Type in order to find the account in
Active Directory, as per the screenshot below:

Select the types of objects you want to find.

Select this object type:
| User or Service Account

From this location:
|ha|oxnet

Enter the object name to select (=xamples):

haloex'passmsag|

Now restart the Passwordstate Windows Service.

File System NTFS Permissions

There are certain features where images and logos need to be written and read from the file system,
requiring your MSA account to have access to do so. Please also apply Modify NTFS Permissions for the
MSA Account to the Passwordstate folder, and all nested files/folders. (default folder path is
c:\inetpub\passwordstate)
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Encrypted Web.config Settings and MSA Account

If you have encrypted either of the database connection string or AppSettings section in the web.config file,
and you are using an MSA account, you also need to apply permissions to the RSA Key Container for the
MSA Account, so the account can decrypt these settings. Below are instructions for how to do this:

e Openacommand prompt as Admin and type CD
C:\Windows\Microsoft.NET\Framework64\v4.0.30319

e Type the following:

o aspnet_regiis.exe -pa "NetFrameworkConfigurationKey" "Domain\MSA-AccountName$"
(change the path if you've installed Passwordstate to a different location)

e The restart the Passwordstate Windows Service

Using the WinAPI with an MSA Account

Passwordstate has an API which uses identity of the script runner to authenticate. If you are using an MSA
account on your Passwordstate website, the WinAPI will not work by default, and you’ll need to use a SQL
account to establish connections for the WinAPI only.

Steps to Configure the WINAPI to work with an MSA Account:

1. Ensure you have a SQL account that has db_owner permissions to your Passwordstate database.
2. Open the c:\inetpub\passwordstate\WinAPI\web.config file as an Administrator and insert the
following code. This code assumes your SQL account is called “passwordstate_user” and the

password is “Welcome01”

<connectionStrings>
<remove nhame="PasswordstateConnectionString" />

<add name="PasswordstateConnectionString" connectionString="Data Source=webserver01;Initial
Catalog=passwordstate;User ID=passwordstate_user;Password=Welcome01"
providerName="System.Data.SqIClient" />

</connectionStrings>
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11 X-Forwarded-For Support

When Passwordstate adds auditing data to the database, it records the IP Address of the client who initiated
an action which triggered the audit event.

As Passwordstate supports the “X-Forwarded-For (XFF) HTTP header field” for identifying the originating IP
address of a client, and if you use any form of Load Balancing or Proxy Server caching, you may need to
make configuration changes to your device/appliance. This will ensure the correct IP Address of the client is
reported, instead of the load balancer or proxy server.

You can find the configuration screen for this in Passwordstate at Administration -> System Settings ->
Proxy & Syslog Servers.
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12 Troubleshooting Connectivity Issues

If when you first try and browse to the Passwordstate web site you get a blank page, or an error saying ‘The
page cannot be displayed because an internal server error has occurred.’, this may be caused by the order
in which you installed Internet Information Services and the .Net Framework 4.7.2 — if you install the .NET
Framework first, this error may occur.

Note: These instructions only apply to Microsoft Windows Server 2008 R2 and Windows 7
To resolve this, follow these instructions:
e OpenaCommand Prompt as an Administrator

e Type CD C:\Windows\Microsoft.NET\Framework\v4.0.30319 or
C:\Windows\Microsoft.NET\Framework64\v4.0.30319 depending on our operating system version

e Now type aspnet_regiis -i

e After ASP.NET has been re-registered, ensure the Passwordstate Application Pool in IIS is set to
‘Integrated Managed Pipeline Mode', and then restart IIS (you need to open the Internet Information
Services (lIS) Manager tool to do this)

e Now open your browser and point it back to the Passwordstate web site

You may need to do this for both the 32bit and 64bit versions on the Framework directories above if you
still experience issues.

Troubleshooting ‘internal server error has occurred’
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13 McAfee and other AV and Constant Logout Issues

McAfee’s Anti-Virus On-Demand scan, and some other AV vendors, can cause issues with logging users out
of Passwordstate prematurely, before the default IIS session time of 10 minutes.

The On-Demand scan process isn't blocking the accessing of any files, but when it scans either the
web.config file, or any files in the /bin folder, it can cause sessions in IIS to end. We recommend
temporarily excluding the Passwordstate folder from On-Demand scanning, as this has helped a lot of
customers.

If you are seeing the same symptoms, but are using a different Anti-Virus suite, please also temporarily
exclude the Passwordstate folder from real-time scanning, as well as the w3wp.exe process, which is
Internet Information Services (lIS).

Please note this isn't a long-term fix and the responsibility for a resolution is with the AV Vendor.
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14 SQL Server Database Size Management

In version 9 of Passwordstate, when creating databases in SQL Server, the ‘Recovery Model’ for databases

is set to SIMPLE. If you have installed a prior build, then the recovery mode will be FULL.

When the recovery mode is set to FULL, from a database management perspective, this means your
Database Administrators must be managing the growth of the database transaction log, so it does not grow
too large in size i.e. truncating the transaction log on a regular basis.

If a daily backup of your database is an option for you, in terms of recovery, then we can simplify the
database management required, by setting the ‘Recovery Model’ to simple. Please follow the instructions
below to do this, and also you can shrink your files if required, with the instructions below as well.

Right click on your database, select ‘Properties’, and set Recovery Model to ‘Simple’.

i Database Properties - passwordstate?_dev

Selecta

K General a2l
K Files
& Filegroups Callation: 50L_Latin1_General_CP1_CI_AS
» t]ptions .
% Change Tracking Recovery model: Simple
& Permissions Compatibility level: S0L Server 2014 (1200
: m_;;dn;d Properties Containment type: MNone
& Transaction Log Shipping Other options:
& Query Store o4 | |
@=" Z
w Database Configurations
Legacy Cardinality, OFF
Legacy Cardinalijy Estimation For Secondary PRIMARY
Max DOP 0
Max DOF Fof Secondary
Parameter Bniffing ON
: Parametar Sniffing For Secondary PRIMARY
Connection Query @ptimizer Fixes OFF
Server CQuenf Optimizer Fixes For Secondary PRIMARY
win2k 19=q11 ~ FILESTREAM
Connection: FILESTREAM Directory Name
HALO X \msand FILESTREAM Mon-Transacted Access Off
~  Misc
ﬁ View connection properties Allow Seripting True
HideFile Settings Falze
v  Miscellaneous
Allow Snapshoat Isolation False
Pr AMSI ML Diefank Falzs
Allow Snapshot Isolation
Ready

d

Cancel

Then right click again on your database, and choose to shrink your files — see screenshots below. Try
shrinking both the Data and Log files — more than likely it will be your Log file which is causing your issue,

and now that you have set Recovery Model to Simple, you should not see this issue again).
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Connect~ § ¥ [V

= 1@ win2k19sgl (SOL Server 14.0.1000.169 - HALOX\msand)

a

2]
]
2]
]
]
@
]

2]

I Databases

@ I Systern Databases

@ I Database Snapshots

@ i@ clickstudios

@ W confluence

@ jira

@ W@ passwordstate

@ | passwordstate_extensions

@
@ a passwords MNew Database...
@ i TekRADIU New Query
W Security Seript Database as »
i Server Obj
11 Replication | ks » Detach...
I PolyBase Policies » Take Offfine
1 Always On Hi
Facets i i
i Management Bring Online
1 Integration 5S¢ Start PowerShell Stretch »
B SOL Server Ag Azure Data Studic »
[ XEvent Profile Encrypt Columns...
‘ Bt Conpie L Data Discovery and Classification »
Reports » Vulnerability Assessment »
Rename | Shrink * Database
L2eo Back Up... Files I\J
Refresh Restore (2
Properties o
Launch Database Mirroring Monitor...
Ship Transaction Logs...
Generate Scripts...
In-M y OLTP Migration Checklists
Extract Data-tier Application...

Deploy Database to Microsoft Azure SQL Database...

Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...
Delete Data-tier Application...
Import Flat File...

Import Data...

Copy Database...

Manage Database Encryption...

Database Upgrade
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@ Shrink File - - O et i

Selecta page
& General

IT Scipt ~ @ Help

The size of the database is reduced by shnnking individual files to release unallocated space. To

shrink zll databaze files, use Shrink Databasze. /

Database: passwordstate /' |

Database files and filegroups

File type: Log “
Filegroup: Data
Thopr FILESTREAM Data
. I i
Location: |C:"\F‘rogram Filez"Microgoft SAL Server\MS5QL13.MS5QLSERVERWMSSA L\|
Currently allocated space: |2ﬂE5ﬂE MB |
Available free space: |'|5?.DE MB (54%) |
Shrink action
(® Release unused space
Server: ) .
WINZK1950LT (") Reorganize pages before releasing unused space

Connection: Shrink file to: MB (Minimum is 0 MB)

HALOX \mzand

v i i (") Empty file by migrating the data to cther files in the same filegroup
¢ View connection properties

Feady

OK | | Cancel
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