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1 System Requirements - General

Passwordstate’s Password Reset Portal (PRP) is an additional website that you’ll install on a Windows
server of your choice with the following required components:

e  Microsoft Windows Server 2016, 2019, 2022, 2025 or Windows 11

e  Microsoft .NET Framework 4.7.2 or above

e A separate install of Passwordstate, preferably configured using a trusted SSL Certificate, as the
Password Reset Portal communicates with Passwordstate’s API

e Your domain must be at 2012 functional level or higher

e If using LDAPS instead of the default protocol “Kerberos” for domain communication, you will need

an internal Certificate Authority, which allows for LDAP over SSL on port 636 (instructions included)



Click Studios

2 Architectural Overview

The Password Reset Portal (which we’ll refer to as PRP for the rest of this document) is an additional
module available for Passwordstate, which is installed as its own stand-alone web site.

The web site can be installed on any Windows server of your choice, and typically you would host this in
your DMZ, but it really depends on your requirements. You could install it on your existing Passwordstate
webserver, on another shared server in your DMZ, or even on a server you have provisioned in the cloud.

The PRP website communicates securely back to your main Passwordstate website, with all traffic
encrypted within the SSL tunnel. All business logic like authentication, verification, resetting passwords etc,
is performed by your core Passwordstate website.

The PRP website is merely the front facing website your users will access to initial the resetting, or the
unlocking of their Active Directory password.

From your PRP Server, you must have appropriate ports open back to your Passwordstate web server i.e.
generally Port 443, unless you are using a non-standard port by default for HTTPS.

By default, Kerberos will be used for communication back to your domain when password resets or account
unlocks are requested, and ports 88 and 464 need to be open on your domain for this to work.

If you would prefer to use LDAPS to communicate to your domain, you must also have a Domain Certificate
Authority installed — instructions are provided in this document as well on how to install a CA.
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3 Installing Password Reset Portal

The Password Reset Portal installer can be downloaded from the screen Administration -> Password Reset
Portal Administration within Passwordstate.

1. As an Administrator on your server, run ‘PasswordResetPortal.exe’
2. At the ‘Password Reset Portal’ screen, click on the ‘Next’ button

Passwordstate Password Rpset Portal - Install&ware Wizard — o

Welcome to the InstallAware Wizard for
Passwordstate Password Reset Portal

The Installaware Wizard will install Passwordstate Password
Reset Portal on your computer,

WARMING: This program is protected by copyright law and
international treaties,

To continue, didk Next.

< Back Next> | | Cancel

3. Accept the Licence Agreement and click ‘Next’

Passwordstate Password Reset Portal - Installfware Wizard — >

License Agreement
Pleaze carefully read the following license agreement.

-
Click Studios Software End User License Agreement

Effective Date: April 1, 2020

This Click Studios End User Software Licenses Agreement (the “Agreement”)

is between you and Click Studios (54) Pty Ltd (ABMN 88 552 128 552) ("Click
Studios™). If you are agreeing to this Agreement not as an individual but on
behalf of your company, government, or other entity for which you are acting
then “Customer” or “you” means your entity and you are binding your entity

to this Agreement. Click Studios may modify this Agreement from time to time,
subiect to the terms in Section 17. Changes to this Agreement, below. N

[ accept the terms of the license agreement

InstallAware

<Back |[ nMext> | | cancel
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4. Accept the default installation path, and click ‘Next’

m}\\?asswnrdstate Password Reset Portal - Installfware Wizard

Destination Folder
Select folder where setup will install files.

Inztall Passwordstate Password Reset Portal to:

|c: linetpub\PasswordstateResetPortal

Destination Folder
Required Disk Space:
Remaining Disk Space:

Change...

44,124 KB
22,360 MB

5. Next you will need to specify a URL for your Password Reset Portal website, and also the URL of
your existing Passwordstate website. By default, the installer will choose your server netbios name
as the URL as this will already have functioning DNS, but it is possible to change this to any value
you like. If any changes are made to this URL, a matching DNS CNAME record will need to be
created, and a matching SSL certificate must be assigned in Internet Information Services (lIS) after

the installation has completed

You must also specify the Portal Web Site Communication API Key, which you can obtain from the
screen Administration -> Password Reset Portal Administration -> System Settings -> API tab in

Passwordstate:

Passwordstate Password Reset Portal - InstallAware Wizard

Specify Web Site URL and Communication API Key

Please specify the web site URL you would like to use for the Reset Portal:

https: I|",|"||30rta| .mydomain. com

Please specfy your Portal Web Site Communication API Key:

| 3f6eb538a2497cdc492abs 373526 73|

Add a Windows Firewall Exception for the Port Above

Please specify the the URL for your Passwordstate web site, and Port Number:

hth:s:H||:uass'n'0rdstate.mydumain.com | Port Mumber

s
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6. To begin the installation, click ‘Next’

B Passwordstate Password Reset Partal - Install Aware Wizard —

Completing the InstallAware Wizard for
Passwordstate Password Reset Portal

The InstallAware Wizard is now ready to configure
Passwaordstate Password Reset Portal on this computer,

- Click Mext to begin configuration
- Click Back to change settings

- Click Cancel to exit

7. To finalize the installation, click ‘Next’ and then ‘Finish’

Passwordstate Password Reset Portal - Installfware Wizard — >

Completing the InstallAware Wizard for
Passwordstate Password Reset Portal

The InstallAware Wizard is now ready to configure
Passwordstate Password Reset Portal on this computer,
- Click Mext to begin configuration
- Click Back to change settings

- Click Cancel to exit

<Back || MNext> |  Cancel
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4 Encrypting the AppSettings Section in the Web.config file

It is highly recommended to encrypt the “appSettings” section in the web.config file, so any sensitive
information such as your Communication APl Key is unreadable in the file.

To encrypt this file, follow this complete guide:
https://www.clickstudios.com.au/downloads/version9/Encrypt Passwordstate Config Files.pdf



https://www.clickstudios.com.au/downloads/version9/Encrypt_Passwordstate_Config_Files.pdf
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5 Reset Portal URL

Once you have finished installing the Password Reset Portal, log into yoru Passwordstate website and set
your URL under Administration -> Password Reset Portal Administration -> System Settings:
£ System Settings

To modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the 'Save® button.

Searzgh Settings:

active directory options api branding error customizations miscellaneous password expiry reminder template syslog server

Please select various Miscellaneous settings below as appropriate.

Miscellaneous Settings

pecify the URL for the P.

d Reset Portal, whi
‘ https://portal. mydomain.com

ill be used used within the body of appropriate emails:

2

By specifying a , Exit buttons will be visible on each screen in the portal, and clicking the Exit button will return you to the URL
you've specified below:

Query Domain Controller event logs for account lockout events every: 5~ Minutes

(The querying of event log data will only return the past (x) minutes of data, the same as the time-frame selected above)

Use regular expressions when matching 'Bad Passwords': &

Oves @no

With the Password Reset Portal, protect against brute force dictionary authentication attempts on the initial Identification screen by locking out an
active session after the following number of failed login attempts: (Blocked IP Addresses can be removed on the screen Administration -> Brute Force
Blocked IPs)

3

Save Save & Close
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6 SSL Certificate Considerations

The installer for Password Reset Portal (PRP) installs a self-signed SSL certificate on your web server, and
binds it to the Password Reset Portal web site.

**Note** It is highly recommended to use a purchased an SSL certificate from an online trusted certificate
authority, which will ensure a more secure and user-friendly experience for your users, on all types of
devices on any type of connection (internal, internet etc)

If you have your own SSL certificate you’d prefer to use, install it on your PRP server and bind it to your
HTTPS binding.

If you wish to continue using the self-signed SSL certificate, then you may want to instruct your users to
“Install” the certificate on their computer, so the various Internet browsers don’t complain about the
certificate not being issued by a trusted authority.

To install the certificate, you can follow these steps below. You will effectively be exporting the certificate
and reimporting it into your Trusted Root Certificate store on your machine. The example below uses
Google Chrome as the browser, but you can achieve the same thing in other browsers.

Using Chrome, browse to your Password Reset Portal web site and you should see a screenshot with an
error saying NET:ERR_CERT_AUTHORITY_INVALID

Privacy error x +

&« C | A Notsecure | hkttps;//demoserver0i = %« » 0O a

A

Your connection is not private

Attackers might be trying to steal your information from demoserver01 (for example,

es or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Q  To get Chrome’s highest level of security, turn on enhanced protection

Advanced Back to safety
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Click on the Not Secure button, and then click on the Show Certificate button:

Privacy error x +

< C A Notsecure -W
demoserver(1 X
A Your connection to this site is not secure

&

& @

You should not enter any sensitive information
an this site (for example, passwords or credit
cards) because it could be stolen by attackers,
Learn more

Certificate is not valid &
Cookies Qinuse [4
Site settings @ |ty

lon is hot private

to steal your informati
it cards). Learn mor

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security,

Under the Details tab, click Copy to File...

[\ Certificate X
General Details  Certification Path
Show: | <All= v
Field Yalue A
Yersion W3
Serial number 1ba340eac8b413ad49985789. ..
Signature algorithm shazSeRSA
Signature hash algorithm shazS6
Issuer demoserver0l
BValid fram Thursday, 31 December 2020 ...
Yalid to Wednesday, 31 December 20...
=l s hiact Aernncarearil
Edit Properties. .. Copy to File...
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Run through the Certificate Export Wizard, leaving all default options. During the process, set a name for
your certificate (which can be anything), and save it to disk.

Now go to Start -> Run and type in certim.msc and hit enter. This opens up the Local Computer Certificate
Store on your computer.

Expand out Trusted Root Certificate Authorities and right click Certificates, and choose All Tasks -> Import:

’E certlm - [Certificates - Local Cornputer\Trusted Root Certification Authorities\Certifi.., - O X
File Action Wiew Help
e 2@ 0/6= HM
¥ Certificates - Local Computer A || |ssued To . Issued By A
J Personal - ] AAA Certificate Services ABA, Certific
Yo Tr_u sted _R_ODt Certification “glBaltimore CyberTrust Root yberTrust Root
_| Certificatas Class 3 Public Pri Certificati
| Enterprise " All Tasks > Import... . Llass 3 Public Pnimary Certificatio...
_- . (LSRR L) VLIYIVUVVI%—V Elltkdemo-DEMODCULC.ﬂ.
| Intermedia ' ) ) ) )
" Trusted Pul Wiew ? right () 1997 Micrasoft C...  Copyright (c) 1997 Microsoft Corp.
: Untrusted ( Refresh ert &ssured |D Root CA D?g?Cert Assured ID Root CA,
“ Third-Part Export List.. ett Global Root CA D!g!Cert Global Root CA
| Trusted Pec ert Global Root G2 DigiCert Global Root G2
| Client Auth Help ert High Assurance EV Ro... DigiCert High Assurance BV Root ..,
| Preview Build Roots —glUigiCert Trusted Root G4 DigiCert Trusted Root G4
| Test Roots —glDST Root CA X3 DST Root CA X3
| Local MonRemowvable Cer 2l GlobalSign GlobalSign
_ MSIEHistorylournal “glGlobalSign GlobalSign
| Remote Desktop gl GlobalSign Root CA, GlobalSign Root CA
| Certificate Enrollment Rec || []]1Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au...
| Cemark Card Tenickad Rands ~ Timm = = v - "o -
< > < >
Add a certificate to a store

Now run through the import process, using all default options, and browse to the certificate you saved disk
in the step above. Once this completes, you will see a Successful Import message.

You can now restart your browser and try browsing to your Password Reset Portal URL again, and you will
no longer see the browser warning about the certificate.

Note 1: For an in-depth explanation of the different types of certificates you can use on your PRP website,
please see this forum post: https://forums.clickstudios.com.au/topic/2978-passwordstate-certificates-

explained/



https://forums.clickstudios.com.au/topic/2978-passwordstate-certificates-explained/
https://forums.clickstudios.com.au/topic/2978-passwordstate-certificates-explained/
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7 Active Directory Certificate Authority

By default, the Password Reset Portal will send all Active Directory tasks to your core Passwordstate
webserver. Your Passwordstate web server will then attempt to communicate to your domain using the
Kerberos protocol by default.

If you do not wish to use Kerberos, you can instead use LDAPS, or LDAP over SSL. When using LDAPS, you
must have installed/configured a Certificate Authority in each of the domains where you wish to reset or
unlock user’s domain accounts. This is will honour any Domain Password Policies, or Fine-Grained
Password Policies from these domains.

Please follow these step-by-step instructions to set up a Certificate Authority:
https://forums.clickstudios.com.au/topic/2934-how-to-set-up-a-internal-certificate-authority/



https://forums.clickstudios.com.au/topic/2934-how-to-set-up-a-internal-certificate-authority/
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8 Additional Certificate Considerations

If you intend to use additional domains that your Passwordstate Web Server is not a member of, then you
will need to export the domain certificate from these domains, and import them onto your core
Passwordstate web server. (Not the Password Reset Portal server)

This is required so the API can securely communicate with these other domains. If this is a requirement for
you, you can follow these steps:

Export the Domain CA Certificate

1. Onyour server that has the CA installed, Click Start > Control Panel -> System and Security ->
Administrative Tools -> Certificate Authority to open the CA Microsoft Management Console
(MMC) GUI

2. Right-click the CA server and select Properties

__,EJ certsry - [Certification Autherity (Local)] - O X
File Action View Help

= H > e

i Certification Authority (Local) || Mame Description

o Fabrikem-WIN2KTBAD-C* , KIGAD-CA  Certification Authority

\ Refresh
Properties

Help

Opens the properties dialog box for the current selection,
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3.

From the General tab, click View Certificate

Fabrikam-WINZK16AD-CA Properties ? it
Bxtensions Storage Cerfficate Managers
Enrollment Agerts Auditing Recovery Agents Security
General Palicy Module Exit Module
Certification authority {CA)
Mame: Fabrikam-WINZK18AD-CA
CA certificates:
Certificate #0

Cryptographic settings

Provider: Microsoft Software Key Storage Provider
Hash algarithm: SHAZSE
C ok [ cancel | seel Help

On the Details tab, click Copy to File

n  Certificate *

General Details  Certification Path

Show: | <all= ~
Field Value &
D\a'ersinn V3
=] serial number 72 68 8e 07 a6 12400 440 ...
DSignature algorithm sha256RSA
DSignamre hash algorithm sha256
=] 1ssuer Fabrikam-WIN2K15AD-CA, Fa...
D'\a'alid from Friday, 14 July 2017 2:00:29 FM
DValid to Thursday, 14 July 2022 2:10:...
[ - Fahrilam WTMIK1AANCA Fa N

Edit Properties. .. Copy to File...
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5. Click Next

&% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

| Mesxt || Cancel

6. Choose Base-64 encoded X.509(.CER) and click Next

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exparted in a variety of file formats.

Select the format you want to use:
(") DER. encoded binary X.503 {.CER)
(®) Base-64 encoded ¥, 509 {.CER)
() Cryptographic Message Syntax Standard - FKCS #7 Certificates {,P7E)

Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible

Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

\ I

Mesxt || Cancel




Click Studios

7. Save the certificate to your desktop, or somewhere local and click Next

5

& ¢ Certificate Export Wizard

File to Export
Spedcify the name of the file you want to export

File name:

C:\Users \\mmml\Desktop\DomainCertificate, cer ‘ f Browse... {

( Next Cancel

8. Click Finish

& ¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

File Mame C:\UsersYsand\Desktop'\DomainCertifig
Export Keys No

Indude all certificates in the certification path Mo

File Format Baset4 Encoded ¥, 509 (*.cer)

L4 >

[ Finish | cancel
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9. Transfer the certificate to your Passwordstate web server and close all windows.

Importing the Certificate into your Passwordstate web server

1. Onyour Passwordstate web server, open Certificate Manager by typing certim.msc into your Run
command bar
2. Expand Trusted Root Certificate Authorities -> Certificates

3. Right Click Certificates and select All Tasks -> Import

File Action View Help

| =

Bl Q= HE

Iﬁ] Certificates - Local Computer
i | Personal
4 [ Trusted Root Certification Au

e
lssued To

[ AddTrust External CA Root

ﬁalien

(== T

Ij " ertifirates

r O Ent|

All Tasks 3 |

| Import...

B ] Int
B T
B 2] Un
] Th
b Trd

Refrech
Export List...

Help

View 3

& DigiCert Assured |D Root CA
= DigiCert Global Root CA

/DST Root CA X3

B Cli
b [ ] Remote Desktop

p ] Certificate Enrollment Reque!
B || Smart Card Trusted Roots
B[] Trusted Devices

b [ ] Web Hosting

—nlEntrust Root Certification Auth...
[5] Equifax Secure Certificate Auth...

|5 GeaTrust Global CA

|| GeoTrust Primary Certification ...

5] Globalsign
5] GlobalSign Root CA

Certificat...
&l Copyright (c) 1997 Microsoft C...

& DigiCert High Assurance EV Ro...

Issued By
AddTru

n
Baltimore CyberTrust Root
Class 3 Public Primary Certificatio...
Copyright (2} 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA
DigiCert High Assurance EV Root ..
DST Root CA X3
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GeoTrust Global CA
GeoTrust Primary Certification Au...
GlobalSign
GlobalSign Root CA

ernal CA Root

<

Contains actions that can be performed on the item.

4. Click Next

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

(®) Local Machine

To continue, dick Next.
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5. Browse to the certificate and click Next

File to Import
Specdify the file you want to import.

File name: /

C:\Jsersl|sand\Desktop\DomainCertificate. cer | | Browse. .. |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchanage- PKCS £12 (FFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)

Microsoft Serialized Certificate Store ( S5T)

6. Click Next

& L5 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(") Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities | | Browse...
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7. Click Finish and then OK

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

el et SRR Trusted Root Certification Authorities
Content Certificate

File Mame C:\WsersYsand\Desktop\DomainCertificate. cer

8. This ends the import process, and your domains should now be able to securely communicate using
LDAP over SSL
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9 Open Port Considerations

To ensure the Password Reset Portal functions correctly, there are various ports which need to be open on
your network for both the Password Reset Portal web site itself, but also for your Passwordstate webserver
so it can communicate with Active Directory Domains, and Event Logs on Domain Controllers as well. Below
is a summary of these ports.

Password Reset Portal Ports

Your users will need to connect to your Password Reset Portal (PRP) website, which is installed using Port
443. This will present them to the page to begin the process of resetting or unlocking their own Active
Directory password/account.

Passwordstate Web Site Ports

The Password Reset Portal (PRP) needs to communicate back to your Passwordstate API, so generally Port
443 is required to be open on your Passwordstate webserver. If you are using a different port for your
Passwordstate web site, then this port will instead need to be open.

Domain Ports
e Port 636 - this is required if using LDAP over SSL (LDAPS), so the Passwordstate Ul and API can

communicate with Active Directory to reset and unlock accounts

e Port 88 and 464 is required if using Kerberos, so the Passwordstate Ul and APl can communicate with
Active Directory to reset and unlock accounts

e To query Event Logs on Domain Controllers for account lockouts, Port 135 needs to be open, and also
the existing Windows Firewall rule "Remote Event Log Management (RPC)", which uses dynamic ports

If you are unsure if the ports above are open, or if you believe you are having some issues because of
blocked ports, you can use the following PowerShell command examples (using contoso.com as the
domain)

Test-NetConnection contoso.com -Port 636

Test-NetConnection contoso.com -Port 88

Test-NetConnection contoso.com -Port 464

Test-NetConnection contoso.com -Port 135

Test-NetConnection contoso.com -Port 49153

Testing the Password Reset Portal port is open (using dmz01.contoso.com as the server’s name which is
hosting the PRP)

Test-NetConnection dmz01.contoso.com -Port 443
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10 Windows Credential Provider Information

A Windows Credential Provider is also available, to be installed on your Windows Desktops to provide a link
where users can reset their account’s passwords from the Windows Logon screens. The Windows
Credential Provider is supported to be install on Windows 10 or Windows 11.

As Microsoft no longer supports Internet Explorer, and Google Chrome and Microsoft Edge do not provide
a true kiosk mode with these browsers, Click Studios’ bundles their own minimal chromium-based browser
with the Windows Credential Provider.

Download Instructions

The Windows Credential Provider installer can be downloaded from the Checksums page on our Click
Studios’ web site here - https://www.clickstudios.com.au/passwordstate-checksums.aspx

Installation Instructions
The Windows Credential Provider must be installed in silent mode, and run as an Administrator. This can
either be done from a command prompt, or a software deployment solution, using the syntax below.

PasswordstateCredentialProvider.exe /s Text="Reset Password/Unlock Account" Url="https://
portal.mydomain.com"

"Text" is the title of the link you want to display on your login screens, and "Url" is the URL of your
Password Reset Portal web site.

Upgrade Instructions

To upgrade an existing installation of the Windows Credential provider, you use the same install syntax
mentioned above for “Installation Instructions”.

Uninstallation Instructions
To uninstall the Windows Credential Provider, you can use the command line syntax below:

PasswordstateCredentialProvider.exe /s MODIFY=FALSE REMOVE=TRUE UNINSTALL=YES

As some files have been created, or modified, during the usage of the Windows Credential Provider, not all
files would be removed with the command above. To remove these files, please follow these instructions:

1. Delete the folder C:\Program Files\PasswordstateCredentialBrowser

2. Delete the file C:\Windows\System32\Passwordstatecp_config.ini


https://www.clickstudios.com.au/passwordstate-checksums.aspx
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11 Updating the Password Reset Portal URL for Existing Installations of
the Windows Credential Provider

If you need modify the URL an existing installation of the Windows Credential Provider is using, you will
need to edit the file C:\Windows\System32\Passwordstatecp_config.ini, and modify the URL line as
appropriate.

Alternatively, you could uninstall and reinstall the Windows Credential Provider, as per the instructions on
the previous page of this document.
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12 Rate Limit Connections to Web Site

If you would like to rate limit the number of connections to your Password Reset Portal web site by the IP
Address of the accessing client, then this is possible with a configuration in Internet Information Services
(ns).

For further information on how to configure this, please refer to the following Microsoft documentation -
https://docs.microsoft.com/en-
us/iis/configuration/system.webserver/security/dynamicipsecurity/denybyrequestrate



https://docs.microsoft.com/en-us/iis/configuration/system.webserver/security/dynamicipsecurity/denybyrequestrate
https://docs.microsoft.com/en-us/iis/configuration/system.webserver/security/dynamicipsecurity/denybyrequestrate

