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1 h@SNIASH
Passwordstatean automate the management of privileged accountsgisgoveringaccounts on your network, resetting the account passwords and performing
GKSFNIoSIFGaeg 2y (KSasS LI aag2NRa a2 &2dz Oy 0SS adzaNB dd&edativdlymanaggdNRa | NE Ay

T

= =4

=8 =8 =8 =8 =8 =8 -f of oh oo oo

Microsoft Active DirectoryLocal Administratowindows Account3Vindows Scheduled Taskgv/indows Services$lS Application PoqglSQL Accounis
COM+ Component©ffice 365 and Azure Active Directory Accounts
Cisco Routers and Switches

Linux Accountsincluding root(CentOSDebian, Fedora, Mac OS X, Mint, Open SUSE, Oracle Linux, Oracle Solaris, RedHat Linux, Scientific Linux, Solaris,
SUSE Enterprise Desktop, SUSE Enterprise Server, Jbuntu
MySQL Accounts

Oracle Accounts

MariaDB Accounts

Palo Alto Firewalls

PostgreSQL Accounts

HP iLO out of band management cards

HP H3C switches and routers

HP Procurve switches and routers

F5 BIAP Load Balancers

IBM's IMM out of band management cards

Dell's iDRAC out of band management cards

VMWare ESX Accounts

Juniper Junos devices

Juniper ScreenOS firewalls Accounts

Fortigate Firewall Accounts

SonicWALL Firewall Accounts

CustomPowershellResetScripts

If you have a system that is not natively supported as in the list above, you have the ability to write yaurstemscripts anduse themin Passwordstatéo
manage the accounts on those systems. This feature also allows you to add in your custom operating system with a logoaeodfazhcan alsdone
existing scripts and modify them to add in functionality if desired.
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Customt 2 6 SNAKSf f &&8LISYRSyOe ¢
Passwordstate hasfaature where you can add in custdPowerShelscripts to perforntask of your choicgas a dependencyhen apasswordhas been
successfullypdated For example, you may want tgpdate some documentation or send some information about the newly reset password to the API of your

Help Desk softwareOr maybe you need to use the new password on another applicatigrou will automate the newly reset password being sent to tfat 3
party software.

When creating a custom script of this nature, you canaisember ofbuilt-in variables to pull information from Passwordstate and insert this data into your
scripts. These variables can be found in sectitmwerShell Script Variablesf this guide.

SSH Templates

If you have a system that is not natively supporiedhe list abovethat uses SSH as the communication protat@re isa feature where you can build your own
scripts based off SSH Templates. This allows you to simply issue a series of commands in sequential order, or adltorpeniedin the password reset. You

then set your owrtsuccesé | offBRré G O2 Y RAUAZ2Y & ® ¢KAad YSlIya @&2dz R2 y2i ySSR (2 46NARGS GKS
perform a password resatn that systemas if you were doing it right within the SSH shell, you can build youreset scripts easily.

Password Heartbeat/ValidatiofDiscovery

Passwordstate allows you to perfortralidationQ @ F &1 & (2 Sy staehiB Pagsi@dstath aieladcaraldcdmpared to what is being used on remote
hosts You@el f & 2 IdiscovE&mang diffiérent types of accounts on devices on your network, and Passwordstate does all this without the need to install any
agents on those remote devices. Examples of what Passwordstate can discover are Local Windows or Linux accounts, &¢twloas services or IS

Application pools, or maybe local accounts on your Fortigate firewall or Cisco switch.

2 KSYy NHzyyAy3 | RA&O2 OSimiatiog 2 or2 REZdzI FIRY (lKdei MRkt Xy NBAIRNI oF O] G2 @2dz ¢gKI
LGQa | 3I22R gle& (G2 @GFrEtARFGS gKFG | O02dzyia I NBE 0SAYy IyoRchrahde BspidSvivrdseih ( K 2 dzi
immediately with a strong random password of your choice, a static password of your choice, or maybe you want to addithéracd®asswordstate without

doing a password reset at all, tishoice is yours.

[
R
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No Agents Required

Click Studios designed the Password Redeartbeat and Discovery featurés2 Y I { S dzaS 2F aAONRA2FGQa t26SNIKSff &0
install custom agents on remote Hosts. These Résedrtbeat& Validation features can also be used on Hosts intnested domains.

™ p20SY LT &2dz R2 KI@PS &aGNROG FANBglfftAya 0SG6SSy O indse damotg Siie sgerMdich > 2 NJ Y
can be deployed which can communicate securely over BTiith additional encryption to protect your dafBhis agent can execute all these Password
Resets, Discovery and Validation scripts on theseotey S g2 NJ & ' yR NBLI2 NI (GKS NBadzZ G4a oF 01 Ayid2 @&2dzNJ
managed within one consol&eesectionRemote Site Locationfor more information
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2 tlFaag2NRall (5388509 WSINBESNBEYSyY(a

To make use of the PowerShell Password Reset Scriptsektv components may need to be set op your Passwordstate Web Server:

- Microsoft .Net Framework 4.2 or higher(mandatory)
To check .NET version, run this commané&owershell ISE on your web server:

$Release = (GdtemProperty-Path 'HKLM:SOFTWARR/ icrosoft\ NET Framework SetdplDRvA\ Full').Release
If (PReleasege '461808")

{Write-Host ".NET Framework 4.7.2 or high is installed. No action required"}

else

{Write-Host ".NET Frame needs to be updated"}

Installation of .NET Framework can be achieved by:
- Windows Updates

- lyaidl t tSeriker Fedturébn Server OS
- Installed as a Windows Featuteough Add/Remove Programs on Windows 10
- Installed nanually via this linkhttps://support.microsoft.com/enrau/help/4054531/microsofinet-framework4-7-2-web-installerfor-windows
- PowerShell 5.®r higher(mandatory)
- Microsoft Visual C++ 2013 Runtiméttps://www.microsoft.com/enau/download/details.aspx?id=4078mandatory- this will automatically be installed
for you when installing Passwordstate)
- AzureRM PowerShell Modul@nly required foOffice 365 or Azure AD Accoynts
- VMWare PowerCLI Powershell Modulenly required foVMWare ESXi accounfsSSHs disabled on your devices)
- Oracle Data Access Components (OD&R)y required foOracledatabasePasswords
- Remote Server Administration Tools (RSAGnly required foOn-Premise Active Directory Accougts 'y 0SS | RRISR B P AWYR2ga { SI
or installed manually if you are hosting Passwordstate on Windowtd Ohttps://www.microsoft.com/enus/download/details.aspx?id=45520



https://support.microsoft.com/en-au/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows
https://www.microsoft.com/en-au/download/details.aspx?id=40784
https://www.microsoft.com/en-us/download/details.aspx?id=45520
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3t28N] KSfEOHNHNRBR {201S0a [F@SNIOG{{[0 LINR(G202ft
By default, any PowerShell scripts that use thek&Command cmlet, do not use thedlseSSL parameter.

This option can be enabled on the screen AdministratioBystem Settings Miscellaneous tab, or if using Remote Site Locations agents, it can be enable per
remote site record.

The-UseSSL cmdlesses the Secure Sockets Layer (SSL) protocol to establish a connection to the remote computer.

WSManagement encrypts all PowerShell content transmitted over the network. The UseSSL parameter is an additional protestindghhe data across an
HTTPS, instead of HTTP.

For more mformation, please refer to Micro$bdocumentation here https://learn.microsoft.com/erus/powershell/module/microsoft.powershell.core/invoke
command?view=powershel.3



https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-command?view=powershell-7.3
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-command?view=powershell-7.3
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4 tlFaag2NR wSasSid {ONRALII wSIljdZANBYSyYyGa
There are different System Requirements, and host configurations, depending upon which Password Reset scripts youtaasie. [idge following table
describes the possible scenarios.

™ Notely C2NJ RSGIFAf SR AYyT2NYI Basstvofdstatd @paniPoreRelfiyemess Niya ¥ fNBOFIS NJ Glid2RA2 & 6So6aAGSyY
https://www.clickstudios.com.au/documentation/

™ Note 2: If you are using thRemote Site Locations Agerthis has the same system requirements as your Passwordstate web,samdehe hosts on that
network will have the same requirements as the table kbelo

Note 3: All Linux Distributions such Redhat Mint, Ubuntu, Mac OS Xetc are all consolidated under the Account typd.ofuxin the table below

™ Note4: VMWare ESXaccounts can use eith&@SHr HTTPS$o connect. If you use SSH, chooseltlreixResetscript gotion. If you prefer to use HTTPS,
check theVMWare ESXiequirements in the table below

™ Note5: Forwindowsoperating systems, Server 2012 R2 and above are supported

Account Type  Port Passwordstate Web Server Privileged Account Notes
Requirements Requirements Required?
Active Directory 9389, 389 or 1. RSAT Toolseeds to be Yes 1. Privileged Accoumnnust haveAccountOperatorrights
636, 88, 464 installed on web server when changing passwords on the domain delegate
¢ SeesectionOn equivalent permissions
Premise Active 2. If you need to change passwords for accounts which hax

Directory Passwordm
this documentation
below for more

Domain Adminrights, then you Privileged Account may
also need Domain Admin rightsr delegate equivalent

) . ermissions

information. P
Azure Active NA 1. AzureRM PowerShell = Yesor No¢ See Notes—» 1. SeesectionOffice 365 and Azure Active Directory Accour
Directory module ¢ Seesection in this documentation below for more information.

Office 365 and Azure

} . i ) 2. Username field must be the email address of the accoun
Active Directoryin this

being reset


https://www.clickstudios.com.au/documentation/
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documentationbelow
for more information.

2. Internet access

Cisco 10S 22 None

Dell iDRAC 22 None

Yesor No ¢ See Notes—»

No ¢ See Notes—»

1.

When resetting Cisco accountsPevilege Level 18ype
account must be used in order to perform the reset. This
either for a Privileged Account Credential if being used, ¢
the account on thepassword record itselff not using a
Privileged Account Credential

When resetting theenablepassword, you must use a
Privileged Account Credentiahich willSSH to the Cisco
device,and this account performs the password reset for
enable. he Usename field for the password record itself
must be named aghablé

This script will work if the account's password is of type
'secret or ‘password

If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

The reset script for this account type does not use a
Privileged Account, so assigning one to the password re
is not recommended as it will have no effect

The user will connect into thi®racas itself and reset its
own password

RequiresRACADMools to be installed on theORAC card



Click Studios Privileged Account Management

4. iDraccardswith firmware version 4.40 or high has replace
getconfigcommand withget command. get commands no
longer return the index number of the user account, so y
must manually set the index number for each account
running on these firmware versions. SBgacexample in
section Dell iDrac Accounts this documentation below
for more information.

5. If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

6. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

F5 BIGP 22 None Yes 1. Accounts irBIGIPappliances can be configured with
Terminal Access of typAdvanced Shellor TMSH You
need to select the appropriate BIB reset script to use,
depending on the Terminal Accagge for the Privileged
Account Credentials you have associated with the Passv
Reset Script

F5 BIGP 22 None Yes 1. Accounts irBIGIPappliances can be configured with
Terminal Access of typAdvanced Shellor TMSH You
need to select the appropriate BiB reset script to use,
depending on the Terminal Access type for the Privilegel
Account Credentials you have associated with the Passv
Reset Script

Fortigate 22 None No ¢ See Notes—» 1. If you do not assign a Privileged Account on ymassword
record for this account, the user will attempt to connect t
the host and reset its own password

2. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user
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HP H3C
HP iLO

HP Procurve

IBM IMM

Juniper Junos

Juniper
NetScreen
ScreenOS

22
22

22

22

22

None

None

None

None

None

None

Yes

No ¢ See Notes—»

Yesor No ¢ See Notes—»

Yesor No ¢ See Notes—»

No ¢ See Notes—»

Yesc See Notes—

None

1.

If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Accountwill connect to the Host and reset the password f
the user

The only account which has permissions to change
passwords is thélanageraccount.If you are wanting to
reset the password for th®peratoraccount, you need to
associate a Privileged Account Credential to the passwo
record- where the Privileged Account Credential is the
Manageraccount

When resetting passwords on IBM IMM cards, you must
know theLoginlDof the account you wish to reset
passwords for. In order to use this script, you must
configureGeneric Field bnthe PasswordLishamed as
‘LoginID. SedBM IMM Accountsn this documentation
below for more information.

If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

If youdo assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

The Privileged Account can be used to reset the root
account, and any otharon-root accounts
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Linux 22 None YesorNog See Notes— 1. If you do not assign a Privileged Account on your passwi

record for this account, the user will attempt to connect t
the host and reset its own password

2. SeesectionPassword Resets and Account Validation for
Linux Root Accounts this documentation below for more
information.

3. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

4. If yourroot account has SSH abilities, it will connect to th
host and reset its own password. If SSHdot is disabled,
82dxQft ySSR G2 laairday | t
to the host and reset theoot password. Sesection
Password Resets and Accouvalidation for Linux Root
Accountsin this documentation below for more
information.

5. When resetting passwords fddac OS Xno Privileged
Account Credential is required, as OSX prevents one
account from updating the keychain of anotrercount

6. Public/Private Key authentication can also be used with f
Privileged Account Credential to connect to the Host. Se
example in Section SSH Accounts with Public/Private Ke
Authentication in this documentation below for more
information.

7. Please note that fordot' accounts, the password value fo
the root account in Passwordstate must be correct befort
any password resets can occur. This means that if you a
using a Linux Account Discovery Job, and a root accoun
discovered and added into a Password List, thewm must
edit the password record and make the following change

- Untick the optioriPassword Enabled for Reseéts
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- Reset the password to the correct value save the rec
- Edit the record again, tick the 'Password Enabled for
Resets', and save the recoadain

MariaDB 3306 None No¢ See Notes— 1. If you do not assign a Privileged Account on your passwi

record for this account, the user will attempt to connect t
the host and reset its own password

2. If you do assign a Privileged Account, Priwileged
Account will connect to the Host and reset the password
the user

MS SQL Server 1433 None YesorNog See Notes— 1. Firewall allows access on SQL Server @dgfault port is

1433for SQL Standard and above, and SQL Express cat
a Dynamic Porg, generally49260

2. You must also have tHECP/IP Protocadnabled for SQL
Server, and this can be done using the SQL Server
Configuration Manager Utility, under the sectiSQL
Server Network Configuratior> Protocolsfor
<InstanceName>. Generally, this is not enabled for SQL
Server Express

3. The Privileged Account Credential you are using to perfc
NE&S(Ga YdALTERANDIOGINK IS NW A & 3
minimum on order to perform reset3.he Privileged
Account Credential can be either an SQL Account, or an
Active Directory Accountif an AD Account, the Username
field must be in the format oflomain\ Username If no
Privileged Account Credential is being used, an SQL Acc
can change its own password without any special privile
required in SQL Server
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4. If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

5. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

MySQL Server 3306 None No¢ See Notes— 1. If you do not assign a Privileged Account on your passwi

record for this account, the user will attempt to connect t
the host and reset its own password

2. If you do assign a Privileged Account, this Privileged
Account will connect to thélost and reset the password fc
the user

Office 365 NA 1. AzureRM PowerShell = Yesor No¢ See Notes—» 1. See sctionOffice 365 andAzure Active Directory Account
module ¢ Seesection in this documentation below for more information.
Office 365 and Azure
Active Directoryin this
documentationbelow
for more information. 3. If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

2. Username field must be the email address of the accoun
being reset

2. Internet access

4. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

Oracle DB 1521 Oracle Data Access Yesor No ¢ See Notes—»
Server Components (ODA)See
Section 4in this
documentation below for
more information. 2. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

1. If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password
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Palo Alto

PostgreSQL

SonicWALL

Windows OS

22 None
5432 None
22 None

59850r 5986 None

No ¢ See Notes—»

Yesor No: See Notes—»

Yesor No: See Notes—»

Yesor No: See Notes—»

If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

Public/Private Key authentication can also be used with f
Privileged Account Credential to connect to the Host. Se
section SSH Accounts with Public/Private Key
Authenticationin this documentation below for more
information.

If you do not assign a Privileged Account on your passwi
record for thisaccount, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password
the user

If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reghe password for
the user

PowerShell 3.@r aboverequired on Remote Host
PowerShell Remotingnabledon Remote Host

If you are performing resetsocal Administrator Windows
Accounts orNon-Trusted Active Directory Domaingr
againstWorkGroupcomputers, seaection Account
Discovery and Password Resets between Niansted
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Domains, or against Workgroup Computersthis
documentation below for more information.

4. If you editthe scheduled task and make a change, then'y
will need to confirm the current passwomhen saving
changes Doing thisemovesthe domain from the
Scheduled Task and prevents Passwordstate from
discovering it. Ensure you type in your username as
domain\usernamewhen saving a Scheduled Task

5. Port 5985 useBITTRand this is the default Powershell
protocol. Port 5986 usddTTP%nd the-UseSSparameter
on all InvokeCommand cmdlets. Searédministration ->
SystemSettingsin Passwordstate fausessto toggle this
setting on or off.

6. Powershell traffic through HTTP is still encrypted, but
HTTPS is an extra layer of security

VMWare ESXi 443 VMWare PowerCLI Yesor No: See Notes—
Powershell module; See
sectionVMWare ESXi
Accounts- PowerCLI

1. If you do not assign a Privileged Account on your passwi
record for this account, the user will attempt to connect t
the host and reset its own password

PowershellModule in this 2. If you do assign Brivileged Account, this Privileged
documentation below for Account will connect to the Host and reset the password
more information. the user

Open Ports Requirements

For a full list of open port requirements for Password Resets, you can refer to séctiod & ¢ 2 NRn thve SBoBitgdezument
https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf



https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf

Click Studios Privileged Account Management

5tlFlaag2NR zFf ARFGA2Y { ONARLIG wSIljdzANBYSyYyUa

Password ValidatiomAccount Heartbeatsis also achieved using a variety of different PowerShell scripts, and each of the Validations Scripts has the same System
Requirements as the equivalent Password Reset Script.

™ Note 1:Validations can also be performethnuallyA y G KS ' aSNJ LYGSNFFOS 2F tlaag2NRadGlr ST SAGKSNI T1
or when you open th@assword ecord you will also see the following Heartbeat i)

™ Note 2: For Windows operating systems, Server 2012 R2 and above are supported

Open Ports Requirements

For a full list of open port requirements for Password Resets, you can refer to sedticd O 2 dzy' & + I £ A Rniha fBligwing doSumelidti 6 S G & 0
https://www.clickstudios.com.au/downloads/version9/Passwordstate Open_Port Requirements.pdf



https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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Thefollowing Discovery jobsre provided to help discover Local Admin Accounts on your network, and v&hinows Resourcé€k such as Windows Services,
IIS Application Pools and Scheduled Tad&tabase accounts, network accounts;:et
9 Active Directory accounts
Cisco 10S accounts
Fortigate accounts
HP H3C accounts
Juniper Junos accounts
Linux and MAC accounts
Microsoft SQL Database accounts
MariaDB Database accounts
MySQL Database accounts
Oracle Database accounts
PosgreSQL Database accounts
SonicWALL accounts
Windows Dependency accounts such as domain accounts used on Windows Services, 1S Application Pools and Windows Scheduled Tas
VMWare ESXi accounts

=A =4 =4 =4 =4 =4 4 -4 -4 4 -4 -4 =4

™ Note 1:Each of the Discovejgbsabove have the same System Requirements as their respective Password Reset Scripts

Note 2: For SQL Server account discoverie§t t NA @A f SISR | O02dzy i / NBRSY (Al f A PERANWDOGNZAISWE A & A A RIS
minimum. The Privileged Account Credential can be eitheB@h Accountor anActive Directory Accountif an Active Directory account, the Username field
must be in the format oflomain Username Your SQL Server must be configured in mireatle authenticatiorin order to discover SQL Accounts

™ Note 3: For Windows operating systems, Server 2012 R2 and above are supported
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™ Note 3:The Active DirectoriPassword Res€@ | A¢daunt®iscover® T S requiadBSKRBemste Server Administration Too[RSATRo be installed on
@2dzNJ t Faag2NRadGlF S 6S0 aSNISNE 2N ¢KSNB. Oa WiddosISeh&r OReatilfg Bystenks, yaukcdh indtall hi¥ Byl S
running the following PowerShell command (run PowerShell as Admin):

Add-WindowsFeature RSAAD-PowerShell

If your Passwordstate web server is running Windows 10 Operating System, please see this link to get these RSATddpls install
https://docs.microsoft.com/erUS/troubleshoot/windowsserver/systeramanagemerdfcomponents/remoteserveradministrationtools

Open Ports Requirements

For a full list of open port requirements for Password Resets, you can refer to sédticd O 2 dzy (i  ( tha fGllavéng dkughént
https://www.clickstudios.com.au/downloads/version9/Passwordstate Open_Port Requirements.pdf



https://docs.microsoft.com/en-US/troubleshoot/windows-server/system-management-components/remote-server-administration-tools
https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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All versions of Windows Desktop Operating Systems, and Win8Sewgr 2008do not havePowerShell Remoting enabled by default. It can be enabled on each
Host individually by following these steps:

1 On the destination Host, run PowerShell as an Administrator

1 Now typeEnablePSRemotingForce

Running this command performs the following:
1 Sets théWindows Remote Management' service to Automatic (delayed), and starts it
9 Enables a HTTP listener

1 Adds a firewall eception
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To enable PowerShell Remotifag multiple hosts at a time in yownvironment, you can use Group Policy to make the required changes. The following
instructions provide detail of how to do thisareenshots here are from Windows Server 2012 R2 domain controller):

1 Open the Group Policy Management Console

9 Create or use an existing Group Policy Object, open it, and navig@mmputer Configuration> Policies-> Administrative templates-> Windows
Components

1 Here you will find the available Group Policy settings for Windows PowerShell, WinRM and Windows Remote Shell:
L WINOOWS RENZDIITY ANaIYsIE
4 [ | Windows Remote Management (WinRM)
| WinRM Client
| WinRM Service
| Windows Remote Shell

ST TP | | S

1 h LJS Klowdremote server management through WinRM & S G G A y 3
1 Enable the Policy and set the IPv4 and IPv6 filter values to *

o~ Allow remote server managementi
Ei Allow remote server management through WinRM
O Mot Configured ~ COMMment:
®) Enabled
O Disabled
Supported ot [ At least Windows Vista
Opticns: Help:
pud filter: |* [~] [This policy setti
Remote Manag
PvE filter: |*1 | the network for
HTTP port.
ynia

1 Click OK
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1 Navigate towindows Settings> SecuritySettings-> SystemServices

1 SelectWindows Remote ManagemernWSManagement) Servicand set the stadup mode to Automatic
Windows Remote Management (W‘S—Managem_\i-
Security Policy Setting

Windows Remote Management (WS-Management)
#

Define this policy setting
Select service startup mode:
@® Automatic

() Manual

() Disabled

| [ caneel || Aoy |

1 Click OK
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1 Thez Ay wa

>Inbound Rules
.?. il i St
4 Ty Security Settings
I 55 Account Policies
b ] Local Policies
[ j] Event Log
I [ Restricted Groups
4, System Services
b g Registry
b [ File System
[ ;.j Wired Metwork (IEEE 802.3) Policies
4 [ Windows Firewall with Advanced Security

4 @@ Windows Firewall with Advanced Security - LDAP://

3 Inbound Rules

&% Outbound Rules

¥ Connection Security Rules
| Metwaork |ist Mananer Policies

L322 NIi Yy dzY 6 S NWindowsRenlois Bdah&y@niest

@ New Inbound Rule Wizard

Rule Type
Select the type of firewall nle to create.

Steps:

@ Rule Type What type of nule would you like to create?
@ Predefined Rules

@ Action ) Program

Rule that controls connections for a program
O Port
Rule that controls connections for a TCP or UDP port

®) Predefined:

Windows Remote Management

Rule that controls connections for a Windows experience
) Custom
Custom nule

< Back

Next >

(7))

1 You need to create a new Inbound Rule un@emputerConfiguration> Policies-> Windows Settings->Windows Firewallwith AdvancedSecurity
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1  With WinRM 2.0, the default http listener port is TCP 5985.

Predefined Rules

Select the rules to be created for this experience

Sieps:
@ Rue Type Which rules would you like to create?
@ Predefined Rules

the existing rule wil be overwritten

The following rules define network connectivity requirements for the selected predefined group
o Adon Rules that are checked will be created. If a nule aleady exists and is checked. the contents of

Rules:
Name Rule Bxists Profile Descrip|
[w] Windows Remote Management (HTTP-In} No Public Inboun:;
[] Windows Remote Management {(HTTP4n}  No Domain, Friv...  Inbound
< m [>]
<Back |[ Net> || Cancdl
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T Sel eAtldaw the Connectiono

4

Action

Steps:

@ Rule Type

@ Predefined Rules
@ Action

New Inbound Rule Wizard

Specify the action to b taken when a connection matches the conditions speciiied in the rule

What action should be taken when a connection matches the specfied condtions?

@® Allow the connection
This includes connections that are protected with |Psec as well as those are not.
(' Allow the connedlion if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

) Block the connection

<Back |[ Fmsh | [ Cancel

9 Close the Group Policy Editor

9 Link the PowerShell Settings GPO to correct Oltefing

1 Run gpupdate on your tesbmputers or reboot them
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It is also possible to perform Password Reset, Validations and Discoveries for hosts which atteustediiomains. For this to occur, tfi@lowing is
required:

1 Functioning DNS so domain controllers and Hosts can be contacted

1 Firewall ports must be open to allow traffic through. Please refer to the following Open Ports documents which desdeatsed/modules of
Passwordstate https://www.clickstudios.com.au/downloads/version9/Passwordstate Open_Port Requirements.pdf

1 A Privileged Account Credential must be supplied on the sehdemnistration ->PasswordstateAdministration -> PrivilegedAccountCredentials in
FQDN format i.euser@mydomain.com

9 The Active Directory Domain information needs to be added on the s&damnistration -> PasswordstateAdministration -> Active Directory Domains
and then linked to the relevant Privileged Account Credential you created in the above step

1 When adding host records on the Hosts screen, it is recommended the Host names are specified using E€)iddN&dE@mydomain.com



https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
mailto:user@mydomain.com
mailto:serverabc@mydomain.com
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If you are wantingPasswordstate to perform Account Discovery and Password Resets betwesmstend domainspr on computers which are not joined to the

domaing 2dz gAff YySSR (G2 O2yFAIdz2NE t 2¢6SNIKStt 2y &2dzNJ t I aa g QiR dlibwing BowerShell { S NI
command:

Setltem WSMANtIocalhost Cliend TrustedHostsvalue *

Account Discoveries on Work Group machines willalsone&dyfd 6 f S G KS F2f f 26Ay 3 NB I A AMNREKErrpr§ ¥hich afe rélake8to NB Y 2 (
UAC blocking Powershell Remoting sessions when used with the {@ookmand Powershell commandlet, which is what we use to do discoveries.

Path = HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
Registry Key Name = LocalAccountTokenFilterPolicy

Type = REG_DWORD

Data=1

B Registry Editor
e Edit__View Favorite: Helo
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win dows\ CurrentVersion\Policies\System |
|
prTTEEy Tt Tame Type Data
Parental Cnvtrn\s ) 5] (Default) REG_SZ (value not set)
EE“Ep“f"i'”‘“'a““"a‘ta"“"s %4 ConsentPromptBehaviorAdmin REG_DWORD 0x00000p80 (0)
L Fersonalization %) ConsentPromptBehaviorUser REG_DWORD 003 (3)
PhotoPropertyHandler =~
2T Poicies %4 dontdisplaylastusername REG_DWORD 0000000 (0)
. SCAutomationHostEnabled REG_DWORD Dx00000002 (2)
ActiveDesktop
Attachments nableCurserSuppression REG_DWORD 0x00000001 (1)
DataCollection nablelnstallerDetection Dx00000001 (1)
Explorer nablel UA 000000001 (1)
i i | NenEnum nableSecurell|APaths Dx00000001 (1)
v System 4| EnableUlADesktopToggle Dx00000000 (0)
; Audit 3| EnableVirtualization REG_DWORD 0x00000001 (1)
Pl ab]legalnoticecaption REG_SZ
i | PowerEfficiencyDiagnostics ab]legalnoticetext REG_SZ
PrecisionTouchPad b1 | ocaldccountTokenFilterPolicy REG_DWORD Dx00000001 (1)
PreviewHandlers 74| PromptOnSecureDesktop REG_DWORD 0xDO000DOD (0)
Privacy %4 scforceaption REG_DWORD 000000000 (0)
PropertySystem utdownwithoutiogon REG_DWORD 000000001 (1)
Proximity %4 undockwithoutlogen REG_DWORD 0x00000001 (1)
PushNotifications %] ValidateAdminCodeSignatures REG_DWORD 0x00000000 (0)
Reliability
RetailDeme

Please restart the Passwordstate Windows Service after makasgthanges.
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If you are wanting to perform Password Resets on Windows Local Administrator Accounts, but not associated a Privilege@r@deatial with the password
record in Passwordstate i.e. reset the password using its own account, then you may need to atidfleadbllowing registry key on the remote host to avoid
w1 00Saa 5SYASRQ t 2SN KStf wSY2(GAy3 AaadzsSao

Path = HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
Registry Key Name = LocalAccountTokenFilterPolicy

Type = REG_DWORD

Data =1

=A =| =4 =4

ﬁ’ Registry Editor

File _Fdit__View Favorites  Help '
ComputerHKEY_LOCAL_MACHINE\SOFTWARE\MicrosoffiWindows\CurrentVersion'\Policies\System |
: prinTettayoat TWame Type ! Data
Parental Controls 2l (Default) REG_SZ (value nat set)
PerceptianSimulationbxtensions 1) ConsentPromptBehaviarAdmin REG_DWORD 0)
E:::;;:::::;Handlar %) ConsentPromptBehaviorser REG_DWORD 003 (3]
21 petici 1] dontdisplaylastusername REG_DWORD 000000 (0)
: A % DSCAutomationHostEnabled REG_DWORD (00000002 (2)
ctiveDesktop
Attochments 4] EnableCursorSuppression REG_DWORD (x00000001 (1)
DateCollection 4] EnablelnstsllerDetection (x00000001 (1)
Explorer 4 EnableLUA (x00000001 (1)
; NonEnum 4] EnableSecureUlAPaths (+00000001 (1)
i vl | System #]EnableUlADesktopToggle (x00000000 (0)
: Audit 144 EnableVirtualization (x00000001 (1)
uipl ab)|egalnoticecaption
PowerEfficiencyDiagnostics ﬂ_ﬂlega\nuh(atext REG_SZ
PrecisionTouchPad T L ocaliccountTokenFilterPolicy | REG_DWORD 0x00000007 (1)
PreviewHandlers 4 PromptOnSecureDesktop REG_DWORD (x00000000 (0)
Privacy 92 scforceoption REG_DWORD (x00000000 (0)
PropertySystem 5| shutdownwithoutlogon REG_DWORD 000000001 (1)
Proximity 4 undockwithoutlogon REG_DWORD (+00000001 (1)
2”“‘“3?:';‘”“”"5 14 ValidateAdminCodeSignatures REG_DWORD (x00000000 (0)
eliaboili
RetailDeme
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By defaultmost Linux Operating Systems do not allow you to SSH in using the root agéouséecurity reasons.

Because of this restrictioit,is recommended on the root password record it 3 a 6 2 NRadl G S>
the Linux Host, and perform Password Resets and Account Heartbeats.

GKFG &2dz aSt SOG |

Example Screenshots of a Password Record configured to use a Privileged Account to nes@dateda root account:

=&

B4 Edit Password

Please edit the password below, stored within the "Linux Accounts’ Password List (Tree Path = \Infrastructure).

reset options heartbeat options

password details notes

security
Password Reset Script and Privileged Account Credentials
Please select the appropriate Password Reset Script, and Privileged Acgeflint Credential, in order to perform the

password reset,

Password Reset Script Reset Linux Password e

Privileged Account msand on Redhat01 =

™ - Active Directory Accounts do not require you to select a Reset Script.
- Not all Reset Scripts require a Privileged Account. See KB Article in menu Help -> User Manual.

Password Reset Schedule

] When this Password expires, Auto-Generate a new one and perform any reset tasks at the time of:

00 ~ Hour gg -~ Minute, andacclDaystotﬂeExp"yDate

Save

Cancel

B4 Edit Password

Please edit the password below, stored within the "Linux Accounts’ Password List (Tree Path = \Infrastructure).

security reset options heartbeat options

password details notes

Heartbeat Validation Options

Select the Password Validation Scrip use for the Heartbeat verification, and what schedule you would like

to use to validate the passwopds® correct
Validate Passygeed Tor Linux Account e

[# Use the Privileged Account Credential selected on the 'Reset Options' tab to perform the authentication
for this validation {only used for Linux root accounts if required):

Validate Password every day at:
gg v Hour 35 + Minute

M password Reset tasks will be queued if Password updated. Save Cancel

+ fARFGA2Y FT2NJ [ AydzE

Wt NA DA f




Click Studios Privileged Account Management

In orderto perform an Account Heartbeat in Passwordstate for the root account, when using a different Privileged Account crelantiek are required to
each of the Sudoers file on your Linux desktops/servers. Below are the changes required:

1 Open the Sudoers file with visudo using the following command
Sudo visudof /etc/sudoers

1 When editing the Sudoers file, scroll to the bottom and add the following two lines, entering in the appropriate usernamse yo®asswordstate as your
Privileged Account:

## Enable sudo rootpw for Passwordstate Privileged Account
Defaults:<username> rootpw

Password Reset Implications

2 AGK GKAA OKFy3aS 162@0S G2 GKS adzR2SNA FAES>E (KAA KdasswoidYalie forGhe fodt dcgoant ¥ 2 NJ LJI
must be set correctly in Passwordstate for this to work. Below is example PowerShell code famdsword resets are occurring with this type of configuration:

echo-e $'$0ldPasswoktd$NewPasswonch$NewPassword' | sudeS passwd $UserName
The $ symbol represent parameters passed to the reset script, and $OldPassword in this case is the current value obtidesparesinin Passwordstate.

Account Discovery Implications
If you are wanting to configure an Account Discovery Job for root accounts, this requirement for password resets to tiaverthpassword stored for the root

account in Passwordstate can cause complications. The two options for this are:
9 If your root accounts on all machines use the same password value, then on the Discovery Job you can specify this phessetod ttiscovery

1 If the above is not possible, then each of the accounts added into Passwordstate will need to be modified after thep\sesedisand have the
password set with the correct value. To do this you can edit the password record and:

0o Untick the option 'Password Enabled for Resets'
0 Reset the password to the correct value save the record

o Edit the record again, tick the 'Password EnabledRiesets’, and save the record again

Once this is done, schedule and manual password resets can occur for your root accounts.
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When creating your own Password Reset Scripts, we recommend that you copy one of ours as a basis for your own. We relasisrsmérat the Passwordstate
Windows Service understands when the script has been executed successfully, or has failed.

There are 4 key areas in all of our scripts, and there is a screenshot below which highlights these areas. They are:

1. Command(s) to be executedhis is the actual work done on the remote host to reset a password
2. Connect to remote host to execute command{(#)is connectivity method will vary on the host, but generally it is done via PowerShell Remoting, SSH

connection, or a direct connection to a database server
3. Error Capturing this is where we try and capture as many of the error scenarios as possible. The error messages here will be inclugeaiirrépert

you receive when a Password Reset attempt has failed for whatever reason
4. Calling the function this is what initiates the call to all the 3 steps above it. The variables you see here, enclosed in square brackestplfceden real

time by the Passwordstate Windows Service when the reset oedugsieries relevant dat&rom the password record, the host record, and possibly the
privileged account record if required

{1} Edit Password Reset Script

e}
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With some default PowerShell Scripts provided by Click Studios, we use an SSH Library from a company called Chilkandnge restrictions of this SSH .NET
Assembly, customers are not allowed to clone our scripts which use this assembly, andottigninfor their own needs

To help you build your own custom scripts for systems that use the SSH connection plickdbtudios has included two n&&H Templatéd?owershell
scripts whichallow you to specifisSH command liqgarameters to be passed to themote system The two types of Templates Scripts are:

i Remote Commands
1 Remote Shell

Please see details below for further instructions on these two templated scripts.

14.1 SSH TemplateRemote Commands

Typicallythis template is used for sending single line commands to the remote host, and receiving output back. Equivalemtitenitasswordstatevhich
execute commands in this manner are:

Reset F5 BI@P Account PasswoigdAS
Reset F5 B Account Passwog@dTMSH
Reset IBM IMM Account Password
Reset Linux Password

=A =4 =4 =
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Below is a screenshot of an example for resetting the password on a Redhat Linux account. In the exampjeleknwsee that variables from a password
record can be passed in the commands as well, and these are replaceun@alhen the script execute$he example below shovslewPassword] and
[UserNamej

2 Edit Password Reset Script

Please make changes to the script's settings as appropnate below, then click on the 'Save' button. Please refer to the Security Admininistrator's Manual for instructions for each of these tabs

script details commands to execute success and error conditions
Please specify your reset commands as appropriate, and reorder them in the order they need to be executed in.
Command Comment
Add
Actions Order  Command Comment
(v ] i echo -e $'[NewPassword]\n[NewPassword]' | passwd [UserName] Reset Command

Save Cancel

Please see sectidl6.4'SSH Templat®ariables below fora comprehensive list of variables you can issue in your commands.
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14.2 SSH TemplateRemote Shell

Typically, this template is used for opening a pseudo terminal on the remote host, and executing one or more commanttewétnmnnal session, where you

can also ‘wait' for an expected result back from the operating system. Equivalent scripts whiatees@mmands in this manner are:

Reset Cisco Host Password

Reset Dell iDRAC Account Password
Reset Fortigate Password

Reset Juniper Junos Password
Reset Palo Alto Password

Reset SonicWALL Password

=A =4 =4 =4 =4 =4

Below is a screenshot of an example for resetting the passwordRaiceAlto Firewallccount. In addition to the commands being issued, you can\Aait' for
a certain response from a command, before moving onto the next command. If you do not need to wait for a certain resparsmly include th& symbol:

< tdit Password Reset Script

;[5.3:3 make changes to the script’s settings as appropnate below

then click on the "Save' button. Please refer to the Security Admininistrator

s Manual for instructions for each of these tabs

I script details I commands to execute success and error conditions

Please specify your reset commands as appropriate, and reorder them in the order they need to be executed in.
Command Wait For Qutput Comment
Add
Actions Order  Command Wait For Qutput
(v ] configure *ledit]
° set mgt-config users [UserName] password *Enter passworg®
[+ ] [NewPassword]
o rd]
[+ ] commit *[edit]
[+ ] exit *Exiting configuration mode*
[+ ] exit

Comment

Save Cancel
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14.3 SSH Templat8uccess and Error Conditions

With the SSH Templated Scripts we provide, it is recommended you specifyshotte$sand "error” condition capturing, if possible. Some operating
systems/devices, do not return any sort of "success" message aftarcessful password reset, so it is important in this instance to specify as many "error"
capturing conditions as possibletherwise the scripts will assume a successful reset has completed.

In our SSH template scripts, we have our own built in error capturing for any sort of connectivity issues to the remadteehesbr capturing details you provide
are designed to report errors once you are already connected to this host, within theeSSbin.

Below is a screenshot of success and error capguior Linux machines. When you determine whicbrfimands to executéfor your device, it is recommended
that during your testing within the SSH session, you try and capture as many possible errors as you can.
























































































































