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1 hǾŜǊǾƛŜǿ 

Passwordstate can automate the management of privileged accounts, by discovering accounts on your network, resetting the account passwords and performing 

άƘŜŀǊǘōŜŀǘǎέ ƻƴ ǘƘŜǎŜ ǇŀǎǎǿƻǊŘǎ ǎƻ ȅƻǳ Ŏŀƴ ōŜ ǎǳǊŜ ǘƘŜ ǇŀǎǎǿƻǊŘǎ ŀǊŜ ƛƴ ǎȅƴŎΦ  .Ŝƭƻǿ ƛǎ ŀ ƭƛǎǘ ƻŦ ŀŎŎƻǳƴǘ ǘȅǇŜǎ ǘƘŀǘ tŀǎǎǿƻǊŘstate natively manages:  

¶ Microsoft Active Directory, Local Administrator Windows Accounts, Windows Scheduled Tasks, Windows Services, IIS Application Pools, SQL Accounts, 

COM+ Components, Office 365 and Azure Active Directory Accounts 

¶ Cisco Routers and Switches 

¶ Linux Accounts - including root (CentOS, Debian, Fedora, Mac OS X, Mint, Open SUSE, Oracle Linux, Oracle Solaris, RedHat Linux, Scientific Linux, Solaris, 

SUSE Enterprise Desktop, SUSE Enterprise Server, Ubuntu) 

¶ MySQL Accounts 

¶ Oracle Accounts 

¶ MariaDB Accounts 

¶ Palo Alto Firewalls 

¶ PostgreSQL Accounts 

¶ HP iLO out of band management cards 

¶ HP H3C switches and routers 

¶ HP Procurve switches and routers 

¶ F5 BIG-IP Load Balancers 

¶ IBM's IMM out of band management cards 

¶ Dell's iDRAC out of band management cards 

¶ VMWare ESX Accounts 

¶ Juniper Junos devices 

¶ Juniper ScreenOS firewalls Accounts 

¶ Fortigate Firewall Accounts 

¶ SonicWALL Firewall Accounts 

 

 

Custom Powershell Reset Scripts 

If you have a system that is not natively supported as in the list above, you have the ability to write your own custom scripts and use them in Passwordstate to 

manage the accounts on those systems.  This feature also allows you to add in your custom operating system with a logo of your choice.  You can also clone 

existing scripts and modify them to add in functionality if desired. 
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Custom tƻǿŜǊǎƘŜƭƭ ά5ŜǇŜƴŘŜƴŎȅέ Scripts 

Passwordstate has a feature where you can add in custom PowerShell scripts to perform task of your choice, as a dependency when a password has been 

successfully updated. For example, you may want to update some documentation or send some information about the newly reset password to the API of your 

Help Desk software.  Or maybe you need to use the new password on another application so you will automate the newly reset password being sent to that 3rd 

party software. 

When creating a custom script of this nature, you can use a number of built-in variables to pull information from Passwordstate and insert this data into your 

scripts.  These variables can be found in section PowerShell Script Variables of this guide. 

 

SSH Templates 

If you have a system that is not natively supported in the list above, that uses SSH as the communication protocol, there is a feature where you can build your own 

scripts based off SSH Templates.  This allows you to simply issue a series of commands in sequential order, or all on one line to perform the password reset.  You 

then set your own άsuccessέ ŀƴŘ άerrorέ ŎƻƴŘƛǘƛƻƴǎΦ  ¢Ƙƛǎ ƳŜŀƴǎ ȅƻǳ Řƻ ƴƻǘ ƴŜŜŘ ǘƻ ǿǊƛǘŜ ǘƘŜ ŜƴǘƛǊŜ ǊŜǎŜǘ ǎŎǊƛǇǘΣ ōǳǘ ŀǎ ƭƻƴƎ ŀǎ ȅƻǳ ƪƴƻǿ ǘƘŜ ƴŀǘƛǾŜ ŎƻƳƳŀƴŘǎ ǘƻ 

perform a password reset on that system, as if you were doing it right within the SSH shell, you can build your own reset scripts easily. 

 

Password Heartbeat/Validation/Discovery 

Passwordstate allows you to perform ΨvalidationΩ ǘŀǎƪǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǇŀǎǎǿƻǊŘǎ stored in Passwordstate are accurate compared to what is being used on remote 

hosts.  YouΩre ŀƭǎƻ ŀōƭŜ ǘƻ ΨdiscoverΩ many different types of accounts on devices on your network, and Passwordstate does all this without the need to install any 

agents on those remote devices.  Examples of what Passwordstate can discover are Local Windows or Linux accounts, accounts on Windows services or IIS 

Application pools, or maybe local accounts on your Fortigate firewall or Cisco switch. 

²ƘŜƴ ǊǳƴƴƛƴƎ ŀ ŘƛǎŎƻǾŜǊȅ ƧƻōΣ ȅƻǳ Ŏŀƴ Ǉǳǘ ƛǘ ƛƴ ǘƻ άSimulationέ ƳƻŘŜΣ ŀƴŘ ǘƘƛǎ ǿƛƭƭ ǊŜǇƻǊǘ ōŀŎƪ ǘƻ ȅƻǳ ǿƘŀǘ ƛǘ ŦƛƴŘǎ ōǳǘ ƛǘ ǿƻƴΩǘ ŀŘŘ ŀƴȅ Řŀǘŀ ƛƴǘƻ tŀǎǎǿƻǊŘǎǘŀǘŜΦ  

LǘΩǎ ŀ ƎƻƻŘ ǿŀȅ ǘƻ ǾŀƭƛŘŀǘŜ ǿƘŀǘ ŀŎŎƻǳƴǘǎ ŀǊŜ ōŜƛƴƎ ŘƛǎŎƻǾŜǊŜŘ ǿƛǘƘƻǳǘ ŦŜŀǊ ƻŦ ŀŦŦŜŎǘƛƴƎ ŀƴȅ ǇǊƻŘǳŎǘƛƻƴ ǎȅǎǘŜƳΦ  LŦ ȅƻǳ ǿŀƴǘΣ you can have the password reset 

immediately with a strong random password of your choice, a static password of your choice, or maybe you want to add the account into Passwordstate without 

doing a password reset at all, the choice is yours. 
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No Agents Required 

Click Studios designed the Password Reset, Heartbeat and Discovery features ǘƻ ƳŀƪŜ ǳǎŜ ƻŦ aƛŎǊƻǎƻŦǘΩǎ tƻǿŜǊ{ƘŜƭƭ ǎŎǊƛǇǘƛƴƎ ŎŀǇŀōƛƭƛǘƛŜǎΣ ǘƻ ŜƭƛƳƛƴŀǘŜ ǘƘŜ ƴŜŜŘ ǘƻ 

install custom agents on remote Hosts. These Reset, Heartbeat & Validation features can also be used on Hosts in non-trusted domains. 

 

 bƻǘŜΥ LŦ ȅƻǳ Řƻ ƘŀǾŜ ǎǘǊƛŎǘ ŦƛǊŜǿŀƭƭƛƴƎ ōŜǘǿŜŜƴ ǾŀǊƛƻǳǎ ƴŜǘǿƻǊƪǎΣ ƻǊ ƳŀƴŀƎŜ ŎƭƛŜƴǘΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻǾŜǊ ǘƘŜ LƴǘŜǊƴŜǘΣ ǘƘŜǊŜ is also a Remote Site Agent which 

can be deployed which can communicate securely over HTTPS with additional encryption to protect your data. This agent can execute all these Password 

Resets, Discovery and Validation scripts on those remote ƴŜǘǿƻǊƪǎ ŀƴŘ ǊŜǇƻǊǘ ǘƘŜ ǊŜǎǳƭǘǎ ōŀŎƪ ƛƴǘƻ ȅƻǳǊ ŎƻǊŜ tŀǎǎǿƻǊŘǎǘŀǘŜ ǿŜōǎƛǘŜΣ ǎƻ ƛǘΩǎ ŀƭƭ ŎŜƴǘǊŀƭƭȅ 

managed within one console. See section Remote Site Locations for more information 
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2 tŀǎǎǿƻǊŘǎǘŀǘŜ ²Ŝō {ŜǊǾŜǊ {ȅǎǘŜƳ wŜǉǳƛǊŜƳŜƴǘǎ 

To make use of the PowerShell Password Reset Scripts, the below components may need to be set up on your Passwordstate Web Server: 

 
- Microsoft .Net Framework 4.7.2 or higher (mandatory) 

To check .NET version, run this command in Powershell ISE on your web server: 
 
$Release = (Get-ItemProperty -Path 'HKLM:\ SOFTWARE\ Microsoft\ NET Framework Setup\ NDP\ v4\ Full\ ').Release 
If ($Release -ge '461808') 
{Write-Host ".NET Framework 4.7.2 or high is installed. No action required"} 
else 
{Write-Host ".NET Frame needs to be updated"} 

 
Installation of .NET Framework can be achieved by: 

- Windows Updates 

- IƴǎǘŀƭƭŜŘ ŀǎ ŀ ΨServer FeatureΩ on Server OS 

- Installed as a Windows Feature through Add/Remove Programs on Windows 10, 11 

- Installed manually via this link:  https://support.microsoft.com/en-au/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows  

- PowerShell 5.0 or higher (mandatory) 

- Microsoft Visual C++ 2013 Runtime - https://www.microsoft.com/en-au/download/details.aspx?id=40784 (mandatory - this will automatically be installed 

for you when installing Passwordstate) 

- AzureRM PowerShell Module (only required for Office 365 or Azure AD Accounts) 

- VMWare PowerCLI Powershell Module (only required for VMWare ESXi accounts if SSH is disabled on your devices) 

- Oracle Data Access Components (ODAC) (only required for Oracle database Passwords) 

- Remote Server Administration Tools (RSAT) (only required for On-Premise Active Directory Accounts ς /ŀƴ ōŜ ŀŘŘŜŘ ŀǎ ŀ ΨFeatureΩ ƻƴ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ h{Σ 

or installed manually if you are hosting Passwordstate on Windows 10/11):  https://www.microsoft.com/en-us/download/details.aspx?id=45520 

 

https://support.microsoft.com/en-au/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows
https://www.microsoft.com/en-au/download/details.aspx?id=40784
https://www.microsoft.com/en-us/download/details.aspx?id=45520
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3 tƻǿŜǊ{ƘŜƭƭ ŀƴŘ {ŜŎǳǊŜ {ƻŎƪŜǘǎ [ŀȅŜǊ ό{{[ύ ǇǊƻǘƻŎƻƭ 

By default, any PowerShell scripts that use the Invoke-Command cmlet, do not use the -UseSSL parameter. 

 

This option can be enabled on the screen Administration -> System Settings -> Miscellaneous tab, or if using Remote Site Locations agents, it can be enable per 

remote site record. 

The -UseSSL cmdlet uses the Secure Sockets Layer (SSL) protocol to establish a connection to the remote computer. 

WS-Management encrypts all PowerShell content transmitted over the network. The UseSSL parameter is an additional protection that sends the data across an 

HTTPS, instead of HTTP. 

 

For more information, please refer to Microsoft documentation here - https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-

command?view=powershell-7.3  

 

https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-command?view=powershell-7.3
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-command?view=powershell-7.3
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4 tŀǎǎǿƻǊŘ wŜǎŜǘ {ŎǊƛǇǘ wŜǉǳƛǊŜƳŜƴǘǎ 

There are different System Requirements, and host configurations, depending upon which Password Reset scripts you would like to use. The following table 

describes the possible scenarios. 

 

 Note 1Υ CƻǊ ŘŜǘŀƛƭŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ƻǇŜƴ ǇƻǊǘǎΣ ǊŜŦŜǊ ǘƻ άPasswordstate Open Port Requirementsέ ƻƴ /ƭƛŎƪ {ǘǳŘƛƻǎ ǿŜōǎƛǘŜΥ 

https://www.clickstudios.com.au/documentation/  

 Note 2: If you are using the Remote Site Locations Agent, this has the same system requirements as your Passwordstate web server, and the hosts on that 

network will have the same requirements as the table below 

 Note 3: All Linux Distributions such as Redhat, Mint , Ubuntu, Mac OS X, etc are all consolidated under the Account type of Linux in the table below. 

 Note 4: VMWare ESXi accounts can use either SSH or HTTPS to connect.  If you use SSH, choose the Linux Reset script option. If you prefer to use HTTPS, 

check the VMWare ESXi requirements in the table below 

 Note 5: For Windows operating systems, Server 2012 R2 and above are supported 

 

Account Type Port 

Requirements 

Passwordstate Web Server 

Requirements 

Privileged Account 

Required? 

Notes 

Active Directory 9389, 389 or 
636, 88, 464 

1. RSAT Tools needs to be 
installed on web server 
ς See section On 
Premise Active 
Directory Passwords in 
this documentation 
below for more 
information. 

Yes 1. Privileged Account must have Account Operator rights 
when changing passwords on the domain, or delegate 
equivalent permissions 

2. If you need to change passwords for accounts which have 
Domain Admin rights, then your Privileged Account may 
also need Domain Admin rights, or delegate equivalent 
permissions 

Azure Active 
Directory 

NA 1. AzureRM PowerShell 
module ς See section 
Office 365 and Azure 
Active Directory in this 

Yes or No ς See Notes  
 

1. See section Office 365 and Azure Active Directory Accounts 
in this documentation below for more information. 

2. Username field must be the email address of the account 
being reset 

https://www.clickstudios.com.au/documentation/
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documentation below 
for more information. 

2. Internet access 

 

Cisco IOS 22 None Yes or No ς See Notes  
 

1. When resetting Cisco accounts, a Privilege Level 15 type 

account must be used in order to perform the reset. This is 

either for a Privileged Account Credential if being used, or 

the account on the password record itself, if not using a 

Privileged Account Credential 

2. When resetting the enable password, you must use a 

Privileged Account Credential which will SSH to the Cisco 

device, and this account performs the password reset for 

enable. The Username field for the password record itself 

must be named as 'enable' 

3. This script will work if the account's password is of type 

'secret' or 'password' 

4. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

5. If you do assign a Privileged Account, this Privileged 

Account will connect to the Host and reset the password for 

the user 

Dell iDRAC 22 None No ς See Notes 1. The reset script for this account type does not use a 
Privileged Account, so assigning one to the password record 
is not recommended as it will have no effect 

2. The user will connect into the iDrac as itself and reset its 
own password 

3. Requires RACADM tools to be installed on the iDRAC card 
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4. iDrac cards with firmware version 4.40 or high has replaced 
getconfig command with get command.  get commands no 
longer return the index number of the user account, so you 
must manually set the index number for each account 
running on these firmware versions. See iDrac example in 
section Dell iDrac Accounts in this documentation below 
for more information. 

5. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

6. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

F5 BIG-IP 22 None Yes 1. Accounts in BIG-IP appliances can be configured with 
Terminal Access of type 'Advanced Shell' or 'TMSH'. You 
need to select the appropriate BIG-IP reset script to use, 
depending on the Terminal Access type for the Privileged 
Account Credentials you have associated with the Password 
Reset Script 

F5 BIG-IP 22 None Yes 1. Accounts in BIG-IP appliances can be configured with 
Terminal Access of type 'Advanced Shell' or 'TMSH'. You 
need to select the appropriate BIG-IP reset script to use, 
depending on the Terminal Access type for the Privileged 
Account Credentials you have associated with the Password 
Reset Script 

Fortigate 22 None No ς See Notes 1. If you do not assign a Privileged Account on your password 
record for this account, the user will attempt to connect to 
the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 
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HP H3C 22 None Yes None 

HP iLO 22 None No ς See Notes 
1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

HP Procurve 22 None Yes or No ς See Notes  
 

1. The only account which has permissions to change 
passwords is the Manager account. If you are wanting to 
reset the password for the Operator account, you need to 
associate a Privileged Account Credential to the password 
record - where the Privileged Account Credential is the 
Manager account 

IBM IMM 22 None Yes or No ς See Notes  
 

1. When resetting passwords on IBM IMM cards, you must 
know the LoginID of the account you wish to reset 
passwords for. In order to use this script, you must 
configure Generic Field 1 on the PasswordList named as 
'LoginID'.  See IBM IMM Accounts in this documentation 
below for more information. 

Juniper Junos 22 None No ς See Notes 
1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

Juniper 
NetScreen 
ScreenOS 

22 None Yes ς See Notes 1. The Privileged Account can be used to reset the root 
account, and any other non-root accounts 
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Linux 22 None Yes or No ς See Notes  
 

1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. See section Password Resets and Account Validation for 
Linux Root Accounts in this documentation below for more 
information. 

3. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

4. If your root account has SSH abilities, it will connect to the 
host and reset its own password.  If SSH for root is disabled, 
ȅƻǳΩƭƭ ƴŜŜŘ ǘƻ ŀǎǎƛƎƴ ŀ tǊƛǾƛƭŜƎŜŘ !ŎŎƻǳƴǘ ǘƘŀǘ ǿƛƭƭ ŎƻƴƴŜŎǘ 
to the host and reset the root password.  See section 
Password Resets and Account Validation for Linux Root 
Accounts in this documentation below for more 
information. 

5. When resetting passwords for Mac OS X, no Privileged 
Account Credential is required, as OSX prevents one 
account from updating the keychain of another account 

6. Public/Private Key authentication can also be used with the 
Privileged Account Credential to connect to the Host. See 
example in Section SSH Accounts with Public/Private Key 
Authentication in this documentation below for more 
information. 

7. Please note that for 'root ' accounts, the password value for 
the root account in Passwordstate must be correct before 
any password resets can occur. This means that if you are 
using a Linux Account Discovery Job, and a root account is 
discovered and added into a Password List, then you must 
edit the password record and make the following changes: 

- Untick the option 'Password Enabled for Resets' 
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- Reset the password to the correct value save the record 

- Edit the record again, tick the 'Password Enabled for 

Resets', and save the record again 

MariaDB 3306 None No ς See Notes 
1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

MS SQL Server 1433 None Yes or No ς See Notes  
 

1. Firewall allows access on SQL Server port ς default port is 

1433 for SQL Standard and above, and SQL Express can use 

a Dynamic Port ς generally 49260 

2. You must also have the TCP/IP Protocol enabled for SQL 

Server, and this can be done using the SQL Server 

Configuration Manager Utility, under the section SQL 

Server Network Configuration -> Protocols for 

<InstanceName>. Generally, this is not enabled for SQL 

Server Express 

3. The Privileged Account Credential you are using to perform 

ǊŜǎŜǘǎ Ƴǳǎǘ ƘŀǾŜ ǘƘŜ ΨALTER ANY LOGINΩ ǇŜǊƳƛǎǎƛƻƴ ŀǎ 

minimum on order to perform resets. The Privileged 

Account Credential can be either an SQL Account, or an 

Active Directory Account - if an AD Account, the Username 

field must be in the format of domain\ Username. If no 

Privileged Account Credential is being used, an SQL Account 

can change its own password without any special privileges 

required in SQL Server. 
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4. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

5. If you do assign a Privileged Account, this Privileged 

Account will connect to the Host and reset the password for 

the user 

MySQL Server 3306 None No ς See Notes 
1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 

Account will connect to the Host and reset the password for 

the user 

Office 365 NA 1. AzureRM PowerShell 
module ς See section 
Office 365 and Azure 
Active Directory in this 
documentation below 
for more information. 

2. Internet access 

 

 

Yes or No ς See Notes  
 

1. See section Office 365 and Azure Active Directory Accounts 
in this documentation below for more information. 

2. Username field must be the email address of the account 
being reset 

3. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

4. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

Oracle DB 
Server 

1521 Oracle Data Access 
Components (ODAC) ς See 
Section 4 in this 
documentation below for 
more information. 

Yes or No ς See Notes  
1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 
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Palo Alto 22 None No ς See Notes  
1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

3. Public/Private Key authentication can also be used with the 
Privileged Account Credential to connect to the Host. See 
section SSH Accounts with Public/Private Key 
Authentication in this documentation below for more 
information. 

PostgreSQL 5432 None Yes or No: See Notes  
 

1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

SonicWALL 22 None Yes or No: See Notes  
 

1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

Windows OS 5985 or 5986 None Yes or No: See Notes  1. PowerShell 3.0 or above required on Remote Host 

2. PowerShell Remoting enabled on Remote Host 

3. If you are performing resets Local Administrator Windows 
Accounts on Non-Trusted Active Directory Domains, or 
against WorkGroup computers, see section Account 
Discovery and Password Resets between Non-Trusted 
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Domains, or against Workgroup Computers in this 
documentation below for more information. 

4. If you edit the scheduled task and make a change, then you 
will need to confirm the current password when saving 
changes.  Doing this removes the domain from the 
Scheduled Task and prevents Passwordstate from 
discovering it.  Ensure you type in your username as 
domain\ username when saving a Scheduled Task 

5. Port 5985 uses HTTP and this is the default Powershell 
protocol. Port 5986 uses HTTPS and the -UseSSL parameter 
on all Invoke-Command cmdlets. Search Administration -> 
System Settings in Passwordstate for usessl to toggle this 
setting on or off. 

6. Powershell traffic through HTTP is still encrypted, but 
HTTPS is an extra layer of security 

VMWare ESXi 443 VMWare PowerCLI 
Powershell module ς See 
section VMWare ESXi 
Accounts - PowerCLI 
Powershell Module in this 
documentation below for 
more information. 

Yes or No: See Notes  
 

1. If you do not assign a Privileged Account on your password 

record for this account, the user will attempt to connect to 

the host and reset its own password 

2. If you do assign a Privileged Account, this Privileged 
Account will connect to the Host and reset the password for 
the user 

 

Open Ports Requirements 

For a full list of open port requirements for Password Resets, you can refer to section ΨtŀǎǎǿƻǊŘ wŜǎŜǘǎΩ in the following document - 

https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf  

https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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5 tŀǎǎǿƻǊŘ ±ŀƭƛŘŀǘƛƻƴ {ŎǊƛǇǘ wŜǉǳƛǊŜƳŜƴǘǎ 

Password Validation (Account Heartbeats) is also achieved using a variety of different PowerShell scripts, and each of the Validations Scripts has the same System 

Requirements as the equivalent Password Reset Script. 

 

 Note 1: Validations can also be performed manually ƛƴ ǘƘŜ ¦ǎŜǊ LƴǘŜǊŦŀŎŜ ƻŦ tŀǎǎǿƻǊŘǎǘŀǘŜΣ ŜƛǘƘŜǊ ŦǊƻƳ ǘƘŜ Ψ!ŎǘƛƻƴǎΩ ŘǊƻǇŘƻǿƴ ƳŜƴǳ ŦƻǊ ŀ ǇŀǎǎǿƻǊŘ ǊŜŎƻǊŘΣ 

or when you open the password record you will also see the following Heartbeat icon  

 Note 2: For Windows operating systems, Server 2012 R2 and above are supported 

 

Open Ports Requirements 

For a full list of open port requirements for Password Resets, you can refer to section Ψ!ŎŎƻǳƴǘ ±ŀƭƛŘŀǘƛƻƴ όIŜŀǊǘōŜŀǘǎύΩ in the following document - 

https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf  

 

https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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6 tŀǎǎǿƻǊŘ 5ƛǎŎƻǾŜǊȅ {ŎǊƛǇǘ wŜǉǳƛǊŜƳŜƴǘǎ 

The following Discovery jobs are provided to help discover Local Admin Accounts on your network, and various ΨWindows ResourcesΩ ς such as Windows Services, 

IIS Application Pools and Scheduled Tasks, database accounts, network accounts, etc: 

¶ Active Directory accounts 

¶ Cisco IOS accounts 

¶ Fortigate accounts 

¶ HP H3C accounts 

¶ Juniper Junos accounts 

¶ Linux and MAC accounts 

¶ Microsoft SQL Database accounts 

¶ MariaDB Database accounts 

¶ MySQL Database accounts 

¶ Oracle Database accounts 

¶ PostgreSQL Database accounts 

¶ SonicWALL accounts 

¶ Windows Dependency accounts such as domain accounts used on Windows Services, IIS Application Pools and Windows Scheduled Tasks 

¶ VMWare ESXi accounts 

 

 

 Note 1: Each of the Discovery jobs above have the same System Requirements as their respective Password Reset Scripts 

 Note 2: For SQL Server account discoveries, tƘŜ tǊƛǾƛƭŜƎŜŘ !ŎŎƻǳƴǘ /ǊŜŘŜƴǘƛŀƭ ȅƻǳ ŀǊŜ ǳǎƛƴƎ ǘƻ ǇŜǊŦƻǊƳ ǊŜǎŜǘǎ Ƴǳǎǘ ƘŀǾŜ ǘƘŜ ΨALTER ANY LOGINΩ ǇŜǊƳƛǎǎƛƻƴ ŀǎ 

minimum. The Privileged Account Credential can be either an SQL Account, or an Active Directory Account - if an Active Directory account, the Username field 

must be in the format of domain\ Username. Your SQL Server must be configured in mixed-mode authentication in order to discover SQL Accounts.  

 Note 3: For Windows operating systems, Server 2012 R2 and above are supported 
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 Note 3: The Active Directory ΨPassword ResetΩ ŀƴŘ ΨAccount DiscoveryΩ ŦŜŀǘǳǊŜǎ requires ǘƘŜ ΨRemote Server Administration Tools (RSAT)Ω to be installed on 

ȅƻǳǊ tŀǎǎǿƻǊŘǎǘŀǘŜ ǿŜō ǎŜǊǾŜǊΣ ƻǊ ǿƘŜǊŜ ȅƻǳ ƘŀǾŜ ŘŜǇƭƻȅŜŘ ǘƘŜ ΨwŜƳƻǘŜ {ƛǘŜ [ƻŎŀǘƛƻƴǎ !ƎŜƴǘΩ. On Windows Server Operating Systems, you can install this by 

running the following PowerShell command (run PowerShell as Admin): 

Add-WindowsFeature RSAT-AD-PowerShell 
 
 
If your Passwordstate web server is running Windows 10 Operating System, please see this link to get these RSAT tools installed: 
https://docs.microsoft.com/en-US/troubleshoot/windows-server/system-management-components/remote-server-administration-tools 
 

 
 

Open Ports Requirements 

For a full list of open port requirements for Password Resets, you can refer to section Ψ!ŎŎƻǳƴǘ 5ƛǎŎƻǾŜǊƛŜǎΩ in the following document - 

https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf  

 

https://docs.microsoft.com/en-US/troubleshoot/windows-server/system-management-components/remote-server-administration-tools
https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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7 9ƴŀōƭƛƴƎ tƻǿŜǊ{ƘŜƭƭ wŜƳƻǘƛƴƎ ǇŜǊ Iƻǎǘ 

 

All versions of Windows Desktop Operating Systems, and Windows Server 2008, do not have PowerShell Remoting enabled by default. It can be enabled on each 

Host individually by following these steps: 

¶ On the destination Host, run PowerShell as an Administrator 

¶ Now type Enable-PSRemoting ςForce 

 

Running this command performs the following: 

¶ Sets the 'Windows Remote Management' service to Automatic (delayed), and starts it 

¶ Enables a HTTP listener 

¶ Adds a firewall exception 

 



Click Studios  Privileged Account Management 

 

 
 

8 9ƴŀōƭƛƴƎ tƻǿŜǊ{ƘŜƭƭ wŜƳƻǘƛƴƎ Ǿƛŀ DǊƻǳǇ tƻƭƛŎȅ 

 

To enable PowerShell Remoting for multiple hosts at a time in your environment, you can use Group Policy to make the required changes. The following 

instructions provide detail of how to do this (screenshots here are from a Windows Server 2012 R2 domain controller): 

¶ Open the Group Policy Management Console 

¶ Create or use an existing Group Policy Object, open it, and navigate to Computer Configuration -> Policies -> Administrative templates -> Windows 

Components 

¶ Here you will find the available Group Policy settings for Windows PowerShell, WinRM and Windows Remote Shell: 

 

¶ hǇŜƴ άAllow remote server management through WinRMέ ǎŜǘǘƛƴƎ 

¶ Enable the Policy and set the IPv4 and IPv6 filter values to * 

 

¶ Click OK 
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¶ Navigate to Windows Settings -> Security Settings -> System Services 

¶ Select Windows Remote Management (WS-Management) Service and set the start-up mode to Automatic 

 

¶ Click OK 
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¶ You need to create a new Inbound Rule under Computer Configuration-> Policies -> Windows Settings -> Windows Firewall with  Advanced Security-

> Inbound Rules: 

 

¶ The ²ƛƴwa ǇƻǊǘ ƴǳƳōŜǊǎ ŀǊŜ ǇǊŜŘŜŦƛƴŜŘ ŀǎ άWindows Remote ManagementέΥ 
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¶ With WinRM 2.0, the default http listener port is TCP 5985. 
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¶ Select ñAllow the Connectionò 

 

¶ Close the Group Policy Editor 

¶ Link the PowerShell Settings GPO to correct OU for testing 

¶ Run gpupdate on your test computers, or reboot them 
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9 Iƻǎǘǎ ƛƴ bƻƴπ¢ǊǳǎǘŜŘ 5ƻƳŀƛƴǎ 

It is also possible to perform Password Reset, Validations and Discoveries for hosts which are in non-trusted domains. For this to occur, the following is 

required: 

¶ Functioning DNS so domain controllers and Hosts can be contacted 

¶ Firewall ports must be open to allow traffic through. Please refer to the following Open Ports documents which describes all features/modules of 
Passwordstate - https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf  

¶ A Privileged Account Credential must be supplied on the screen Administration -> Passwordstate Administration -> Privileged Account Credentials, in 
FQDN format i.e. user@mydomain.com 

¶ The Active Directory Domain information needs to be added on the screen Administration -> Passwordstate Administration -> Active Directory Domains, 
and then linked to the relevant Privileged Account Credential you created in the above step 

¶ When adding host records on the Hosts screen, it is recommended the Host names are specified using FQDN i.e. serverabc@mydomain.com  

 

https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
mailto:user@mydomain.com
mailto:serverabc@mydomain.com
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10 !ŎŎƻǳƴǘ 5ƛǎŎƻǾŜǊȅ ŀƴŘ tŀǎǎǿƻǊŘ wŜǎŜǘǎ ōŜǘǿŜŜƴ bƻƴπ¢ǊǳǎǘŜŘ 5ƻƳŀƛƴǎΣ ƻǊ ŀƎŀƛƴǎǘ ²ƻǊƪƎǊƻǳǇ /ƻƳǇǳǘŜǊǎ 

If you are wanting Passwordstate to perform Account Discovery and Password Resets between non-trusted domains, or on computers which are not joined to the 

domain, ȅƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ tƻǿŜǊ{ƘŜƭƭ ƻƴ ȅƻǳǊ tŀǎǎǿƻǊŘǎǘŀǘŜ ²Ŝō {ŜǊǾŜǊ ǘƻ άǘǊǳǎǘέ ŀƭƭ ǊŜƳƻǘŜ ƘƻǎǘǎΦ ¸ƻǳ Ŏŀƴ Řƻ ǘƘƛǎ ōȅ Ǌǳƴƴƛƴg the following PowerShell 

command: 

 

Set-Item WSMAN:\ localhost\ Client\ TrustedHosts -value * 

 

Account Discoveries on Work Group machines will also need to ŜƴŀōƭŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜƎƛǎǘǊȅ ƪŜȅ ƻƴ ǘƘŜ ǊŜƳƻǘŜ Ƙƻǎǘ ǘƻ ŀǾƻƛŘ ΨWinRMΩ errors, which are related to 

UAC blocking Powershell Remoting sessions when used with the Invoke-Command Powershell commandlet, which is what we use to do discoveries. 

 

Path = HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System 

Registry Key Name = LocalAccountTokenFilterPolicy 

Type = REG_DWORD 

Data = 1 

 

 

Please restart the Passwordstate Windows Service after making these changes. 
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11 [ƻŎŀƭ !ŘƳƛƴƛǎǘǊŀǘƻǊ !ŎŎƻǳƴǘ tŀǎǎǿƻǊŘ wŜǎŜǘǎ ²ƛǘƘƻǳǘ ǘƘŜ ¦ǎŜ ƻŦ ŀ tǊƛǾƛƭŜƎŜŘ !ŎŎƻǳƴǘ /ǊŜŘŜƴǘƛŀƭ 

If you are wanting to perform Password Resets on Windows Local Administrator Accounts, but not associated a Privileged Account Credential with the password 

record in Passwordstate i.e. reset the password using its own account, then you may need to add/enable the following registry key on the remote host to avoid 

Ψ!ŎŎŜǎǎ 5ŜƴƛŜŘΩ tƻǿŜǊ{ƘŜƭƭ wŜƳƻǘƛƴƎ ƛǎǎǳŜǎΦ 

 

¶ Path = HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System 

¶ Registry Key Name = LocalAccountTokenFilterPolicy 

¶ Type = REG_DWORD 

¶ Data = 1 
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12 tŀǎǎǿƻǊŘ wŜǎŜǘǎ ŀƴŘ !ŎŎƻǳƴǘ ±ŀƭƛŘŀǘƛƻƴ ŦƻǊ [ƛƴǳȄ wƻƻǘ !ŎŎƻǳƴǘǎ 

By default, most Linux Operating Systems do not allow you to SSH in using the root account ς for security reasons. 

Because of this restriction, it is recommended on the root password record in tŀǎǎǿƻǊŘǎǘŀǘŜΣ ǘƘŀǘ ȅƻǳ ǎŜƭŜŎǘ ŀ ΨtǊƛǾƛƭŜƎŜŘ !ŎŎƻǳƴǘ /ǊŜŘŜƴǘƛŀƭΩ ǿƘƛŎƘ Ŏŀƴ {{I ƛƴǘƻ 

the Linux Host, and perform Password Resets and Account Heartbeats. 

 

Example Screenshots of a Password Record configured to use a Privileged Account to reset and validate a root account: 
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In order to perform an Account Heartbeat in Passwordstate for the root account, when using a different Privileged Account credential, changes are required to 

each of the Sudoers file on your Linux desktops/servers. Below are the changes required: 

¶ Open the Sudoers file with visudo using the following command: 

Sudo visudo -f /etc/sudoers  

¶ When editing the Sudoers file, scroll to the bottom and add the following two lines, entering in the appropriate username you use in Passwordstate as your 

Privileged Account: 

## Enable sudo rootpw for Passwordstate Privileged Account 

Defaults:<username> rootpw 

 

Password Reset Implications 

²ƛǘƘ ǘƘƛǎ ŎƘŀƴƎŜ ŀōƻǾŜ ǘƻ ǘƘŜ ǎǳŘƻŜǊǎ ŦƛƭŜΣ ǘƘƛǎ Ƙŀǎ ƛƳǇƭƛŎŀǘƛƻƴǎ ŦƻǊ ǇŀǎǎǿƻǊŘ ǊŜǎŜǘǎ ŦƻǊ ǘƘŜ Ǌƻƻǘ ŀŎŎƻǳƴǘΣ ŀǎ ǘƘŜ άŎǳǊǊŜƴǘέ password value for the root account 

must be set correctly in Passwordstate for this to work. Below is example PowerShell code for how password resets are occurring with this type of configuration: 

echo -e $'$OldPassword\n$NewPassword\n$NewPassword' | sudo -S passwd $UserName 

 

The $ symbol represent parameters passed to the reset script, and $OldPassword in this case is the current value of the password stored in Passwordstate. 

 

Account Discovery Implications 

If you are wanting to configure an Account Discovery Job for root accounts, this requirement for password resets to have the current password stored for the root 

account in Passwordstate can cause complications. The two options for this are: 

¶ If your root accounts on all machines use the same password value, then on the Discovery Job you can specify this password to be set on discovery 

¶ If the above is not possible, then each of the accounts added into Passwordstate will need to be modified after they are discovered, and have the 

password set with the correct value. To do this you can edit the password record and: 

o Untick the option 'Password Enabled for Resets' 

o Reset the password to the correct value save the record 

o Edit the record again, tick the 'Password Enabled for Resets', and save the record again 

 

Once this is done, schedule and manual password resets can occur for your root accounts. 
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13 {ǘǊǳŎǘǳǊŜ ƻŦ ŀ tŀǎǎǿƻǊŘ wŜǎŜǘ {ŎǊƛǇǘ 

When creating your own Password Reset Scripts, we recommend that you copy one of ours as a basis for your own. We recommend this so that the Passwordstate 
Windows Service understands when the script has been executed successfully, or has failed. 
  
There are 4 key areas in all of our scripts, and there is a screenshot below which highlights these areas. They are: 
  

1. Command(s) to be executed - this is the actual work done on the remote host to reset a password 

2. Connect to remote host to execute command(s) - this connectivity method will vary on the host, but generally it is done via PowerShell Remoting, SSH 

connection, or a direct connection to a database server 

3. Error Capturing - this is where we try and capture as many of the error scenarios as possible. The error messages here will be included in the email report 

you receive when a Password Reset attempt has failed for whatever reason 

4. Calling the function - this is what initiates the call to all the 3 steps above it. The variables you see here, enclosed in square brackets [], are replaced in real-

time by the Passwordstate Windows Service when the reset occurs - it queries relevant data from the password record, the host record, and possibly the 

privileged account record if required 
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14 {{I ¢ŜƳǇƭŀǘŜ {ŎǊƛǇǘǎ 

With some default PowerShell Scripts provided by Click Studios, we use an SSH Library from a company called Chilkat. Due to licensing restrictions of this SSH .NET 
Assembly, customers are not allowed to clone our scripts which use this assembly, and then modify it for their own needs. 
  
To help you build your own custom scripts for systems that use the SSH connection protocol, Click Studios has included two new 'SSH Templated' Powershell 
scripts, which allow you to specify SSH command line parameters to be passed to the remote system. The two types of Templates Scripts are: 
  

¶ Remote Commands 

¶ Remote Shell 

  
Please see details below for further instructions on these two templated scripts. 
 

14.1 SSH Template - Remote Commands 

Typically, this template is used for sending single line commands to the remote host, and receiving output back. Equivalent scripts within Passwordstate which 
execute commands in this manner are: 
  

¶ Reset F5 BIG-IP Account Password ς AS 

¶ Reset F5 BIG-IP Account Password ς TMSH 

¶ Reset IBM IMM Account Password 

¶ Reset Linux Password 

 
 
 
 
 
 
 
 



Click Studios  Privileged Account Management 

 

 
 

Below is a screenshot of an example for resetting the password on a Redhat Linux account. In the example below, you can see that variables from a password 
record can be passed in the commands as well, and these are replaced real-time when the script executes. The example below shows [NewPassword], and 
[UserName]: 
 

 
 
 
Please see section 16.4 'SSH Template Variables' below for a comprehensive list of variables you can issue in your commands. 
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14.2 SSH Template - Remote Shell 

Typically, this template is used for opening a pseudo terminal on the remote host, and executing one or more commands within the terminal session, where you 
can also 'wait' for an expected result back from the operating system. Equivalent scripts which execute commands in this manner are: 
  

¶ Reset Cisco Host Password 

¶ Reset Dell iDRAC Account Password 

¶ Reset Fortigate Password 

¶ Reset Juniper Junos Password 

¶ Reset Palo Alto Password 

¶ Reset SonicWALL Password 
  
Below is a screenshot of an example for resetting the password on a Palo Alto Firewall account. In addition to the commands being issued, you can also 'Wait'  for 
a certain response from a command, before moving onto the next command. If you do not need to wait for a certain response, then simply include the *  symbol: 
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14.3 SSH Template Success and Error Conditions 

With the SSH Templated Scripts we provide, it is recommended you specify both "success" and "error" condition capturing, if possible. Some operating 

systems/devices, do not return any sort of "success" message after a successful password reset, so it is important in this instance to specify as many "error" 

capturing conditions as possible - otherwise the scripts will assume a successful reset has completed. 

  

In our SSH template scripts, we have our own built in error capturing for any sort of connectivity issues to the remote host. The error capturing details you provide 

are designed to report errors once you are already connected to this host, within the SSH session. 

  

Below is a screenshot of success and error capturing for Linux machines. When you determine which "commands to execute" for your device, it is recommended 

that during your testing within the SSH session, you try and capture as many possible errors as you can. 

 
















































































