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1 Overview

Passwordstate has two different remote session Launchers that you can use, a Client Based Launcher and a Browser
Based Launcher.

The purpose of these launchers is to automatically and securely connect you to remote machines, things like
Windows Servers, Desktops, Linux machines, Switches, Databases and Firewalls etc. It does this by retrieving
credentials directly from the Passwordstate vault, and passes these through securely to the remote session.

You can even have your users use these launchers to remote into these hosts, without even knowing which
password they are connecting in with. This is great for temporary contractors that may be doing some work for your
team.

This guide will explain how you can install and configure both of the launchers, and can also help you diagnose any
issues you may have when using either of them.

Below is a brief summary of each launcher:
Client Based Launcher:

e Supports connections for the following types:

o RDP
o SSH
o SQaL
o VNC
o Telnet

o TeamViewer
e Connects using a physically installed application on your machine, like mstsc.exe or putty.exe
e Requires one installation per machine where you want to use the launcher
¢ No plugins or agents required on remote hosts

e No session Recording

Browser Based Launcher:
e Supports connections for the following types:
o RDP
o SSH
e Runs directly in your browser, no installation required on each of your desktops

e All sessions are initiated (proxied) through a Gateway on your Passwordstate webserver, or you can host this
Gateway on a separate server if you wish

e No plugins or agents required on remote hosts
o Allows Session Recording for playback at a later date

e (Can be used in conjunction with the Remote Site Locations Module, so you can RDP or SSH into machines
over the internet or disconnected networks
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2 Install the Client Based Launcher

Installing and configuring the Client Based Launcher is a per machine process, and full details on how to do this can
be found in Passwordstate under the Help Menu ‘Remote Session Management’

Click on the button ‘Install/Configure Client Based Launcher’ and then follow the on page instructions to install the
client, and then configure you browser.

[Ar

Passwordstate v (Build 9350)

ADMINISTRATION ‘

PR o | Passwordstate Administration

£ Account and Host Discovery

I Remote Session Management

1 Active Directory Domains

[ Auditing
| Auditing Graphs Browser Based Launcher Client Based Launcher

Passwordstate has two different types of Remote Session Launchers which can be used, with the following features

) Authorized Web Servers

« Runs from within your Browser - can be used on all Operating Systems ~ « Requires Client Install - Windows Operating Systems only
= RDP & SSH Sessions « RDP, SSH, Telnet, VNG, SQL and Teamviewer Sessions
I « Al sessions are initiated (proxied) from the Passwordstate web server o Al sessions are initiated from the user’s PC
Help o Session Recording and Playback o No Session Recording
Sy — * No plugins or agents required on remote hosts * No plugins or agents required on remote hosts
Guided Tour
Mobile App Manual Please use the buttons below for viewing various installation instructions, and manuals
Online Help
Install/Configure Client Based Launcher | Install Browser Based Gateway | Install Browser Based Gateway For Remote Site Locations Module | Remote Session Management Manual

Password Reset Portal User Manual
Privileged Account Management
Remote Session Management
Remote Site Agent Manual
Security Administrators Manual
User Manual

Web API Documentation

Whats New

BB Password List Templates

Note 1: Configuring the Browser is a once off process, which allows the browser to launch the physically installed
app on your machine. If you clear you Browser cache, you will need to follow this process again

Note 2: The Client Base launcher will fail to launch a session if you have popups being blocked in your browser.
Please check popups are allowed in your browser if your sessions appear to “Do Nothing” when attempting to
connect.

Note 3: If you would like to install the client based launcher using your software deployment tool, you can use the
following switch to install it silently without the installer GUI — passwordstatelauncher.exe /s
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3 Installing the Browser Based Launcher

Installing the Browser Based Launcher is a once off process on a single server of your choice. It can be installed on
any Windows operating system of your choice, and all sessions are tunnelled through a Windows Service that you
create during this installation process.

The core Passwordstate website comes preinstalled with this Browser Based Launcher, but it does still require some
configuration as a once off process before you can start using it. This is the most preferred and easiest option a
majority of Click Studios customers use.

Alternatively, you can install this Browser Based Launcher on a separate server to where you have Passwordstate
installed.

To configure the existing install of the Browser Based Launcher on your Passwordstate webserver, or to install it
separately, please see this install guide which is mostly automated for you:

https://www.clickstudios.com.au/downloads/version9/Passwordstate Remote Session Launcher Gateway Install

Guide.pdf
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4 Install Browser Based Launcher for Remote Site Locations Module

Passwordstate has an additional module called Remote Site Locations, which allows you to deploy an agent to a
remote network that you do not have direct connectivity to. This agent can discover and manage privileged
accounts and passwords on that remote site, and this is all centrally managed from your internally hosted
Passwordstate instance. More information on this Remote Site Locations module can be found here:
https://www.clickstudios.com.au/remotesitelocations/default.aspx

If you use this Remote Site Locations module, it’s possible to install the Browser Based Remote Session Launcher on
the same network. This allows you to perform RDP and SSH sessions within that remote network over the internet.

Passwordstate Web Server

E DNS Server

External DNS
https://customerl.contoso.com:7273 Open Port 7273
[ [ [ |
1 } | —
> - - Remote Site Agent +
I

| T T T
1 Browser Based Gateway
Server

Port forward 7273
. to Gateway Server

Passwordstate User ‘:E I:E
Pt PPt

RDP Session 3389 SSH Session 22

To set this up, please follow the section called “Install Browser Based Remote Session Launcher on Remote Site” in
this manual: https://www.clickstudios.com.au/downloads/version9/Passwordstate Agent Manual.pdf
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5 How to Launch a Remote Session

Once you have everything set up, launching a session using either of the Launchers is very easy. The primary way is
to click on a host, and select the Auto Launch button. In the example below, we'll be connecting into alien.halox.net
with an account called “msand” which is a Windows Domain account.

Passwordstate voo @il s0s0)

Host Dashboard

53]
Jo)

Hosts Home
» T Click Studios

alien.halox.net

el » = Customers #
» T Firewalls Remote Session Launcher
| ]
Ll < [T Internal Infrastructure Please choose appropriate authentication credential and Launch button low.

» T Client Based RSL

Q RDP Linked Credential(s) : == ; ;
» ™ Linux Servers -.| \Active Directory Accounts\msand H

4 P~ Windows Servers Client Based Launcher
» 772016 Servers #

"3:. alien.halox.net

A ~
' Auto Launch = E#] Manual Launch

Browser Based Launcher

% sqinode1 halox.net ~,‘ Auto Launch @ Manual Launch
%; sqlnode2.halox.net
& win2ki2orat halox.net
& win2l1 2tfs. halox.net

» 77 Perth »

» T 5QL Servers %

& Documents

Alternatively, you can click the Manual Launch button instead, which will allow you to enter your credentials if you
do not have them already saved in Passwordstate, or you do not have them linked via a Remote Session Launcher:

When entering credentials enter them in the format of domain\username for domain accounts, or just username
for local accounts to the Host.

E
2 Remote Session Launch

Please search, or manually supply credentials below to initiated a Remote Session

connection to Host "desktop02.halox.net’.

Search Credentials

Manual Credentials:

Userhame |ha|o:-f\a'.'.ri|s ‘

CETTTETT T Y ‘

Password

Launch Close
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Another way to establish an automatic connection is directly from within a Password Record. By clicking this icon
below, it will connect into the Host using a local account on the machine, in this example we’ll be connecting to a
host called Desktop02.halox.net, but using the Local Administrator account:

B4 Edit Password

Please edit the password below, stored within the "Windows Passwords' Password Wst (Tree Path = \_Production Passwords).

password details notes security reset options heartbeat opticns browser form fields
Title = |Deskl0p02\Administrator \ | I*}
Managed Account (0 Enabled for Resets Enabled for Heartbeat
Account Type & windows
Host Name * desktop02.haloxnst o, hw
UserMame |administrator |

Generic Figld 1 | |

URL | |

Expiry Date

Password Generator My Personal Generator Options M

o EEY-EX

Confirm Password *

Strength Status:

:’ Reset Tasks (0) [Ell Added via Discovery [B Compliance Mandatory B Prevent Bad Password

Save Cancel

A second option to launch a session directly from a password record, is from the Actions Menu. Here we are
launching into the same machine, with the same Administrator account:

b W sss mimen s

& Windows Passwords (Local Windows Accounts on any Company Machines)

Actions  Title Domain or Host User Name Generic Figld 1 Account Type
T T T T T
B3 o P
©  appserver12\~0000AEAdmIn appserver12.haloxnat ~D000AEADMIN & windows
©  appserverig\administrator B appserveris administrator & windows
©  appserverigymarles B appserveris marlee & windows
1] Desktop02yAdministrator T S S administrator & windows
Copy or Email Password Permalink sdministratar B windows
¢] Copy or Move to Different Password List . .
o o Ipi sand & windows
lete
: 1 & windowr
Expire Password Now rartee La o
- - 1 =
Y’ Filter Recent Activity on this Record & windows
& Link Account to Multiple Web Site URLS & windows
;¥ Remote Session Launcher with these Credentials & windows
@ send Account Heartbeat Request
& send Self Destruct Message
Ad g Toggle Favorite Status = List Administrator Actions... i
@ vView & Compare Histary of Changes
@& View Documents
8 view Individual Password Permissions
pa 1 View Password Reset Dependencies 2 Sumame [P Address  Description
Password Lee Sandford (halox\|sand) upd
2 2:43:43 PN A\ d 0.0, - o N
2/04/2020 12:43:43 PM Updated haloxylsand Lee Sandford = 10.0.0.154 View Password | View History
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6 Adding Hosts into Passwordstate

In our software a “Host” can be any type of Server, Desktop, Laptop, or other devices such as a Firewall or a Switch.
In order to make connections to Hosts, you must first have the Host added into Passwordstate.

There are a few different methods on how to add Hosts:

1. Manually add them one by one

2. Import them from a csv file in bulk through the User Interface
3. Add them automatically on a schedule by a Host Discovery job
4

Add them via the Passwordstate API

6.1 Manually Adding Hosts

To add them manually, select the Add Host option under Hosts tab -> Hosts Home:

Passwordstate voo euid s

‘ HOSTS ‘

Q Hosts Home
=
» ™ Click Studios Host Statistics
agll + T Customers ¢ Total Hosts 21 Out-Of-Band Hosts : 2
» T Firewalls Unmanaged Hosts : 12 Router Hosts : 2
& = Intemal Infrastructure Windows Hosts 171 Switch Hosts 8
9 : MySQL Servers & Linux Hosts : 24 Unix Hosts - 0
r Switches Linked Password Records : 139 Folder Documents : 1
Firewall Hosts : 4 Host Documents: 6

Add Host | View All Host Records | View Host Discovery Jobs
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When adding in a host manually, there are many different options you can set, but the most import ones that you'll
need to configure to perform a remote session to it are the Host Name, the Host Type and the Connection Type:

t.._l To add a new Host, please fill in the details below.
host details notes
Pleaze spegify details for the Host as appropriate.
General Hos ies
Host Mamea: |3—:-sktnpD5.halnx.nEt |
Fully Qualified Domain Mame (FQDM) provides greater flexibility and performamnce, or MetBIDS
name can be used if needed.
Title: | |
f the Title field has a value, this will be displayed in the Hosts Mavigation Tree instead.
Tag: | |
Can be any descriptive Tag you want, which is also included in Host search results.
Lite Location Imternal -
Host Type: * Windows -
Operating System: * Windows 10 -
mternal IP: | |
External IF: | |
MAC Address: | |
Session Recording: * Oives ® Mo (record 2l remote sessions for this Host)
Wirtual Machine: * Oives ®Ho
Wirtual Machine Type: O amazon Dazure O Google Cloud ® Hypery O virtwzlBox O vMware O Xen
Databaze Server Type: -- Select Databasze Server Type -- -
Databasze Instance: | |
Thiz is for an 0L Server Instance, or Oracle Service Mame if required.
Database Port Mumber: | |
f using default ports, blank values will generally work here.
Host Heartbeat: 12 ~ Hour 31 *| Minute (time esch day a Heartbeat is exscuted)
Remot@ onnection Froperties
By specifying iate settings below, this will allow a remote connection to the host directly from within Passwordstate.
Connection Type * ®ror OssH OTeamviewsr OTelnet Ownc
Port Murnber® |3539 |
Additional Parameters
The parameters below will be passed to the Passwordstate Remote Session Launcher, in an encrypted format If the client
you're using for Remote Sessions requires additional command line parameters to function, you can specify them abowe.
Parameters Passed - Host Mame, Port Mumber, UserMame and Password
Zave Save & Add Another Cancel
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6.2 Adding Hosts in Bulk via CSV File

Importing in bulk via a csv file can be initiated from Hosts Home -> View All Hosts Records -> Import. This process
will generate a csv file for you, which you’ll need to populate with relevant data, save, and then import back into the
system.

6.3 Adding Hosts Automatically using a Hosts Discovery Job

A very easy way to import your Hosts into Passwordstate automatically is via a Hosts Discovery Job. These are
mainly used for Windows Servers and Desktops, but if you have Linux Servers or other operating systems added into
your Active Directory domain as a computer object, it’s possible to import these too via a Host Discovery Job.

To set up a Hosts discovery job to scan Active Directory and import hosts automatically, please see this tutorial
video: https://www.youtube.com/watch?v=UifVi2rH8x0

6.4  Adding Hosts via API

Inside Passwordstate, you’ll find a manual for our APIs under Help -> Web APl Documentation. In these manuals
there is a section for administering Hosts in Passwordstate, which you can use to script the addition of hosts into
your system

6.5 Organising Hosts ready for Connections

Now that we have added the Hosts into the system, it’s time to begin organising them logically into Folders under
the Hosts tab. On your Hosts Home screen, you should see an empty Navigation Tree:

Passwordstate ves guidsooo

HOSTS

Q Hosts Home

=) s Home

¥ou can start organizing your Host

Host Statistics

C : L Total Hosts : 234
records into Folders here by right clicking
on "Hosts Home" and adding your first Unmanaged Hosts 0
Folder. Windows Hosts : 185
Linux Hosts : 30

From there you can add further folders,
import host records into them, designing Linked Password Records © 157
a structure which makes sense to you. -

o ! Firewall Hosts 4

Once done, you can begin using _ _
Privileged Remote Session Management Add Host View All Host Records | View

in Passwordstate

Please also refer to the documentation
under the Help Menu for detailed
instructions if required.
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You'll need to create at least one folder by right clicking Hosts Home and select Add Folder. When adding this
Folder, give it a relevant name such as “Windows Servers”. If needed you can automatically add Hosts into the
Folder based on certain criteria. For example, you could choose Server 2019 machines and if you have tagged your
Hosts you could potentially use that information as well. Using this example, all Server 2019 machines that have a
matching tag will be added to this folder at the time of creation, and any new Server 2019 machine added to
Passwordstate will be added to this folder as well.

w Add New Host Folder

To add a new felder, allowing you to organize your Hosts in a structured way, please fill in the details below.

folder details

Please specify appropriate details below, then click on the Save Button.

Folder Settings

Site Location * Internal &
Folder Name :* |Windows 2019 Servers |
Description : |Used for Windows Servers in Contoso Data Centre |
Permission Model : J propagate permissions from this Folder down to all nested Folders,

dding Hosts into Folder

When this Folder is created, add Host records into it which match the criteria below. Any new matching Host records
added into Passwordstate will also be added to this Folder.

Host Mame or Title Match : Tag Match:
| | |Data Centre - Contoso
Separate search terms with a semicolon. Separate search terms with afsemicolon.
Host Type : Operating System : Database Server Type :
Windows & Windows Server 2019 W -- Select Database Server Type -- i

Save Save & Add Ancther Cancel
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For now, we'll create an empty Folder, so we can demonstrate how to manually add Hosts into this folder. To
manually add Hosts to a Folder, select one of these options:

Passwordstate vso @uidsoso

HOSTS

:
& Q Folder - Windows 2019 Servers
e Hosts Home

» T Click Studios Folder Properties
1 e . .

Customers Site Location h Internal

N
° Firewalls Folder Name : Windows 2019 Servers
ax BN

. Internal Infrastructure Permalink : https://passwordstate9.halox.net/hfid=4905

9 MySQL Servers & Permission Model - T This Folder is set to have its permissions managed manually, but not have them propagated.

» T Switches

‘-W Adding Hosts into Folder
= Add Folder Host Name or Title Match Tag Match :

EJ Add Hosts to Folder

. . Host Type : Database Server
° Edit Properties
Q Remove All Hosts from Folder Operating Systems :
4 View Permissions View Permissions | Edit Properties | Add Hosts to Folder | Remove All Hosts from Folder | Delete Folder

@ Documents

Actions  Document Name Description Modified Modified By
No records to display.

Add Document  Grid Layout Actions.. =

Now find the Host/s you want, and select this option to add them into the Folder:

Add Hosts into Folder

To manually add Host records into the selected Folder, search and select Host records as appropriate, and then click the ‘Add Seleced |

Hosts Filters

Host Name : Host Type : Operating System : Site Location
webserver All Host Types i -- Select OS -- i Interna
[]  Host Name Site Location Port Title
T T T
_—
v ®  webserver01.halox.net Internal
v ®  webserver02.halox.net Internal
v ®  webserver03.halox.net Internal
? (& & webserver04.halox.net Internal 3389
(0 @ B webserver05.halox.net Internal 3389
(J @ B webserver06.halox.net Integnal 3389
(0 @ B webserver07.halox.net nternal 3389
(J @ B webserver08.halox.net Internal 3389
Return to Folder | XlRIICalNeledcl | Grid Layout Actions... =
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If you’d like to share this Folder out with another colleague, or any other Passwordstate user, use the View
Permissions button to add them in:

Passwordstate veo euidooso

HOSTS ‘

.
B Q Folder - Windows 2019 Servers
= Hosts Home

» T Click Studios Folder Properties
I/_\} -

i’ Customers & Site Location : aﬁ Internal
- 4 Firewalls Folder Name : Windows 2019 Servers
ey — 1

' Internal Infrastructure Permalink : https://passwordstate9.halox.net/hfid=4905
9 MySQL Servers Permission Model : T This Folder is set to have its permissions managed manually,

» T Switches

Tl \Windows 2019 Servers| Adding Hosts into Folder

%\ webserver01.halox.net Host Name or Title Match :
%, webserver02.halox.net Host Type :

%, webserver03.halox.net Operating Systems :

View Permissions | Edit Properties | Add Hosts to Folder | Remove All Hosts fr

@ Documents

Actions  Document Name Description

No records to display.

Add Document  Grid Layout Actions...  ~
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7 Remote Session Credentials

Now that we have the Hosts entered into the system, we need to set up credentials which will be used to connect
into the Hosts. Primarily we do this by way of a Remote Session Credential, and we use one Remote Session
Credential to connect to multiple Hosts if desired, or we can filter them to only be used to log into specific Hosts.

In the example below, we’ll set up a Remote Session Credential that uses an Active Directory Domain account. This
domain account has enough permissions to RDP into any Windows Server on the network.

7.1 Adding a Password Record

First, you'll need to create a Password Record, that is in a Password List that is enabled for resets (However you can
untick the “Enabled for Resets Option” on the record if you do not want Passwordstate to automatically reset this

account’s password on a schedule).

Choose the account type as Active Directory, and set the Domain, Username and Password for this account. If you

want to confirm the password is in sync with Active directory, click the Heartbeat

icon.

B4 Add New Password

Add new password to "Windows Admin Accounts’ Password List (Tree Path = 4).

password details notes security reset options heartbeat options
Title |Shared Admin Account
Managed Account Enabled for Resets Enabled for Heartbeat
Account Type &  Active Directory v
Domain * halox * o,
UserMame |pws_windows ‘
Description | ‘
Expiry Date
Password Generator My Personal Generator Options -
Password * \ oW I

Confirm Password *

[TITTITER]

Password Strength W W W Compliance Strength W W W W
Strength Status: 1 symbol characters
B compliance Mandatory Bl Prevent Bad Password Usage
Save

Save & Add Ancther

Cancel
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7.2 Adding a Remote Session Credential
After creating a Password Record, go to Hosts tab -> Hosts Home and select Add Credential.

On this screen you should give your credential a Description, choose what type of Connections it can make, and link
it to the password record we created in the step above (**Hint** - Start typing the username in the Link To
Credential field):

query properties

Any Hosts which match the query details below will use the selected Password record for Remote Session authentication.

Remote Session Query Properties

Description: * |Windows 2019 Servers |

Include Host Name Match: | |

Examples are: win2k12serverl (single host), or wildcard matches like win2k12* or
ServerMame*Win, Multiple hosts matches can be comma separated, and use the
‘Query Results’ tab to test.

Exclude Host Name Match: | |

Same guery syntax as above, and use the ‘Query Results' tab to test.

Site Location * Internal &
Host Type(s): Windows 4
Operating System(s): Windows Server 2019 =
Connection Type @rpp OssH OTeamviewer OTelnet Ovne Osal server

Link To Credential: * “WWindows Admin Accounts -» pws_windows -» Shared Admin Account Q,

Save Cancel

= Note: On this page you can filter on which Hosts this Remote Session Credential can connect to with wildcard
matches by using the “Include Host Name Match” or the “Exclude Host Name Match” fields.

To quickly see which Hosts this credential can connect into, click the “Query Hosts” tab under the Query Results tab:

& Edit Remote Session Credential Query

Please update details for the Remote Session Credential query below as appropriate, and test the quege on the 'Query Results tab.

query properties query results

To see the results of the query properties, please click this button| Query Hosts

Hast Namea

I appserver06.halox.net
I appserver12.halox.net
[ appserveri3.halox.net
I appserveri3appserver12.haloxnet
[ daserverD1.halox.net
& deserverDl

[ deserverD2 halox.net
& doserver01.halox.net
[ exserver01.halox.net
& hyperv0.halox.net

-

3 passwordstate01.australiaeast.cloudapp.azure.com

Save Cancel
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7.3 Sharing out a Remote Session Credential

If you want to share this Remote Session Credential out, so other team members can also use it to connect into
Hosts, you can do so via the Actions menu:

# Remote Session Credentials

Actions  Description Host Name Match  Site Location Connection Type Linked To Password
T T T T T
o ‘:‘-.flndm'.'s 2019 Server Internal RDP ﬁfhz red Admin Acc
€ Delete

Ad ) . w Remote Session Launcher 3 : -
8 view Permissions | Grid Layout Actions...

One benefit of sharing out Remote Session Credentials like this, is the user does not need to have access to the
password record that it is linked to. This means those users can use this Remote Session Credential to connect to
your Hosts, but they will not even know the password they are using to connect in with.

This feature is useful if you have contractors on site with a requirement to remote into different machines. As they
do not know the password they are authenticating with, there is no need to reset account passwords when the
contractor leaves.

If the contractor attempts to edit the Remote session Credential, the Save button will be disabled as they do not
have access to the Password Record it is linked to:

& Edit Remote Session Credential Query

Please update details for the Remote Session Credential guery below as appropriate, and test the query on the "Query Results’ tab.

query properties

Any Hosts which match the query details below will use the selected Password record for Remote Session authentication

Remote Session Query Properties

Description: * |I3rivate Credential |

Include Hast Name Match: | |

Examples are: win2k12server1 (single host), or wildcard matches like win2k12* or
ServerMName*Win, Multiple hosts matches can be comma separated, and use the
‘Query Results’ tab to test,

Exclude Host Mame Match:

*cloudapp™ |
Same query syntax as above, and use the "Query Results' tab to test.

Site Location * Internal -
Host Type(s): Windows hd
Operating System(s): -- Operating Systems Filter -- =
Connection Type @rpp OssH OTeamviewer OTelnet OVNC QL Server

Cancel
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7.4  Time-Based Access to Remote Session Credentials

When applying permissions via the Actions menu in the Section 6.3 above, you are also able to set an expiry date so
access will be automatically removed when your contactor leaves:

fQ Remote Session Credential Permissions

Please apply permissions for who can use the Remote Session Credential "Private Credgs

remote session credential permissions time based access

To et an expiry date and type for the selected Remote Session Credential permission, please use the appropriate
options below.

Access Expires :

O Never
@ n: ays: Hours: E Minutes: E
O at Date: Time:
status: Save | Cancel
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8 Personal Preferences

Under your personal Preferences, which can be accessed from the Menu pane on the left-hand side of your web
page, or by clicking your name in the top right-hand corner, you can choose which Remote Session Launcher to use if
launching from inside a Password Record:

Search Passwords or Hosts .|

Passwordstate V8.9 (Build 8903)

PASSWORDS

Q3 h
& Preferences
e o

L3 ﬁ _Production Passwords.
IE5 Click Studios

To medify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save’ button.

color theme authentication options mabile access options browser extension

miscellaneous

passwords tab hosts tab
Preferences
Please select which Password List or Folder options you would like to return when you navigate to the Passwords Tab.
Address Book

Passwords Navigation Tree Defaults

Preferences
Otbl\apse all nodes in the Navigation Tree @® Remember expand status of all nodes in Navigation Tree

T ® show all Password List/Folders in the Navigation Tree O Hide all Password List/Folders in the Navigation Tree
+ [5 Service Desk
B wi Limit the number of displayed Nodes (Password Lists and Folders) in the Navigation Tree to:
3 .
+ Windows Team E’ (setting to O will show all Nodes, and if limiting the number of displayed Nodes, use the 'Search Password Lists' feature.)

L4 Password Manager XP

“ Sando.local
. dolacal If launching a Remote Session to a Host from within the Passwords tab, and you have access to both the Browser and Client Based versions of the Remote Session Launcher,
& Sando.local which launcher would you like to use:
 frent O Client Based Launcher @ Browser Based Launcher
& test
£ Chandler Use Load On Demand Feature for faster loading and expanding of Nodes in the Passwords Navigation Tree:

Oves ®no

B Credit Card Logins

The Browser Based Launcher also includes support for multiple different keyboard layouts. It’s possible to change
your keyboard layout under Preferences -> Miscellaneous:

If you would like to use a different Keyboard layout for RDP sessions when using the Browser Based Launcher, please select it here.

United States - English ~
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9 Administration: Feature Access

As a Security Administrator of Passwordstate, you are able to control how the Remote Session Launcher behaves.
There are a number of settings under Administration -> Feature Access -> Remote Sessions

On this page you can configure things such as who can and can’t use the Remote Session Launchers, who will have
their session recorded, or possibly even control who can manage Remote Session Credentials.

We'd encourage you to as a Security Administrator to browse through this page, and assess whether you will use any
of these settings in your environment.
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10 Session Recording

One of the features that you can use with the Browser Based Launcher is Session Recording. This will record the
screen so an appropriate person in your company can later play it back to review what work a particular person has
performed whilst in a remote session.

An example of when you might want to use this is if you have a contractor coming on site to perform some work for
you, you can advise them ahead of time that their work will be recorded. This can be handy if you need to get video
footage of their work for documentation purposes, or maybe even if you need to have evidence of what work was
actually performed.

You can control who has their sessions recorded under Administration -> Feature Access -> Remote Sessions by
configuring this setting below (By default no one has their sessions recorded)

Specify which users will have their sessions recorded, for later playback if required: (Erowser Based Remote Session Launcher only)

Record Sessions For Selected Users

You can also choose whether or not to display a warning that the session will be recorded by enabling this option on
the same page:

Do you want to display a Session Recording warning to users so they know their remote sessions are being recorded:

If you turn on the warning for the user, they will see this message before they attempt to connect:

desktop02.halox.net

Remote Session Launcher

Please choose appropriate authentication credential and Launch butten below.

RDP Linked Credential(s) : L& \Remote Session Launcher Accountsylsand ¢

Client Based Launcher
—
& auto Launch Manual Launch
Browser Based Launcher WM ‘Your sessions will be recorded

& ~
w Auto Launch EE] Manual Launch
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If you would prefer to record all sessions for a specific Host, rather than per user, you can set this option on the Host
when editing it:

LI Edit Host

Please make changes below for the selected Host as appropriate, then click on the 'Save’ button.

host details notes

Please specify details for the Host as appropriate.

General Host Properties

Host Name: * |cesktop-:]2.ha|ox.net |
Fully Qualified Domain Mame (FQDN) provides greater flexibility and performance, or NetBIOS
name can be used if needed,

Title: | |
If the Title field has a value, this will be displayed in the Hosts Navigation Tree instead.
Tag: |OU:Windo'.‘.-s Servers,OU=Sandbox Testing, DC=halox DC=net |
Can be any descriptive Tag you want, which is also included in Host search results.
Site Location Internal &7
Host Type: * Windows ~
Operating System: * Windows 10 / ~
Internal IP:
| Vi |
External IP: | / |

MAC Address: / |

Session Recording: * s @ No (record all remote sessions for this Host)

Virtual Machine: = Oves ®No
Virtual Machine Type: Amazon Azure Hypery Google Cloud VirtualBox VMware Xen
Database Server Type: -- Select Database Server Type -- ~

Session Recording Settings
Session recordings can be saved in one of three locations:

e The default path is c:\inetpub\passwordstate\hosts\gateway\rec (your path may be different if you’ve
installed Passwordstate into a different folder, or deployed the Gateway separately)

e Oryou can save to a different folder or disk on your Passwordstate web server

e Oryou can save to a network share.

Note: If you are using the High Availability module for Passwordstate, it is recommended you save recorded sessions
to a Network Share, so both instances of Passwordstate have access to replay the session recordings.

When changing the path to where you wish to save session recordings, this needs to be done in two locations:
1. On the screen Administration -> Remote Session Management -> Configure Remote Session Gateway

2. Inthe file C:\inetpub\Passwordstate\hosts\gateway\gateway.conf

The different formats that can be used are:
1. rec->to save recordings in the default folder of 'c:\inetpub\passwordstate\hosts\gateway\rec'
2. <drivename>:\\<foldername> -> to save recordings to a different disk on your Passwordstate web server

3. //<servername>/<sharename> -> to save recordings to a network share
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Example of changing the path in the User Interface:

& Configure Remote Session Gateway

Specify the Port the Gateway will listen on:

7273

Specify the Folder where all recorded sessions will be stored: /

EN\PasswordstateRecordings

L value on the screen Administration ->

5

If recording sessions to a network share, please select a domain account below to delete sessions from the share, as required:
Account® Q

Cancel | Save

Example of the changing the path in the gateway.conf file:

swordstateRecordings

= true

Note 1: the recdir setting is used to tell the gateway where to save the Session Recordings

Note 2: When changing this setting, you need to restart the Passwordstate-Gateway Windows Service to pick up the
change

Session Recording Permissions

When storing session recordings using the default rec value, the NTFS permissions are already correct.

If, however you specify a different location such as static folder on a different disk, then you need to ensure at least
Authenticated Users have modify access to the folder.
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When using a Network Share, you must modify the ‘Log On’ rights for the Passwordstate-Gateway Windows Service,
with an account that has read/write to the share — screenshot below for this.

If you want Passwordstate to delete session recordings from the network share, please set an account on the
Configure Remote Session Gateway page that also has permissions to delete from the network share.

Passwordstate- Gateway Properties (Local Computer) >

General Lt\'}on Recovery Dependencies

Log on as:

() Local System account

Allow service to i with desktop

(@) This account: |dcnmain'-gateway_svc | Browse..
Password: |--------------- |
Corfimm password: |||-|||-|||-|||- |

Cancel Aoy

Note: Session Recordings will not be included in the standard Passwordstate backup functionality, due to the
potential size of the files. If you have left the recording folder in the default path, then you need to organize your
own backups of these files if required.

To play back the recorded session, navigate to Administration -> Remote Session management -> Recorded
Sessions and from this page you can watch the video within your browser by clicking on the Media button, or you
can delete the session from the Actions Menu:
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P Remote Session Recordings

Below are all the saved recorded Remote Sessions, which you can playback by pressing the appropriate Play button.

Actions,

0O 00 O0RpOO O O

Date Host Name Match
T T
28/05/2019 12:23:06 PM [ hypervO.haloxnet  RDP
30/05/2019 9:05:02 AM RDP
30/05/2019 9:02:31 AM RDP
30/05/2019 1 3 hypervQ.haloxnet | RDP
Delete . RDP
Mark Recording as Complete 3p01.halox.net
es =]
30/05/2019 2:46:17 PM B T RDP
3/06/2019 8:07:48 AM QD alienmi5.haloxnet  RDP
=i =]
3/06/2019 931:20 AM webserver01.halox.net o2
14/06/2019 7:12:23 AM @ hypervo.haloxnet | RDP

Remate
Connection Type

T

Authenticating

Initiated By Account File Name In Progress
T

halosIsand halox\lsand /20190528 /hypervO.halox.net lsand.rdpy

halox\lsand halox\|sand 0 r01.halox.net_lsand.rdpv

halox\lsand halox\lsand #20190530/dcserverD1_Isand.rdpv

halox\lsand halox\lsand /20190530/hyperva.halox.net_lsand.rdpv

halox\lsand halox\|sand /20190530/desktop01.halox.net_lsand.rdpv

halox\lsand halox\lsand 0 1.halox.net_lsand.rdpv

halox\lsand halox\lsand /20190603/alienm15.halox.net_lsand.rdpv

halosx\lsand halos\|sand 720 / er01.halox.net_lsand.rdpv

halox\lsand halox\lsand /20190614/hypervd.halox.net_lsand.rdpv ]

Site Location

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

17 Address

T T

10.0.085

10.0.085

10.0.0.85

10.0.085

10.0.085

10.0.0.85

10.0.085

10.0.0.153

Duration  Playback
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11 SQL Server Connections

The Client Based Remote Session Launcher is capable of establishing automatic connections with SQL database
servers. It's possible to connect with a domain account, or a local SQL account.

We have a training video for this, which explains how to set this up, and launch a SQL session:
https://www.youtube.com/watch?v=4RnzHKI-kOo

In order to perform Remote Sessions for SQL Server, you need to have the SQL Server Management Studio installed
on your PC where you are accessing Passwordstate from.

Source files for SQL Server Management Studio can be found here: https://docs.microsoft.com/en-
us/sql/ssms/download-sqgl-server-management-studio-ssms?view=sql-server-verl5

= Note: Microsoft have removed the ability to pass a SQL Server account password value to SQL Server
Management Studio via the command line, in SQL Management Studio 2018. Authenticating with Active Directory
accounts works with Management Studio 2018 and above, but if you wish to use Local SQL Accounts you will instead
need to use SQL Management Studio 2017.

If you need to download SQL Server Management Studio 2017, see this link: https://docs.microsoft.com/en-
us/sql/ssms/release-notes-ssms?view=sql-server-2017#previous-ssms-releases
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12 TeamViewer Connections

If you use TeamViewer to do Remote Sessions over the internet, it’s possible to launch these sessions automatically
using our Remote Session Launcher. You must have TeamViewer installed on the computer you are accessing
Passwordstate from, and source files for this software can be found here: https://www.teamviewer.com/en/.

You’ll also need to ensure the remote machine you are connecting into has Teamviewer installed and set up for
unattended access. This ensures you have a static password configured for the remote TeamViewer machine.

Next, ensure you have a Password List created for your TeamViewer Credentials, with the “Enable Password Resets”
option enabled:

i= Edit Password List

To edit the details for the selected Password List, please fill in the details below for each of the various ta

password list details customize fields guide api key & settings

Please specify Password List settings manually below. Q

Password List Details

Site Location BA internal

Password List * Teamviewer Accounts

Description

Image B teamviewer.png ~| @
Password Strength Policy * Default Policy ~ B 5
Password Generator Policy *  pMy Personal Generator Options M
Code Page * Use Passwordstate Default Code Page MR
Additional Authentication ™ None Required - B

Password List Settings

LRI R R = Loiw g 1 e e T

#| Enable Password Resets - allows password resetting with other systems &

= ANUW Fa55WOTL LIS U DE Exported s
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Next, we’ll add in a Password Record with the following configuration:

Deselect the ‘Managed Account’ options, select the ‘Teamviewer’ Account Type, lookup the appropriate Host, and
specify the TeamViewer ID as the Username field — like in the screenshot below.

B4 Edit Password

Please edit the password below, stored within the "Teamviewer Accounts’ Password List (Tree Path = \Infrastructure).

password details notes security reset options heartbeat options
Title * |skyfrac\'l235?'l499 | 1*}
Managed Account ) Enabled for Resets L] Enabled for Heartbeat
Account Type [ Teamviewer
Host Name * skyfrachalox.net x
UserName [123571499 |
Description i i
Expiry Date
Password Generator My Personal Generator Options -
Password * | -------- | e /%
Confirm Password * | ........ |
Password Strength W ¥ A W Compliance Strength Y W W W
Strength Status: 1 symbol characters
C’ Reset Tasks (0) [B] Added via Discovery [El compliance Mandatory [E Prevent Bad Password

Save Cancel

'! The reason we need to configure the Password List and Password record in this manner, as we need the Remote
Session Credentials to be able to find a match against the Host Name and UserName field in the password record
itself. This is the only way currently to guarantee this sort of accuracy with the match.
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The Host you are connecting to must have the TeamViewer option selected:

& Edit Host

Please make changes below for the selected Host as appropriate, then click on the 'Save’ button.

host details installed software

Please specify details for the Host as appropriate.

General Host Properties

Host Name: * ‘sk)rfrac.ha\ux.n et |

Fully Qualified Domain Name (FQDN) provides greater flexibility and performance, or NetBIOS
name can be used if needed.

Tag: ‘CN =Computers, DC=halox,DC=net |
Can be any descriptive Tag you want, which is also included in Host search results.

Site Location Internal M

Host Type: * Windows ~

Operating System: * Windows 10 <

Internal IP: ‘ |

External [P: ‘ |

MAC Address: ‘ |

Virtual Machine: * Oves ®No
Virtual Machine Type: Amazon Azure Hyperv ' VirtualBox '® VMware Xen
Database Server Type: DO saLserver O MySQL Server O oracle server

Database Instance: ‘ |

This is for an SQL Server Instance, or Oracle Service Name if required.
Database Port Number; ‘ |

If using default ports, blank values will generally work here.

Host Heartbeat: 18 + Hour 14 ~ Minute (time each day a Heartbeat is executed)

Remote Connection Properties

By specifying appropiate settings Dow, this will allow a remote connection to the host directly from within Passwordstate.

Connection Type * ORrop OssH ® Teamviewer © Telnet O wNC

Port Number * o |

Additional Parameters

The parameters below will be passed to the Passwordstate Remote Session Launcher, in an encrypted format. If the client
you're using for Remote Sessions requires additional command line parameters to function, can can specify them above,

Parameters Passed : Host Mame, Port Mumber, UserName and Password

Save Cancel
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Now you’ll need to set up a Remote Session Credential, from under the Hosts tab -> Hosts Home screen. When
creating this Remote Session Credential, you only need to select the “TeamViewer” Connection Type, and are

not required to link it to any Password Record

& Edit Remote Session Credential Query

Please update details for the Remote Session Credential query below as appropriate, and test the query on the "Query Results” tab.

query properties

Any Hosts which match the query details below will use the selected Password record for Remote Session authentication.

Remote Session Query Properties

Description: * |\nternal TeamViewer |

Include Host Name Match: | |
Examples are: win2k12server1 (single host), or wildcard matches like win2k12* or
ServerName*Win. Multiple hosts matches can be cormma separated, and use the
‘Query Results' tab to test.

Exclude Host Name Match: | |

¢ Results' tab to test.

Same query syntax as above, and use the *

Site Location * Internal

Host Type(s): -- Host Type Filter —- e
Operating Systemn(s): -- Operating Systems Filfs -
Connection Type U RDP USSH @ Teamviewer © Telnet O WNC

™ - Best practise recommends having a different Password per Teamviewer Host, so you do not need to link
to a Password record here,
- Instead, you need to store all your Teamviewer logins per Host record in a Password List. Refer to the
following manual for more instructions: Help -> Remote Session Launcher.

Save Cancel

Now if you click on your Host in the to launch a session, you should notice a new Teamviewer button that you can

use to launch the session:

skyfrac.halox.net

Remote Session Launcher

Please choose appropriate authentication credential and Launch button below.

Teamviewsr Linked Credential(s) : E] \TeamViewer Accounts\123571499 -

Client Based Launcher

B Auto Launch

Browser Based Launcher

Manual Launch

~‘( _’---\ _4:-..' ~F
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13 SSH With Private Public Key

It is possible to perform SSH connections using Public/Private Key Authentication. The Client Based Launcher works
with both Putty and OpenSSH keys, whereas the Browser Based Launcher only works with OpenSSH keys.

To do this, you must configure a Generic Field on a Password List and call it 'Private Key', and then you can store
your private key in this field. When you have a field configured in this manner, then the authentication for the
Remote Session Launchers will use this as precedence over the standard password for the user.

If you use the same private key to authenticate against multiple Linux hosts, then you should use a Remote Session
Credential for this.

If you have separate private keys for different hosts, then you can authenticate directly from a password record that
has the SSH keys configured. You can also use the Manual Launch option when clicking on a Host under the Hosts
tab, and search for your Password record there that has the SSH key set. If you choose this option, your Password
List where you are storing your credentials to login with must be enabled for resets, and you need to have the Host
configured on this password record too. More information about this below

13.1 Password List Requirements for using SSH Keys

In order to create Password Records that you can set your SSH keys with, you must first ensure your Password List
has Generic Field configured. This field must be called “Private Key” and it must be Generic Field #1. You should also
select this field to be encrypted and the Field Type is Free Text Field (unlimited text).

Hiding the field is also recommended, so your User Interface is not cluttered by lengthy text:

€ Edit Password List Properties
To edit the details for the selected Password List, please fill in the details below for each of the various tabs.
customize fields guide api key & settings
Below you can specify which fields are available, which ones are required fields, and select one or more Generic Fields and configure
their options accordingly.
Standard Fields
Field Mame Required  Hide Column @
Title
User Mame O O
Description O O
Account Type OJ J
O uRL O O
Password O
Password Strength O
Expiry Date OJ J
MNotes O
Generic Fields (click on Field Names to rename)
Field Mame Required  Encrypt  Hide Column @ Field Type
Private Key (] Free Text Field (unlimited text) M
[ 1 Geperic Field 2 [ [ [ Tevt Ciald ~
(] Generic Field 3 O OJ ] Text Field =
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If you have multiple Private Keys for different Hosts, you will need to enable the resets option on the Password List
too:

& Edit Password List Properties

To edit the details for the selected Password List, please fill in the details below for each of the various tabs.

password list details customize fields guide api key & settings

Please specify Password List settings manually below.

Password List Details

Site Location B internal

Password List * |SSH Keys |

Description | |

Image - Select Image - - B2
assword Strength Policy * Default Policy - E B

Password Generator Policy * | Default Password Generator M

Code Page™ Use Passwordstate Default Code Page - ®

Additional Authentication * one Required v

Enable Password Resets - allows password resetting with other systems &

[ Enable One-Time Password Generation &

Allow Password List to be Exported ®

J Time Based Access Mandatory &

J Multiple Approvers Mandatory - a total of 1 = approver(s) are required for this List

ast passwords
) .

Prevent Password reuse for the
[ IS TP RS- :

Or copy settings
Copy Detail

Copying a Terr
fields/settings

- Copy Settin
- Copy Settin
Link this P

Note: If copyi
Type to chang
these values w

button,

Copy Perm

If you would li§
List, please sel

- Copy Permi:

- Copy Permi

Default Pas

These default

13.2 Creating a Password Record

When creating a Password Record, you should deselect the “Managed Account” options. Set the Host name if the
SSH Private key is only going to be used for this one machine, otherwise we will create a Remote Session Credential
in the next section so the Private Key can be used with multiple Hosts.

The password that you enter on this screen is the Pass Phrase for the Private Key, not the standard user account
password:
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BM Edit Password

Please edit the password below, stored within the "Linux Private Keys' Password List (Tree Path = \Personal Password Lists).

password details notes security reset options heartbeat options
Title = |IinredhatD‘I\marIee | *)
Managed Account ) Enabled for Resets | Enabled for Heartbeat
Account Type & redHat Linux -,
Host Name linredhat01 halox.net * 0,
UserMame |marlee / |
=
Description
_ | e |
Private Key PUTTY-User-Key-File-2: ssh-rsa / e
Encryption: aes256-cbc
Comment: rsa-key-20160705 .
Public-Lines: &
ALK ADIRL e A A A AR LA A Ak Drfmnl ID Lem A o Tl LA Vi
Expiry Date
Password Generator My Personal Generator Options -
Password * | -------- | aQB%
Confirm Password * | ........ |
Password Strength b & & & ¢ compliance Strength i Y Y W

Strength Status: 1 symbol characters

\':3 Reset Tasks (0) B added via Discovery = Compliance Mandatory [E Prevent Bad Password

Save Cancel

13.3 Creating a Remote Session Credential

Under Hosts tab -> Hosts Home, click the Add Credentials button under the Remote Session Credentials section.

Give your Remote Session Credential a description, ensure the connection type is SSH and apply any filters you deem
appropriate.

Then link this Remote Session Credential to the Password Record we created in the step above:

@ Remote Session Credentials
Actions  Description Host Name Site Location Connecticn Type Linked To Password
T T T
-] RDP Intemal RDP & msand Domain
-] Teamviewer Intemal Teamviewer No direct Password link for Teamviewer Accounts
[+] Linux Machines 3 *mint* Internal SSH A Linux Auth Key
(] Linredhato1 I linredhato1* Internal S5H A Linux Login msand
Add Credential | Install and Configure Remote Session Launcher | Grid Layout Actions.. =
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& Edit Remote Session Credential Query

Flease update details for the Remote Session Credential guery below as appropnate, and test the query on the "Query Results’ tab.

query properties

Any Hosts which match the query details below will use the selected Password record for Remote Session authentication

Remote Session Query Properties

Description: * ‘Linux Machines |

*mint* |
Examples are: win2k12server1 (single host), or wildcard matches like win2k12* or
Serverhame*Win. Multiple hosts matches can be comma separated, and use the

'‘Query Results' tab to test,
Exclude Host Name Match: ‘

ame query syntax as above, and use the "Query Results' tab to test.

Include Host Name Match:

Site Location * Internal i
Host Type(s): -- Host Type Filter -- i
Cperating System(s): -- Operating Systems Filter -- <
Connection Type ' RDP ®SSH U Teamviewer ' Telnet 'O WNC

Link To Credential: * “Personal Password Lists\ Linux Frivate Keys -» marles Q,

Save Cancel

Now you can launch a session as you would normally, by clicking the Auto Launch button, and if this Remote Session
Credential is selected for that session, it will use the Private Key to authenticate.
13.4 Convert Putty Private Key to OpenSSH Format

The Browser Based Launcher will not accept Putty key combinations, so you will need to create a set of OpenSSH
keys or you can optionally convert your Putty keys using this process below:

e Download PuTTYgen from here - https://www.ssh.com/ssh/putty/windows/puttygen#tsec-PuTTYgen-
download-and-install

e Open PuttyGen

e Click Load

e Load your private key

e Go to Conversions->Export OpenSSH and export your private key, then save back into your password record
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14 Client Based Launcher with Microsoft Remote Desktop Gateway

Microsoft’s Remote Desktop Gateway (RDG or RD Gateway) is a Windows Server role that provides a secure
encrypted connection to the server via RDP.

If you have a Microsoft RDP Gateway already set up, you can route your remote sessions directly from your desktop
to the Microsoft RDP Gateway — which will then route traffic to the required Host. This is achieved in Passwordstate
by modifying your host records and inserting the gateway parameters as per below example.

Remote Connection Properties

By specifying appropiate settings below, this will allow a remote connection to the host directly from within Passwordstate.

Connection Type * @ Rrpp O ssH O Teamviewer O Telnet O VNC

Port Number * 3389 I

Additional Parameters

I/g:rdgateway‘cl(ckdemo.com: 1443 l

The parameters below will be passed tb the Passwordstate Remote Session Launcher, in an encrypted format. If the client
you're using for Remote Sessions requires additional command line parameters to function, you can specify them above.

Parameters Passed : Host Name, Port Number, UserName and Password

Save Cancel

If you use the default port of 443 you do not need to append it on the end of your parameter. This port is only used
to connect to the Gateway, and then it will use the standard port of 3389 to connect to your remote machine.

Other command line switches such as /Admin will work if you add them in.

™ Note 1: This gateway will only work with Domain accounts, not local Administrator or other Local Windows
accounts. Please ensure the credential you set up to remote onto your machine has the account type of
“Active Directory”

™ Note 2: Routing traffic through Microsoft’s RDP Gateway is only possible with Click Studios’ Client Based
Launcher. It is not possible using our Browser Based Launcher (gateway).
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15 File Transfer with Browser Based Launcher

The Browser Based Launcher has the ability to transfer files from your local desktop to the remote machine, or vice
versa. This can make data transfer easy instead of mapping drives, or browsing to a UNC path.

File transfer is different depending on if you have an SSH session established, or an RDP session. Below we will

explain how we can do both.

15.1 RDP File Transfer

If you drag and drop a file from your local desktop, into a folder inside your RDP session, you’ll see the screen turn
yellow. When you release the mouse, this will copy the file into that remote folder. The remote folder, which in this
below example is “C:\Data\Source Files”, need to be the active window in the remote session:

v < | Source Files

Home Share i B

Ij B Mowe to Delete =
W Copy path

Fin to Quick Copy  Paste
ACCESS Paste shortcut ey e RS

Clipboard Organize

&« v p » This PC » Local Disk (C) » Data » Source Files

.

- Marme

&=/ Pictures
PowerShell Scripts
Remote Session Launcher lcons
gatewnray
htrnl

Passwordstate

scripks

[ This pC
J 30 Objects
[ Desktop
= Documerts
@ Dowerloads
J\. usic
| Pictures
B videos
e Local Disk (C3)

0 items

- Select all

| Select nonge
[ e Properties
folder 2

e Open Select

15 Irvert selection

w Search Source Files

Date rmodified Type

This folder is ernpty.

Copying... Please try again

¥ dg ENG

™ Note: There is a 2GB file limit when transferring files into a remote session
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To copy a file out of an RDP session, Right Click the file and select Copy, and you’ll see a pop-up window in the
bottom right hand corner of your remote session. This will give you some information about the file you are copying,
and you can either cancel the file copy, or click the Download button.

When clicking the Download button, this will download the file through your local browser to a directory on your
local machine. This directory is determined by what you have settings you have configured in your browser, but
generally this is your Downloads folder inside your User Profile.

¥ = | Serverlnfo

Haome Share Wigw
[ cut | open - Select all
& w Move to = M Delete = p T

W Copy path hi | | Edit Select none

-}
Finto Quick Copy Paste - | Copyto = Rename T Bt Praperties
access [#] Paste shortout o d folder b

=l

=5 Irwert selection

Clipboard Organize et Open Select

<« v » This PC » Local Disk () » Data » Serverinfo ) arch Serverlnfo

e

= Pictures " MName Date rmodified Type

PowverShell Scripts Serverlnfo 1/02/2020 710 & File folder

&y Serverlnfo.psi 29/01/2020171:43 .. Windows Powers..,
gateway -| Serverinfo.bd 180452040 733 Ak Test Docurment
htrl § Serverlnfo.zip 1/02/2020 710 4M  Compressed (zipp..
Passrordstate | Udit (2).et H01/2020 333 P Text Docurment

Remote Session Launcher lcans

scripts

3 This PC
§ 3D Ohjects
[ Desktop
= Documents

AL Menmlnads
3 items 1item selected 29.5 KB

.\,\. Download files
Serverinfo_ps1

q - = i . — -1‘ g_: % Total: 29.53 KB Qty-1
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15.2 SSH File Transfer

SSH sessions have a built-in file transfer tool that you can access by left clicking anywhere in the empty space within
your SSH session. You’ll see this tool pop up at the top centre of your page:

jadmin3@linux01:~$

When clicking on this File Transfer tool, you’ll be presented with a window similar to this screenshot below, where
you can:

1.

2
3
4.
5

Browse into the relevant folder
Create a new folder

Upload files to the current position
Download file to local desktop

Delete file from remote file system

| Choose Files | No file chosen 0 bytes/0 bytes| folder name

Name Type #fSize Date maodified

7 bytes 1/2017, 1:40:22 PM

1/2017, 2:55.46°PM

4/15/2020°T2:55:19 PM

folder 4/15/2020, 12:55:39 PM

folder 73 bytes 8/8/2019, 12:51:05 PM

7 bytes 1/2017, 1:40:22 PM

9 bytes 1/2017, 1:40:22 PM
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You can also drag and drop a file from your local desktop onto this File Transfer tool in your remote session, and it
will turn yellow indicating it is ready to drop into the currently selected folder.

L
=+ Copy
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16 Browser Based Launcher Keyboard Shortcuts and FAQ

For RDP sessions within the browser-based launcher, there are a few shortcuts you can use which are listed below.
Please note Control + C and Control + V should not be used to copy and paste files, rather see section 13.1 of this
document for details how to achieve this.

16.1 RDP Keyboard Shortcuts

CTRL+ALT+END Brings up the Windows Security dialog box

ALT+PAGE UP Switches between programs from left to right.

ALT+PAGE DOWN Switches between programs from right to left.

ALT+INSERT Cycles through the programs in the order they were started.

ALT+HOME Displays the Start menu.

CTRL + C allows you to copy text to and from a remote session (not suitable for file copy)

CTRL + V allows you to paste text to and from a remote session (not suitable for file copy)

16.2 SSH Shell History

When in an SSH session, normally you can type history to get a complete history of commands for your session.
With the Browser Based Launcher, if you left clicking anywhere in the empty space within your SSH session, you'll
see this tool pop up at the top centre of your page a history window appears where you can scroll your entire
session history, and then copy/paste as desired.

command ‘cdo’ from deb cdo ( 1)
command ‘cde’ from deb cde
command ‘cdw' from deb cdw
command ‘cd5' from deb cd5
command ‘cdi' from deb cdo
command ‘cdb' from deb tiny

o apt install <deb name>

- 14:03:16 up 2:13, 2 load average: .89, 9.9, .08
124 total, 1 running, 123 sleeping, © stopped, © zombie
e.0/0.0 af
3932.8 total, 2566.6 free, 220.8 used, 1144.6 buff/cache
8.0 total, 2048.0 free, .0 used 3423.2 avail Mem
is missing
NI VIRT E % IMEM TIME+ COMMAND
3892 clickad+ @ 11848 1 8:60.81 top

1 root @ 102496 . 3 ©:00.57 systemd
2 root [ . ©8:00.80 kthreadd
3 root = ! . ©:00.90 rcu_gp
4 root - - - ©:00.90 rcu_par_gp
6 root - @ . ©:00.00 kworker/@:8H-kblockd
9 root - e. - ©:00.00 mm_percpu_wq
18 root @ . ©9:00.07 ksoftirqd/@
11 root e. - ©:00.22 rcu_sched
12 root @ . 8:8@8.82 migration/@
13 root =5 e. - ©9:80.00 idle_inject/e
14 root @. . ©:90.80 cpuhp/@
15 root 2 - : ©:00.00 kdevtmpfs
16 root - . . ©:00.80 netns
17 root 2 . - ©:00.00 rcu_tasks_kthre
18 root 2 . . ©:80.80 kauditd
19 root - 9:8@.88 khungtaskd
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17 Browser Based Launcher Strong Cipher Settings & TLS

By editing the gateway.conf file you can force the Browser Based Launcher to communicate on certain Ciphers, and
disable old TLS settings, for extra security. Below is an example cipherSuites settings that you can add which will
omit any less secure Ciphers, as well as the recommended SSL Protocols setting. You can copy and paste this code
below into your gateway.conf file, ensuring the text is on a single line as per the screenshot below, and then restart
your Passwordstate Gateway service for it to take effect.

These settings below may already exist in your gateway.conf file, if you are using build 9785 or later.

Cipher Suites
Add the following block of text to your gateway.conf file.

cipherSuites =

TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384,TLS ECDHE_ECDSA_ WITH_AES 256 _GCM_SHA384,TLS ECDH_RSA
_WITH_AES 256 _GCM_SHA384,TLS ECDH_ECDSA_ WITH_AES 256 GCM_SHA384,TLS ECDHE_RSA WITH_AES 128
_GCM_SHA256,TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256,TLS ECDH_RSA_WITH_AES 128 GCM_SHA256,T
LS ECDH_ECDSA WITH_AES 128 GCM_SHA256,TLS ECDHE_RSA WITH_AES 256 CBC_SHA384,TLS ECDHE_ECDSA
_WITH_AES 256 _CBC_SHA384,TLS ECDHE_RSA WITH_AES 256 CBC SHA,TLS ECDHE_ECDSA WITH_AES 256 CBC
_SHA,TLS _ECDH_RSA_WITH_AES 256 CBC_SHA384,TLS ECDH_ECDSA_ WITH_AES 256 CBC_SHA384,TLS ECDH_RS
A_WITH_AES 256 CBC_SHA,TLS ECDH_ECDSA WITH_AES 256 _CBC_SHA,TLS ECDHE_RSA WITH_AES 128 CBC_S
HA256,TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA256,TLS ECDHE_RSA_ WITH_AES 128 CBC_SHA,TLS ECDHE_E
CDSA_WITH_AES_128 CBC_SHA,TLS ECDH_RSA_WITH_AES 128 CBC_SHA256,TLS ECDH_ECDSA WITH_AES 128
CBC_SHA256,TLS ECDH_RSA WITH_AES 128 CBC_SHA,TLS ECDH_ECDSA WITH_AES 128 CBC_SHA

SSL Protocols
Modify the ssIProtocols section of the document, to only use TLS 1.2. as per the example below.

sslProtocols=TLSv1.2

= TLS_ECDHE RSA WITH AES 256 GCM SHA384,TLS_ECDHE_ECDSA WITH AES 256 GCM_SHA384,TLS_ECDH RSA WITH AES 256 GCM_SHA384,T
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18 Browser Based Launcher Kerberos Connections

As of Passwordstate build 9785, you can force connections in the Browser Based Launcher to use Kerberos. To
configure this, edit the gateway.conf file and add in the following line, but set the domain name of your choice:

kerberos.kdc = clickdemo.com

_| *gateway.conf - Notepad

File Edit Format View Help

#Thu Feb 09 13:59:24 ACDT 2023
copyFile=true

recwarning=false

recdir.play.enable=true
keyStorePassword=/rFuOplAhgpSEPt7ulFHgYjRypsSLgwhfHBVYHCsbZ1jdI1tN+W1CEg9hAP1hwgz2
buildTime=2022_09_27_06

showMessage=true

ssh=true
app.id=d41c4072-5703-4e89-94fd-fflefc7812bd
ssl=true

credSSP=true

buildNumber=1015
sslProtocols=TLSv1,TLSv1.1,TLSv1.2
license=./license

sessionRecordParam=true

port=7273

passwordEncryptd=true

telnet=false

keyStore=Passwordstate.pfx

html = html

recdir=rec

#log http header, that may contains sensitive information like password. default is true.
logHttpHeader = false

stderrLog=true

log.level = FINEST

kerberos.kdc = clickdemo.com

™ Only one domain is supported for this feature, and only one domain can be set in the gateway.config file
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19 Open Ports for Remote Session Launchers

In order to make connections to different systems, you will need to ensure that the correct ports are open.

- The Client Based Launcher makes connections directly from the desktop machine where you are initiating
the sessions from, to the remote machine.

- The Browser Based Launcher tunnels all traffic from the Desktop, through the Gateway, onto the remote
machine.

Open Ports for the Client Based Launcher can be found in Section 13 of this document:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Open Port Requirements.pdf

Open Ports for the Browser Based Launcher can be found in Section 14 of the same document:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Open Port Requirements.pdf

In Section 1 of the above linked document, we also have a tutorial on how to test for Open Ports if needed.
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20 Performance Metrics for Browser Based Gateway

The Browser Based Gateway can support multiple sessions, and below is some information and statistics to help you
determine what hardware requirements you will need.
20.1 CPU Usage

Primarily the CPU on the server where the gateway is installed is the hardware which performs a majority of the
work. The minimum requirement for 400 concurrent connections is Pentium Dual-Core 2.7GHz, and usually adding
in one more CPU will support up to another 300 — 400 concurrent RDP sessions.

20.2 Memory Usage

The Gateway is light on memory usage, and 250mb is usually enough to support 300 concurrent sessions

20.3 Bandwidth Usage

Bandwidth usage can be very different depending on the content. As the Browser Based Gateway is based on the
standard RDP protocol, information about this can be found in the Microsoft white paper:
http://download.microsoft.com/download/4/d/9/4d9ae285-3431-4335-a86e-

969e7a146d1b/rdp performance whitepaper.docx

From our testing and customer response, one RDP session needs about 260 Kbit bandwidth for normal business
applications (Office, ERP etc).
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21 Troubleshooting Remote Session Launchers

Below is some information and links that may help identify why sessions will not connect.

21.1 Client Based Launcher Troubleshooting Steps
Issue:
When using the Client Based Launcher, and clicking the Auto Launch button, nothing happens
Fix:
This could be due to a few different reasons:
1. The Client Based Launcher is not installed
2. The Browser has not been configured to work with Passwordstate

3. Browser Pop up is blocking Passwordstate from launching a session

This video explains how to address all three issues mentioned above:
https://www.youtube.com/watch?v=A12eHSaGw4c

Issue:

With the Client Based Launcher, the browser configuration page does not have a “Remember this Choice” to always
open PSLauncher files, and hence the session will not initiate

Fix:

This issue is present in Chromium based browsers and was introduced in Chromium build 77. A fix for this can be
deployed via Group Policy, or manually editing the registry on the local machine.

Issue:
Client Based Launcher will not connect to remote machine
Fix:

Enabling debugging for the Client Based Launcher, and attempt to launch another session. A log file will be created
for you which will help understand why the session wasn’t established. If needed, send this log file to Click Studios
Support for analysis.

Please contact Click Studios support to get instructions on how to enable debugging.

Issue:

Client Based Launcher will not connect to remote machine, error is “The server's authentication policy does not
allow requests using saved credentials. Please enter new credentials"
Fix:

See this forum post for a fix for this issue: https://forums.clickstudios.com.au/topic/15452-client-based-launcher-
failed-connections-the-servers-authentication-policy-does-not-allow-requests-using-saved-credentials-please-enter-
new-credentials/

46 |Page


https://www.youtube.com/watch?v=A12eHSaGw4c
https://forums.clickstudios.com.au/topic/15452-client-based-launcher-failed-connections-the-servers-authentication-policy-does-not-allow-requests-using-saved-credentials-please-enter-new-credentials/
https://forums.clickstudios.com.au/topic/15452-client-based-launcher-failed-connections-the-servers-authentication-policy-does-not-allow-requests-using-saved-credentials-please-enter-new-credentials/
https://forums.clickstudios.com.au/topic/15452-client-based-launcher-failed-connections-the-servers-authentication-policy-does-not-allow-requests-using-saved-credentials-please-enter-new-credentials/

Click Studios

21.2 Browser Based Launcher Troubleshooting Steps

Issue:

The gateway Service will not start. This is usually caused by one of three things:
1. The certificate in the Gateway install folder is not named correctly. It should be called Passwordstate.pfx
2. The certificate in the Gateway install folder has expired
3. The encrypted Password for the certificate is set incorrectly in the gateway.conf file

Fix 1:

You could try reinstalling the gateway again, as this will effectively repair the gateway, and automate assigning a new
certificate. Below are the install instructions for the Browser Based Gateway

Gateway Installed internally — Section 4 or 5 of this document:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Remote Session Launcher Gateway Install

Guide.pdf

Gateway installed on Remote Site: Section 4 of this document:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Agent Manual.pdf

Fix 2:

If you would prefer not to reinstall the gateway, you can try manually exporting your certificate from your
Passwordstate web server, by following Section 6 in this document:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Remote Session Launcher Gateway Install

Guide.pdf.

Then to encrypt the certificate password, follow this forum post:
https://www.clickstudios.com.au/community/index.php?/topic/2971-how-to-encrypt-the-certificate-password-for-
use-with-the-browser-based-gateway/

Issue:
The Browser Based Gateway is installed and the service is running, but sessions will not connect.
Fix 1:

Ensure that your desktop machine where you are initiating sessions from, has direct access to the Gateway
service/server. By default, port 7273 is the port that needs to be open unless otherwise modified.

Fix 2:

The gateway may generate some error codes, which you’ll find in Passwordstate Administration under the Error
Console. A list of these error codes can be found here: https://forums.clickstudios.com.au/topic/2853-error-codes-
for-the-browser-based-remote-session-launcher/

Fix 3:

The Browser Based Gateway does have verbose logging which can be sent to Click Studio Support for analysis.
https://forums.clickstudios.com.au/topic/2852-enabling-verbose-logging-for-the-browser-based-remote-session-

launcher/
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22 Browser Based Launcher and Self Signed Certificates

By default, Passwordstate comes installed with a Self-Signed Certificate as this is the only type of certificate Click
Studios can supply during the install.

Typically, you would change your certificate to something more secure such as one issued from your Internal
Certificate Authority, or a purchased one from an online provider. If your Passwordstate website is still using a Self-
Signed Certificate, and you do not supply your own during the Browser Based Gateway install process install process,
your RDP and SSH remote sessions will fail until you force your browser to trust the certificate.

For a seamless experience with the Remote Session Launcher, you should use a trusted certificate, which can either
be issued from your own internal Certificate Authority, or from an online provider. If you have no choice but to use a
Self-Signed Certificate, then you will need to force your browser to trust this certificate. Below are some instructions
on how to do this in Microsoft Edge:

When trying to establish a Remote Session, and you receive the error below, one of the reasons this can occur is if
your browser does not trust the certificate that is installed with your Browser Based Gateway.

Click on the Gateway SSL Certificate Test link:

C @ ® https osts/gatew r ionissue.aspx?Error=Cod
Web Proxy Gateway Connection Issue
ing tot
Gateway Configuration Suggestions

ng Remot inchers' in the followi ment Troubleshooting Browser Baseg,Remote Session
by a nc t t e cl ) wing link and e page lod4 with

Host Connection Suggestions

tharibeat

If you then get redirected to a page that looks like the screenshot below, the certificate is not trusted by your browser:

C M A Notsecure | hitps 7273/ssltest html A s @ a3 S

A

Your connection isn't private

Attackers might be trying to steal your information from (for example,

passwords, messages, or credit cards).

[ NET:ERR_CERT_AUTHORITY_INVALID ]

Avanced m
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To fix this, you will need to follow this process on every machine that you intend on establishing remote sessions from.
First, click the Warning button in Edge, and then click the Warning message:

C M A Notsecure  https// 7273/ssltest.html A

About SEE————7 273

A Your connection to this site isn't secure

Don't enter any sensitive information on this site (for

example, passwords or credit cards). It could be stolen @ —e
o by attackers.

P Permissions for this site

Cookies (0 cookies in use) >

Tracking prevention for this site (Basic) . ' 03

e @ »n isn't private

Trackers (0 blocked)

to steal your information from s s e (for example,

passwords, messages, or credit cards).

NET::ERR_CERT_AUTHORITY_INVALID

Advanced

Click the Certificate button:

: @) ] A Notsecure | hitps/ :7273/ssltest.html

< Your connection to this site isn't secure I;:% X

The certificate for this site is not valid.

Because this connection is not secure, informatj
passwords or credit cards) will not be secure
may be intercepted or seen by others.

We suggest you don't enter personal i
avoid using this site.

mation into this site or

Learn more

n isn't p

_ to steal your infi

passwords, messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID
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Under the Details tab, click Copy to File. Follow the prompts to save the certificate to disk, and you can choose all

the default options during this process.

(@a Certificate X

General Details Certification Path

Show: <All> ~
Field Value
[ElVersion V3
[ElSerial number 6ad987ccdb24e7b5...

[ElSignature algorithm sha256RSA
[ElSignature hash alg... sha256

[Ellssuer -
[EValid from Thursday, 7 July 20...
[Evalid to Friday, 7 July 2023 ...
[ElSubject

[ElPuhlic kev RSA (2048 Bits)

Edit Properties.® Copy to File... k

Now in Windows, go to Start -> Run and type in certim.msc, and this will open the Local Certificate Store on your

machine. Expand our Personal, right click Certificates -> All Tasks -> Import:

ﬁ certlm - [Certificates - Local Computer\Personal\Certificates] — O

File Action View Help

e« 557 B =2 HBE

Gl Certificates - Local Computer H Issued To Issued By
v | Personal
| Certificates o

> [ Trusted R Request New Certificate..

- ] neStream Server
> || Enterprise

> [ Intermedi View > iIf-signed Authority
> [ Trusted Pt Advanced Operations >
- Refresh
> | Untrusted )
> [ Third-Part Export Lst.
> | Trusted Pe Help

> [E CIientAutl.......,.....\.....“....
> || Preview Build Roots

> || Test Roots

> | AAD Token Issuer

> [ ] Other People

> | Dell Trust
> || eSIM Certification Authorii
v T Ummanmraiin Machina Savk

Ex
3/
n
17
31

Add a certificate to a store
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Follow the prompts and browse to the certificate you saved to disk, and ensure you place the certificate in the Trusted
Root Certificate Authorities store:

& L* Certificate Import Wizard

b

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

© Place all certificates in the following store

Trusted Root Certification Authorities Browse...

Next Cancel

At this point, you should be able to close your browser and reopen it, and try launching a new session. It should
connect successfully.
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23 Remote Session Launcher FAQ

If your account you are using with your Remote Session Launcher is a member of the “Protected Users” security
Group, you will not be able to establish an RDP session with the Browser Based Launcher. This is because it is not
possible to authenticate Protected Users on browsers.

It is possible to use a Protected User with the Client Based Remote Session Launcher. The local Windows machine
must be a domain member and also must Windows 10, or Server 2012 R2 or later. You cannot log in from Windows
7, or macOS (even with MS RDP client).
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